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LegalNotice.

Theauthorofthisbookhaveusedhisbesteffortsinpreparingthisbook.The

authormakesnorepresentationorwarrantieswithrespecttotheaccuracy,applicability,

fitness,orcompletenessofthecontentsofthisbook.Theinformationcontainedinthis

bookisstrictlyforeducationalpurposes.Therefore,ifyouwishtoapplyideascontained

inthisbook,youaretakingfullresponsibilityforyouractions.

Theauthordisclaimsanywarranties(expressorimplied),merchantability,or

fitnessforanyparticularpurpose.Theauthorshallinnoeventbeheldliabletoanyparty

foranydirect,indirect,punitive,special,incidentalorotherconsequentialdamages

arisingdirectlyorindirectlyfromanyuseofthismaterial,whichisprovided“asis”,and

withoutwarranties.
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1 Introduction.

Haveyoueverbeeninasituationwhereyouneededtowriteupsomeprivatedata

inwaysno-oneelsecouldread?Haveyoueverforgottenanyaccesscodestoyourmails,

loginstowebsites,codesofbankaccounts,etc.?Ifnotyetthenperhapstheloginsand

codesyou'reusingareverysimpleandeasytocrack,oryou’reusingthem oftenenough

nottoforgetthem.Asthere’sagrowingnumberoftheservicesthatrequiretoremember

certainaccessdata,andcertainlyyou’renotgoingtouseallofthem wholethetime,

there’scomingadaywhenyou’llbeintroublewhiletryingtoaccessoneofthesitesyou

urgentlyneedtouse,buthaveforgottenyourpassword..oreventheloginitself.Soit

wouldbeveryhandytohaveyourownsecurewayofwritingdownthepersonalaccess

data,akindofpersonalsecretlanguage.

InthisbookI’m goingtoexplainthebasicprinciplesforcreatingahighlysecure

personalizedhandwritingcode,an individualcryptography,andhow tooperateit

securelywithoutcompromisingitbyyourownunwillinggiveawaysofthecode.Atfirstit

mayseemasacomplicatedthingtotakeon,especiallyconsideringthatIhavespentover

thirtyyearscreatingandimprovingtheencryptionmethod,butwhileyoulearnityou’ll

seehoweasyitactuallyis.Thereasonittooksolongtimetofindapracticalsolutionis

thatitwashardtocomeupwithamethodwhichiseasytolearnandsimpletouse,

possibletopersonalizewithlittleeffort,yetsecureenoughagainstattacksbythosetrying

toaccessyourprivatedata.

Theadvancedhandwritingcryptographymethoddescribedinthisbookissafer

(canbesaferwhenusedproperly)thananycomputerencryptioncaneverbe.Thereason

forthisisthatnoonlineinterceptions,noscreenshotsofyourcomputercreatedby

hiddenprogramsandaccessedbyhackers,notappedkeyboards,nospycamerashidden

aroundyourplacesofwork,nothingwillrevealthemessageshiddenintheciphertext--

yourprivatesensitiveinformationwillbeencrypted/decryptedinyourheadonthegoand

onlyencodedinformationwillseethedaylight.Thecodewillbetotallysafeevenifthere

istheplaintextoutthere,ofsomethingyouwishtoencrypt,ifyouarecarefulenoughto

separateplaintextfrom theciphertextneverkeepingthetwointhesamelocations,and

neverrelatingthetwointhewayssomeonecouldguessthematchinthemessages.

Whenusingthemethodonlyyourselfitisusefulforencrypting..

 ..passwords/accesscodesofyourcredit/debitcards;

 ..loginsandaccesscodesofonlineservices;

 ..privatefinancialdeals;

 ..places,timesandtasksofconfidentialcharacter;

 ..namesandcontactsofselectedpeoplefortheirsecurity;

 ..personalopinionsaboutyourbusinesspartnersinyourcontacts;

 ..partsofpersonaldiarywithdelicateinformation;

 ..writteninformationofagreatvaluetoyouradversaries;

 ..anywritteninformationforyourpersonalsafeuseonly.
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Thereareadditionalbenefitsofthemethodwhilesharingencryptedmessages

with others,particularlywith severalrecipients.Thesecan behardtoimplement,

requiringsomeworkindevelopingthecode,butoncethecodeiscreatedandsharedwith

trustedindividualsthenitcanbeusedduringentirelifetime.Thespecificbenefitsof

sharingencryptedletterswithothers,comparedtosharingunencryptedletters,arethe

integrityofthemessages(nopartofthemessagescanberemovedwithoutreceiving

partiesnoticingit),safetyagainstlossofmessagesaseverypartyinvolvedcanhavethe

sameletter(withexactlythesameciphertextbutdifferentlyencryptedmessagetoeach,

withadifferentcontentwhenneeded),andmore.Detailsarediscussedinthebook.

Ontopofthatthemethodcanbeusedformarketing,entertainment,commercial

andpublicsafetyneeds,whicharedescribedinthebook:

 productpromotion;

 gamesandlotteries;

 crypticsignatures;

 crypticorders;

 safemessageboards;

 ..andmuchmore.
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2 Abitofhistory.

AsImentionedittookquitealongtimetoworkoutthemethod–overthirtyyears.

InfactIdidn'tworkontheprojectwholethetime,notthe30yearsstraight.The

encryptionwasmyhobbysincearoundtheageof10-12y.o.,withsomeverybasic

encodingmethodsforkids.InearliertimesItriedtocomeupwithapersonalcodeor

methodofencryptionjustsometimes,onfreetimebesidesotherhobbieslikemusic,

philosophyofmind,psychology,martialarts,programmingandtravel.LaterIdedicated

onitmuchmoretimeasitwasbecomingmoreandmoreofachallenge..Ialmostnew“for

fact”thesolutionisoutthereinthebasicprinciplesIhavealreadylearned,discovered

andcreated,butthe“perfect”methodstillremainedelusiveforme.ThetotalnettimeI

spentworkingonthehandwritingcryptographymaybearoundafewyearsofwholeday

work.DuringthattimeIhavecreatedperhapsadozenfullycompletecodes,buteachtime

Iwasn'thappyenoughwiththeresult.Afterusingyetanothermethodforsometimeit

wasbecomingsoeasytoencodeandreadthecodethatitcreatedinmedoubtsaboutthe

securityofit.SoeachtimeImadeamorecomplexmethodofencryption.Themost

complexcodehadthousandsofencryptionsymbolstoremember,soIhadtorepeatallof

theminasystematicmanner,nottoforget.Itbecameanobstaclebyitself.

In2004,whileinJapan,ittookmeoverhalfayeartocreatethemostcomplex

versionIhadsofar,from beginningtocompletion.AfterthemethodwascompleteI

encryptedmypocketnotebook(thepaperone,notelectronic)withallthenames,

addresses,telephonenumbersetc.,withhundredsofcontactsfrom aroundtheworld,

destroyingtheoriginalnotebook.Theencryptionprocessofthenotebooktookarounda

weekortwo,don’trememberexactly,includingthetimeofverificationforeliminating

anyerrors.WhenImovedbacktoFrancewhereIlivedbeforegoingtoJapanittookme

abouttwomonthsofworkeverydaysixtoeighthourstodecryptitallback.Ittookso

longtimemostlybecausebythistimeIhadforgottensomeofthesymbolsofthecodeand

Ineededtogothroughtheprocessofrecoveringthemeaningofthem.Itwasaproofthat

thismethodofencryptionwasn'tpracticalforusewhensomuchworkwasneededto

keepthecodesecure.Forsubstitutionofrealsymbolsitincludedseveralsetsofcode

letters,codenumbersandotherencryptionsymbolsforwritingdowndifferentthings:for

encodingnames,loginsandcodesIusedseparatesetsofsymbols,fortelephonenumbers,

dates,countingetc.yetmoresetsofsymbolsandsoon,formakingitimpossibletodeduce

onethingbyanotherifonepartofthescript,loginorcodeforexample,becamesomehow

knowntosomeone.TomakethecodeyetstrongerIusedseveralencodingsymbolsto

representeachactualsymbolevenwithintheseparatesets.Ialsohadseveralreservesets

ofencryptionsymbolswhichIactuallyneverusedbuthadreadyjustincase,towrite

downsomedatarequiringextremeprecautioninhandling,soitwouldn'tbepossibleto

deducethedatahavingknownallthelogins,codes,namesandtelephonenumbersfrom

thirdpartysources.

ItseemsalotofstufftorememberbutlaterI’llshow youthemethodsof

systematizationofsymbolsused,soitbecomesnothardatall.Still,asitrequires

thousandsofsymbolstoremember,eventhoughtheforgottensymbolsarepossibleto

derivebyyourownsystematizationmethods,itbecomesimpracticalforeverydayuse.
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Afterforgettingthemeaningofjustonesymbol,anumberrepresentedbygivensymbol

forinstance(remember,forsecurityeachnumberwassubstitutedbyseveralsymbols

evenwithinseparateset),itmaytakeyouafewhoursorevendaysofworktorecoverthe

meaningofasymbolfromtherestofencrypteddata.It’sbecausetofindoutthevalueof

theforgottennumberyoufirstneedtofindintheencryptedtexttheothersymbols

belongingtothesystemofthatsetandthenderivethevalueoftheforgottensymbol.For

safetydifferentsetsareneverinsimilarsystemsinanobviouslycomparableway--every

setmusthaveitsownuniquesystemtomemorize/derivesymbolswithin.Thus,basicallyI

didn'tusethemethodanymoreafterseeinghowmuchtimeittakestodecryptthedataif

someofthesymbolsgotforgotten(incaseofcodesandphonenumbers).Theotherreason

fornotusingthemethodanymorewas,ofcourse,thatIcompromisedthecodemyselfby

keepingbothofthedatasets–encryptednotebookanddecryptednotebook–inmy

computer,whileworkingonit,scanningthenotebookintosecuredrives.Regardlessthe

computerencryptionIusedwasextremelystrongthere’snever(andwillneverbe)full

securitywhenitcomestocomputers.TocreateanewsystemascomplexasIhadcreated

wasnotanoption,Ihadtocomeupwithabettersolution.

WhiletryingtofindthesolutionIcreatedseveralmorecodesforpracticingthe

scriptwhiletheencryptionsymbolsbasicallyremainedthesame–Ionlychangedthe

meaningofthesymbolsandmadesomeofthesymbolsmoreadvancedgivingthemakind

of‘flexibility’inrepresentation.By2007-2008thepossibletotalnumberofcrypticsymbols

touse,inmywayofwriting,wasinhundredsofthousandsandevenmillionswhileused

incontext(the‘flexibility’increasedwaysofwritinggreatly-laterI’llshowyouhow),soI

onlyneededtopickforusingtheonesIlikedbydesignforparticularmeanings,therestof

them couldhavebeenusedasaninformationnoiseatanytime.Aftertheextensive

memorytrainingandbrainexerciseinJapanthefollowingversionsofencodingIwas

abletocreatefrom zerotocompletioninjustaweektime,andthesimplest(butstill

somewhatsafe)codesinmatterofjustafewhours.Icandoitatanytimeagain–it’snota

complicatedprocessifyouknowwhattodo.ButIwasn'thappyenough.Eachprocessof

creationrequiredwritingdownonpaperlargequantitiesofsymbolsanddestroyingthe

paperaftermemorizingallofthesymbols..andrepeatingthesymbolsregularly.By

around2009-2010Iwasnotalwayswritingdownthesymbolsanymorebutquiteoften

representingeachsymbolwithadotonapaperinacertainsystem,soIknewwhatthe

dotshouldmean.DuringtherecallingprocessofthesymbolsIpaintedamatrix(outof

actualdimensionswhenIwasinapublicplace,nottogiveawaytherealsizeofthe

matrixofsymbolsIused)andmarkeddotstothesquaresforthecorrespondingsymbols

whichIremembered(andofcoursetotheextraspacesintheoutofdimensionsmatrix).If

Icouldn'trememberasymbolafterawhilethenIcreatedanewoneinsteadofituntilI

couldrememberallofthem.

By2011,asitwasobviousthatthesimplerencodingmethodswerenotbecoming

secureenough,orshouldneedtoincludelargeamountofinformationnoisewhichwould

makethecodebulkyandimpractical,Ibeganacompletelynew processofcreation.I

startedwiththematrixofactualsymbolsIwouldneedtousebutleftthewritingpart

completelyoutuntilIcouldcomeupwiththemethodofwritingsatisfyingallthe

requirements,including:

 simpletowriteandtorememberthecodesymbols;

 easytoadaptforindividualneeds,topersonalize;

 verysecureagainstattacksbycryptanalysis.
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Whilecreatingthenew matrixofsymbolsIalsochooseacompletelynew

approach–Idecidedtonever-everwritedownanywherethematrixofsymbolsforthe

newestcode,completelydoingeverythinginmymindonly.Ittookmetwoyearsto

completetheprocess.FirstofallIwasn'tinhurry,waitingfortheideatocomeintomy

mindhow towritesimplyandwhilekeepingthesimplicityalsoinasecureway,soI

beganwithlittlesteps..Idecidedaboutthedimensionsofthematrix,thenplacedlettersof

thelanguagesIspeakintothematrix,thennumbers,thenmathematicalsymbolsIuseor

mayneedtouseoneday,thenpunctuationsymbols,thenothercommonrepresentations

ofideas(symbolslikearrows,squares,etc.),thenrulesforhighlightingpartsofthescript,

thenseveralgrammaticalrulesforflexibilityofthecode,thenseveralencryptionrulesto

modifythecode,tocorrecterrorsandtoswitchbetweendifferentencodingpatterns

duringencryption.WhenthatwasdoneIaddedsomecommonwordsandsomeother

usefulstufftorepresentanideaoraprocesswithasingleencryptionsymbol,andafter

eachstepItookabreak.Ifafterawhile,sometimesafterseveralmonths,Iwasableto

recallthesymbolsandwasstillhappywiththepositionofthem inthematrix,thenI

followedwithothersymbols..ifnot,thenIrepositionedthestuffinmindandgaveita

breakagain.

Bynowmyownmatrixofsymbolsiscomplete,andencodingrulesarecomplete

includingallthecommands/orders,modifiersandswitches,neverbeingwrittendown

anywhere,withseveralsetsofsymbolsinthematrixforencodinginformationindifferent

levelsofsecurity.AndasnowtherulesarecompleteitobviouslymeansIhavealsofound

asolutionforthewritingsystem whichdiffersfrom thepreviouslyusedmethods,easier

tomemorizeandtouse.Thebeautyofitisinthepossibilitytowritedifferentthingsin

differentmethodsofencryptionthewaythatthey’realmostindistinguishablefrom each

other.Embeddingencoded‘switches’inthescriptitispossibletowriteasanormaltext

withcrypticsymbols,includinginformationnoiseforsecurity,asahighlysophisticated

encryption,andalsoasamathematicallyencodedtextgivingmaximumsecurity.Allofthe

encryptionmethodscanbeusedinthesamescriptmovingsmoothlyfromonemethodto

anotheratanypointofthescript,withoutvisibleindicationofwhichmethodisused.

Inthisbook,inoneofthelastchapters,youwillfindoutwhatthelatest,thebest

andthehighestlevelencryptionmethodis,whichI'm usingmyself,butyouneedsome

patiencegoingthroughtheexamplesofbasiclevelandmediumlevelcodes,thenyoucan

understandwhatthehighestlevelencryptionmethodwillbeifyouwishtocreate

somethinglikethatforyourselfaswell.
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3 Whyhandwriting?

Thereasontokeepdevelopingthemethodsofhandwritingcryptographyeven

afterthebeginningofcomputersecurityageistheimpossibilitytorelyoncomputer

encryptiononly.Whateveracompanymayclaim aboutimpossibilityofcrackingtheir

codetheonlysecuremethodistheonehavingnothirdpartyinvolved(orifshared

betweenseveralpeoplethennounwantedparties).Youcanonlyrelyonthemethodof

encryptionyouyourselfhavecreatedorcustomizedanexistingone.Mygoalwasto

developamethodwhicheveryonecanmodify,tocreatetheirownencryptionsystems

whileknowinghow todoit.IthinkIhavesucceededinthegoal,surpassingmyown

expectationsonthesecurityofthemethod,andyou’regoingtoseeitforyourself.

Onthemarketthereareavailableencryptiontoolsforhidingmessagesinapicture

forexample,sosomeonemayevennotknow wheretolookforamessagetobegin

decryptionwith.Thismethodiscalledsteganography,whichistheartofhidingmessages

inplainsight,sotosaya‘branch’ofcryptography.Still,asthereareusedcertain

algorithmsofencryptioncreatedbyunknowntoyoupeopleyoucanneverbesurethat

thesepictureswon’tcarryaspecificsignatureallowinganotheralgorithm tofindthe

pictureswhereamessageishidden.Withmymethodofencryption,afteryoucustomize

thecodeandaddsomeoriginaltools,youcanpaintapictureyourselfincludinginita

hiddenmessage,whileno-onecaneverguessisitahiddenmessage,anart,oryousimply

triedyourpen.

Thehandwritingencryptionalsoprovidesyouwithgreaterstabilityforrecovery

ofthemessagescomparedtotheever-changingcomputersystemsandtheirencryption

methods.Ihave'lost'lotsofdata,includingcollectedmaterialforoneofmybooksIwas

planningtowrite:hundredsofpagesofphilosophicalthoughtsfrom greatthinkers

(includingmyselfofcourse,obviously).Thecollectedideasarestilltheresomewhereon

anencryptedbackupdisc,buttorecovertheinformationImustbuyanoldcomputer

(withthesamesystem whichwasonstolencomputer),toinstallthesameencryption

program (whichdoesn'tworkonnewsystems)andsoon.Itwouldhavebeeneasierto

recoverthedataencryptedinhandwriting.
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4 Relevance.

Icouldsimplygivetheprinciplesofthelatestencryptionmethod,toexplainthe

basicsandthewaystopersonalizethecode,butinthatcaseyoumaynotbeawareofthe

precautionsofuse.Itcouldbepossibletoexplainthemethodinanhourtosomeoneused

tointellectualexercises,toregularchallengesofthebrainandtoapplyinglogicwith

commonsenseindailylife.But,theremaybeimportantpointswhicharebettertoexplain

indetailrightinthebeginning,notlettingittowaittillsomeonegetsthepointlater,

maybeeventoolate.

Youcanmakeuseoftheencryptionmethodwithhieroglyphsonlyifyouknowthe

basicprinciplesofmostclassicencryptionmethods(alsotheweakerones),thepossible

attacksonthecodesandsoon.Youcanfindgeneralinformationabouttheattackson

codesontheinternet,byreadingthehistoryofencryptionandhow thehistoriccodes

havebeenbroken.I’m goingtoexplaintheprinciplesofmymethodsofencryptionby

showingyouthewayI’vegonethroughandyou’llseewhyIhavediscardedsomeprevious

methodsasnotthebest.IconsideritimportantbecauseifI’llshowyouonlythelatestand

mostadvancedmethodyoumaycomeacrosstheideatosimplifyit.So,byshowingyou

thesimplermethodsyouwillseewhysomeofthesemaybenotagoodideatousefor

writingdowncodesorotherimportantdataineveryoccasion.Atthesametime,itisalso

goodtoknowthembecausethesesimplermethodsarestillhandyforwritingdownsome

lesscriticaldata,likepersonaldiaryorsomething,whichyouwouldn'twanteveryoneto

understandbyaccidentallyleavingitaround.Also,thesimplermethodsareagood

trainingforyourbrain,togetusedtothekindofhieroglyphsinvolvedintheencryption.

Formysurprise,whilemakingoverallresearchoncryptographyin2011,tryingto

findontheinternetanynewsaboutadvancedhandwritingcodes,Ididn'tfindany.They

werestilltalkingthereaboutcenturiesoldmethods,outdatedandcrackedlongtimeago,

andaboutverycomplexones(orveryinconvenientones)usedbythemilitaryduring

worldwarsandduringthecoldwarera.Andlatelyallthetalkhasconcentratedaround

theinternetsecurity,whilethehandwritingcryptographyhasobviouslybeenforgotten.

Well,everyonetodayknowsthatinternetwillneverbesecureintermsofprotectingyour

privateinformation,evenifit’stechnicallypossibletosecure,thuscreatingyourveryown

codeismorerelevantnowthaneverbefore.
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5 Themethod.

ThehandwritingcryptographymethodwhichI’vecreatedisoneofthosemethods

ofencryptionwhichisnotentirelyaffectedbyjustafew errors,andthismakesit

particularlyhardtoattackbycryptanalysisbecauseyoucanleavetheerrorsin,yetbeing

capabletoreadthetextlater.Forencryptingthedatawhichwouldn'tsupportanyerrors

(forexamplecodes,telephonenumbers)there’spossibletowriteitdownseveraltimes

withoutrepeatingitself,indifferentways,thusnotrepeatingtheencryptionerror.Ihave

alsodevelopedamethodforencryptingasinglesymbolinamannerthatitverifiesitself

againstanerrorofencryption,butthismethodrequiresmorecomplexdataprocessingin

mindwhichisnottheoptimalsolutionwhenyouwanttowriteupsomedatafast.It’s

bettertowriteupsomethingtwiceindifferentways–ifonegetswrongthenhopefully

anotheronewillberight..inanycaseit’seasiertorecallacodewhenmostofthesymbols

canberecovered,againstthesituationwhenithascompletelyescapedyouwhatwasthe

login,passwordoranameofyourprivatebusinesscontact.

Infact,believeitornot(laterI’llshowit),withmylatestmethodofencryptionis

possibletoencodeasingleletter,numberoranyothersymbolinhundredsofwayswith

thehelpofasimplesetofextensionstothescript,makingitthemostsecurehandwriting

cryptographymethodIhavecreated,andyetitismorepracticaltousethanmyprevious

methodsasitrequireslessinformationtoremember.Itopenedthepossibilitytolearnthe

methodbythosewhoforusingsecurelypreviousmethodswouldhaveneededspecial

memorytrainingforrememberingallofthosehundredsandeventhousandsofdifferent

symbols.Now youcanbesatisfiedwithjustahandfulofruleswithouttheneedto

memorizetoomanydifferent‘hieroglyphs’.SofarIhaven’tseenanyotherhandwriting

codewhichcomesevenclosetomymethodbyitsflexibilityindesign,simplicityinuse

andthelevelofsecurityitprovides,allinonepackage.

Basically,whileasinglesymbolcanbewritteninhundredsofwaysthenatwo

letterwordcanbewrittenintensofthousandsofways,athreeletterwordcanbewritten

inmillionsofwaysandsoon..canitgetanybetterthanthat?Andyoucandothesamein

yourownway,soneitherInoraprofessionalcryptanalystwiththehelpofanarrayof

mostpowerfulcomputerscancrackyourcodeifyouuseallthenecessaryrulesand

precautionsproperly.Whenyoucustomizeexistingencryptiontoolsandforaddition

createyourowntricksembeddedandhiddeninyourscriptthennohumancaneverguess

andinputallthepossibletricksintocomputerprogramsforcrackingyourcode..itall

comesdowntoyourimaginationincreatingyourscript.

I'm quiteconfidentthatahandwritingencryptionwithyourownsymbolsand

rulescangiveyouwaymuchbettersecuritythananycomputerencryptionwilleverbe

abletoprovide,whenitcomestoencryptingsymbolsofcourse–Ihaveyettocomeup

withanideahowtoencryptpicturesinhandwritingandI’m nottakingonthetaskany

timesoonIguess.Computerhasafixedsetofsymbolsandrigidrulesofencryptionwhile

youcancreateunlimitedsetofsymbolsandrules–onlyyouwillknowwhichsymbolsor

partsofasymbolcarryinformationandwhicharejustameaninglessnoise..nocomputer

willeverbeabletogothroughallthepossiblecombinationsofhumanimaginationto

crackawellcreatedhandwritingcode.
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So,letsgetstartedwithstudyingtheadvancedhandwritingencryptionmethods

whichI'mpromotingasthebestintheworld--sofaranyway--atthetimeofworkingon

thisbooktherewasnocompetitionofthesamelevel.Youcandoyourlearningtheway

youlike,butIwilldescribeyouherethewayitshouldworkthebestforyou,inmy

opinion.

It'sbetternottoreadthebooklikeamathematicalmanualinclearlydescribed

steps.Thebookisn'twrittenthatwayandthusitisnotsupposedtobeconsumed

intellectuallyasa"how todo"manualinclassicalterms.Becausethiscryptography

methodisn'tsimplytocopyandtouse..youmustgetthebigpictureofthepossibilitiesof

theencryptiontechniqueandthencreateyourowncodewithyourowncrypticsymbols

andyourownotherkeysofencryption(thematrixofrealsymbolsandtherulesofaccess

oftherealsymbols).Thus,takethebookasabookofart..readit,lookit,getanidea,and

thenreaditagainandagain,eachtimewithabetterinsighttothemethodandbetterset

oftoolsinyourmind,pickingupthingsyoumissedbefore.

5.1 Gettinganidea.

Beforecontinuingwiththenextchapter,onthebasicprinciplesofhandwriting

cryptography,takeatourthroughthebooklookingcarefullyatallthepicturesofthe

crypticsymbolsyou'llfind--allthehieroglyphsandalltheelementsoftheglyphs.Don't

trytounderstandthem--youwillnot.Justlooklikeanartworkpayingattentiontodetails

andseeifyoucanfindsimilardetailsinseveralplacesofthe'art',akindofcharacteristic

signatureoftheartist.Trytomakesenseoftheartaspictures,andthat'sitinthe

beginning--youonlyneedtogetageneralideawhat'sgoingoninthesepictures,without

guessingwhat'sthemessagetheartististryingtoconvey.

Beforegoingthroughallthepicturesofthehieroglyphsdon'treadthebookyet

morethantilltheendofthischapter,'themethod'.From curiosityyoucanpeekintothe

textofsomechaptersorsectionsdeeperaswell,it'snotforbiddenofcourse,butyou'llbe

betteroffifyouwillcontinuewiththenextchapter,'basicprinciplesofhandwriting

encryption',later.Thepointhereisthatyouwillgetmuchbetterunderstandingof

descriptions,explanationsandtheterminologyusedinthefollowingchapterswhenyou

haveinyourmindanoverviewofthemanywaysofwritingtheglyphs.

5.2 Seekingtheinformation.

Afteryouhavegonethroughthebookstudyingthepicturesofthehieroglyphs,

readthebasicprinciplesofhandwritingencryptionandallthefollowingchapters.Read

thebookthoroughlytilltheend,butdon'tstudyeverythingindetailyet.Learnthegeneral

messageinthebook,toknow inwhichpartsofthebookyoucangetanadditional

informationandexplanationswhenneeded,whenyou'llbestudyingthemethodproperly

onthesecondread.

Inthefirstreadofthebookyoudon'tneedtounderstandeverything.Noneedto

gobackandreadagainifsomethingisn'tquiteclear.Butyoudoneedtogothroughwhole
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thebook,thepartswhichdealwiththecryptographymethod,tohaveapictureof

differentsectionsofthebookwhichdealwithspecificelementsofthemethod.

Itiswayeasiertolearnthemethodlaterwhenyouhaveanoverview whatis

wheretobefound.Somechaptersofthebookareeasiertounderstandwhenyouhave

alreadybeenthroughlaterchapters,withthetechniqueofencodingalreadyunderstood

ingeneral,butwithoutallthedetailsyet.Ofcourseyoushouldtrytounderstand

everythingyoucan,evenfromthefirstread,butdon'tenforceonyourselftheconditionof

notgoingtothenextchapterbeforeallisclear,becausesomedetailsmayjustbemissing

yetforthefullcomprehension.Ortoputitdifferently--evenifyougeteverythingfrom

thefirsttimeyouwilldefinitelybeshortofunderstandingofallthecontextindetailsand

possibilitiesofinteractionwithintheciphertext.

5.3 Learningallthedetails.

Whenyou'refamiliarwiththelayoutofthebook,gonethroughallofthechapters

andreadytobeginaproperstudy,takeitwithsmallsteps,fewchaptersattimebutnot

wholethebook.Why?Becauseinaquickstudythenewinformationwon'tsettleinyour

brain,thenecessaryconnectionsinyourbraincellswon'tbecomestrongenough(there

willhaveformednotsufficientamountofsupportingconnectionsbetweenyourbrain

cellsforthelearnedinformation),thusifyoulearnfastnewandagainnewinformation,

althoughyoucangetaquickunderstandingyou'llforgethalfoftheinformationthenext

day.Incryptography,forgettinghalfofthethingsisabigdeal.Evenonethingforgotten

mayruinyourlife'sworkifthatonethinghappenstobeofagreatimportanceforthe

securityofthemethod.

Readfewsmallerchaptersattime,andbiggerchaptersbysmallerpartsattime.

Leavethebookforadayorfew,andthengothroughthelaststudiedchaptersagain,to

makesureyouhaven'tmissedanything.Youmustunderstandalltheimportantpartsof

themethodbyheart,bylogic.Ifyoudon't,thenseeksupportiveinformationinotherparts

ofthebook,frompreviousorlaterchapters,andthenreadthechapteragaintillyougetit

entirely.Andsoon,littlebylittle,wholethebook,evenifittakesseveralmonthsorayear

tostudy.It'sbettertospendayearonlearningthemethodamongotherthingsyoudoin

yourlife,thanlearningtheencryptionmethodfastmissingsomeimportantinformation

thatthebookistryingtoteachyou.That'sonereasonwhysomeelementsofthemethod

arerepeatingthroughoutthebook--it'sbecausethey'reimportantandyoushouldnot

missthem.

There'salsoapossibilitythatIwillhavenotexplainedsomethinginanecessary

detail,becauseformeallisclearbutI'mnotinsidethemindofareader.Withallthegreat

efforttoendupwiththebestexplanationI'm alsoawareofthepossibilityofcreatinga

boringreadifIshouldtakethereadersasnotsufficientlyintelligent.Thus,inthe

compromiseofcreatingthebookcompactandinterestingwhileexplainingeverything

necessary,Ihaveleftsomeelementsforyourownimagination.IncertainpartsIpointit

clearlyout--yourowncreativeworkisneededforthesafetyofthecode.Thus,thereisa

possibilitythatyouwillreadachapteroverandoveragainbutwon'tgetthepoint.

Althoughsadthen,butinthiscasejustskipthepartandreadon,relyingonyourown

creativityandlogicinthefuture,toclosethegaponthemissedpartofthebook.Ifinthe
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endsomethingstillwasn'tclearthenmostlikelyitwasn'tthatimportant,becauseallthe

importantpartsoftheencryptiontechniqueareexplainedingreatdetailineachlevel,

andrepeatedthroughoutthebookwhennecessaryinthecontextofspecificsections.

5.4 Workingonyourown.

Afteryourstudyoftheencryptionmethodisproperlydoneandyoufeelthat

you'rereadytocreateyourowncode,youshouldtryfirstwithsimplermethodsof

encoding.Itisobviouslydependingonthelevelofunderstandingyouhaveachieved.Iam

quitesurethatnoteveryonewhoreadsthebookevenseveraltimes,andthinksthatallis

clear,isreadytoembarkinthemorecomplexlevelsofencoding.Themorecomplex

methodsrequiresimultaneousinterplayofmanydetails,noneofwhichcanbecreated

wrong.Andyoushouldnotputeverythingdownonpaperforthesafetyofthecode,which

I'mexplaininginseveralpartsofthebook.Thatabilitytohaveinmindwithoutanyerrors

thewholepictureofthekeytothecode,evenifitisyourowncode,comeswithpractice.

It'slikewithlearningtoplayamusicalinstrument--littlebylittleyourattentiontodetail

duringmusicalhandlingofaninstrument(playing)becomesautomaticandyoucantake

upevermoresophisticatedtricks,uptothepointwhenitallbecomessoeasythatyoucan

createapieceofmusichavingitallinyourmindcompletedbeforeeventouchingthe

instrument.Don'ttrytobecomea'maestro'ofhandwritingcryptographyfromafirsttry--

takeitonestepatthetime,beginningwithsimplercodesfirst.

Afteryouhavesuccessfullycreatedasimplecode(withthetoolsandwaysof

writingprovidedinthisbook,ifyoulike),verifieditagainsterrorsthroughpracticaltrials,

thenyoucanbeginmakingalayoutofyourveryownoriginalmethod,acomplexoneat

thispoint,butstillyoubetterpracticewiththesimplermethodsaswell,createdwithyour

ownoriginaltoolsandstyleofwriting.Yourperfectcomplexmethodwilltaketimeto

mature,thusplayingaroundwithsimplermethodsprovideyouwithsomefun,giveyou

new ideasforincludinginyouradvancedmethod,andalsowillhelpyouattimesin

makingnotesinasecurewaybeforeyouradvancedmethodiscomplete.

Mostimportantly,creatingasimplecodetakeslesstimewhichisawaytoachieve

satisfactionfromyourcreativework,togetthefeelingthatsomethinghasbeendoneand

isuseful.Itwillbeveryfrustratingtoendupwithnoresultsifyougetrightontothemost

complexversionofencryptionandwon'tsucceedtocompleteitforalongtime.Trustme,

you'llbebetteroffcreatingsimplercodesfirsteveniflateryoudiscardthemfromuse.

Yourhandwritingcodeiscompletewhenyou'rereadytouseitforstoring

datawithoutworriesaboutitbeingpossibletocracknoraboutlosingthedata

yourselfduetoconfusionintheelements,allthekeysofencryptioninyourmind

andnotracesofthekeysleftbehind.

Intheendofthebook(chapter28)Igiveyousomeselectedsamplesofwritingin

differentalphabets,hieroglyphsandshorthand(fromWikipediaandotherpublicsources),

usedinthepastandinuseatthepresenttime,forvisualhelpincreationofyourown

styleofcrypticwriting.Itisveryimportanttodetachyoufrom mywayofcryptographic

writing,togiveyousomedifferentideashowwritingcanbedone.Butthatyouwillneed
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intheend--beforethatyoushalllearnhowit'sdoneinmywayofwriting.

Iwillnotbesurprisedifyouwillfindmywayofwritingoftheglyphsthemost

convenientone,becauseI'vebeenthroughmanydifferenttrialswithothertypesofglyphs

aswell,inthefirstyearsofmysearch,untilIfoundthatthecurrentway,presentedinthe

book,istheonlywaytodoit.Thiswayprovidessecurity,flexibility,clarity,precisionand

theresultwilllookbeautifulaswell.

Here'sanexamplehowyouwoulddowithoutanassistance..

..actuallythat'saspecimenofProto-Sinaiticscript,oneoftheearliest(ifnotthe

veryfirst)phonemicscripts.(Nocopyrightonthispicture).

Anyway,asyouhavereadthebookthisfarbynow,beforetocontinuereadingon,

withthenextchapterwaiting,nowisthetimetopausereadingandtogetfamiliarwithall

thepicturesofthecrypticwritinginthisbook.Havefun.
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6 Basicprinciplesofhandwritingencryption.

Thefollowingprinciplesor‘rules’arenotnecessarilyintheorderofpriority–all

ofthem areimportant.I’m numberingtherulesjustforeasyfollowingandintheorder

theycometomymind.

Rule1:

Neverkeepplaintextandencryptedtexttogether.Nevershow offanyone

how beautifulistheencryptionmethodrepresentingyournameorelse.Ifit’s

unavoidableforwhateversocialreasonsthenshow itgenerallywritingdowna

wrongthinginawrongway..andifaskedmuchlaterwhatdoesitmeansthensimply

sayyouprobablymadeamistakeandcan’tunderstand.

Ican imagine thataftercreating a personalcode the excitementofthe

achievementmaytriggertheemotionstoshowitsomeone,butitmaycostyoulostprivacy

and/orextraworktocreateanewcode.Youmayonlyshowtheexactencryptedwritingto

someoneyou’replanningtosharetheparticularcodewith.

Rule2:

Youshouldalwaysencryptaslittletextasreasonablypossible,encrypting

onlythepartswhichneedtobeencrypted,therelatedpartsoftextwhichwouldgive

outtheinformationaboutcontextoftheencryptedtext,possiblesourcesofthe

encryptedtextandothercontenthavingreferencestotheencryptedtext.

Thelessdatayouencryptandfewerreferencesyouleaveabouttheencryptedtext

thelessvulnerableitwillbeforattacksbycryptanalysis.Whenencryptingwholethe

contextisimpracticalthendon’tinserttheencryptedpartdirectlyintoplaintext–instead

insertanencryptedreferencetotheplacewhereyouholdtheactualencryptedpart

belongingtothedocument.

Rule3:

Neverwritea scriptwithoutincludingatleasta minimum amountof

informationnoise–thesymbolsandextensionswhichactuallymeannothing.Write

intoaciphertextabout1/5...1/10...1/15ofsymbolsasanoiseandvaryingtheamount

ofthenoisefromplacetoplace.

Usingthenoiselevelandqualityofitproperlymakesexponentiallyharderto

crackthecodebycryptanalysiswhilestillkeepingthescripteasytoreadwithoutaffecting

theprocessofdecryption.

Rule4:

Neverwritedowntext,specificnamesandcodesinthesamescriptusingthe

sameencryptionmethod/patternorsetofsymbols.

Havinganaccidentalaccesstooneofthem willmakeiteasiertocracktheother

partofthescriptifencodedwiththesamemethodand/orsetofsymbols.Itdoesn'tmean

youwillalwaysneedtowritedowndifferentdatawithcompletelydifferentencryption

methods,youneedatleasttousedifferentkeysofencryptionwithinthesamemethod.
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Rule5:

Createasimplified“public”setofsymbolstowritedownstufftemporarily

butfastandstillquitesecurelywhileothersarewatchingandmayguessthecontent.

Lateryoucanrewritethedatainanotherplacewith“private”andhighlysecure

codewhiledestroyingthe“public”versionofthesamescript.

Rule6:

Nevercorrectencryptionerrorsbywritingacorrectsymbolabovethewrong

one.Includeinyourencodingmethodhidden(alsoencrypted)toolsforbackward

deletion,insertion,replacementandothercorrectionsymbols,andspecialsigns

indicatingerrorsifplacedintherightpositionbutotherwiseusedasnoise.Ifan

errorisn'timportantleavetheerroruncorrected.Ifnotpossibletoleaveanerrorin

andtocorrectitthenwritethedataagaincorrectlywithothersymbolsleavingthe

erroruntouched.Ifnoneoftheaboveworksforyouthendestroythewrongsymbols

leavingnotracesofthem beforewritingcorrectversionsabove..ordestroywhole

thescriptandwriteagain.

Indicatingyourerrorsisagoodhelpforcryptanalysts,leavingtheerrorsintothe

scriptisthecryptanalysts’nightmare.

Rule7:

Neveruseclassicalgrammaticalsignswithinencryptedscript.Allthesigns

likeperiods,commas,apostrophes,dashesandanyothersigns,alsorealpositionsof

spaces,linebreaksandothergrammaticalrulesmustbeencryptedandhidden

withinencryption.Anencryptionmustgivenohintwhatsoeverwhatitisabout.

Don’tevenuseanyclassicalsignsinwrongplacesasanoise–useonlyrandom false

spacingforbreakingandcombining'words'intotheblockswithnotthereallength.

Placingclassicalsignswithinencryptedscriptisanexcellenthelpforcryptanalysts

toguessthecontent.Insomecasesyoumayusetheclassicalsignsasanoise(inwrong

places),toconfuseothers,butifyou’renotcarefulenoughyoumaygiveawaysome

informationunwillinglyjustbecauseofyourhabits(droppingaccidentallythesignsinto

rightlocations).

Rule8:

Neverhighlightanypartoftheencryptedscriptinclassicalstyleforeasy

following.Forhighlightinguseencryptionrulesyoucouldeasilyspotifnecessary

butwhichwouldn'tlookspecialtoothers.

Highlightingpartsoftheencryptedtext,likeunderlinedorboldscript,isan

excellenthelpforcryptanalyststoguessthecontent.Ifyoudoneedtoincludehighlights

forthetextyou’reencryptingthenyoumustcreatecorresponding,visuallyhiddenrules

andcodesymbolsforusewithintheencryption,includingcoderepresentationsforcolors,

size,font,background,etc.

Rule9:

Neverusewithinencryptiontheactuallengthofencryptedwordsandeven

sentencestomakeitlookbetterandeasiertoread.

Writingencryptedscriptwiththeactuallengthofencryptedwordsisthebesthelp
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forcryptanalyststoguessthecontentandwillgreatlydiminishthestrengthofencryption.

Insomecases,writinglongpiecesoftext,itwillrendertheuseofalmostalltheother

precautionrulespracticallypointless--bythefrequencyofwordsandtherulesof

grammarinalanguageacomputerprogram willeasilybeabletomakesenseofyour

encryptedtext.

Rule10:

Neverbackupanypartofyourpersonalencryptionmethodinacomputer

duringoraftercreationofit–allkeysmustbedestroyed.Youmustrelyonhelpof

papernotesduringdevelopmentofyourmethodandonyourmemoryalone.You

shouldneverleavearoundanytracesofthekeysandthesystematizationusedin

yourencodingmethod.

That’sanobviousoneyoumayguess,buttherearestillpeopleouttherethinking

theycantrusttheircomputers–donot,thatIcanassureyou.Ifyoudoneedtowrite

somethingdownforvisualization,beforeyoulearntodoitinyourmind,thenyoumust

destroythepapereachtimeyoustopworkingonthecode.Toworkonthecodethenext

timeyouwillwriteitalldownfrom memoryandwillcontinue(that’sanexcellent

trainingbytheway).Youcanstoragereadyscripts(ciphertexts)incomputerwithno

worries,butnevertogetherwiththeplaintextrelatedtothescriptasitmaysignificantly

weakenyourcodemakingitvulnerableforfurtherattacks.

Rule11:

Createyourcrypticsymbolsdifferentfrom anyknowntoyousymbols(not

borrowedfrom anylanguage),withseverallayerswheretheseparatepartsare

difficulttodistinguishandnoteasilyunderstoodbyothers,sothatthey’renot

possibletoinputintoacomputerprogramautomatically.

Yourcrypticsymbolsmustbecomplexenoughrequiringhumanworkoneach

symboltryingtotakeitapart.Ifyoucreatesinglelayersymbols,witheachcorresponding

tooneactualsymbol,thenascanneddocumentcaneasilybetranslatedintoacomputer

languageandaprogramcanfigureouttheactualsymbolsbythefrequencyanalysis..and

tocrackthecodeinnotime.

Rule12:

Alwaystestyoureverynewlycreatedencryptionmethodwithareasonable

amountofciphertext,storingsomecomplex,difficulttorememberdatawhichyou

can verifylater.Afteryou haveforgotten thecomplex datasets,successfully

decipheredthecodeandverifiedagainsterrors,onlythenyoucanbeginencrypting

importantdatawhichyoucan'taffordtolose.

Thelengthoftheciphertextfortrialdependsonthecomplexityofthecode--it

shouldincludealloftheessentialelementsofyourcodeseveraltimes,tomakesureyou

won'tbeconfusedyourselfwhiledecipheringthetestdata.Theplaintextusedfortesting

mustnotbekeptanywheretogetherwithciphertextorseparately---theplaintextfor

testingmustbeapartofalargervolumeoftext/databutthelocationofthepartusedfor

testingmustbeonlyforyoutoknow,neverhighlightedwithinthevolume.

Rule13:

Readagainthefirstruleofthebasicprinciplesofhandwritingencryption.If
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you'reaverysocialpersonandliketosharethingsthenforsocialneedsyoucan

createacodeforfunwhichyouneveruseforencryptingimportantdata.Yourown

personalcodeshallremainthemurkiestmysteryforothers.

Cryptographyisfun,andfunisalwaysbetterwhenitissharedwithothers,thus

creatingasimplecodejustforfunisareasonablethingtodo.

Inadditiontothese,certainrulesandprinciplesarepointedoutinotherpartsof

thebookwhentheyfitintothecontextandaremoresuitableforthatparticularsection

thanusingseparatelyfrom thecontext.Manyprinciplesaretheprecautionrulesofthe

encryptionitselfusedinconjunctionwiththeencryptionprocess.Wheresuitablethese

rulesarehighlighted.
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7 Techniquesofencryption.

ThemethodofencryptionI’m presentingherecontainssomeclassicaltechniques

ofcodecreationlikeconfusion,diffusion,noiseandothers,whichmaybenotoriginalin

principle,butlikealllanguageshavesomecommonprinciplesofsyntaxthesearejust

principles–themethodliesinhowtousethem.Themainoriginalityandsecurityofthe

methodisinthewayofusingtheprinciplesofencodingincombination,andparticularly

inthemethodofwritingwhichgivesenormousflexibilityincustomization.Afterthatitall

dependswhatyouliketoincludewhileyou’remodifyingthemethodforyourneeds

creatingyourowncode–eitheryouliketomakeitmoresecure,orwithlesssecuritybut

moreeasyandfasttowriteandread.Onetechniqueisobviouslyunavoidable–confusion

(substitutionofcommonsymbolswithdifferentones)–thiscannotbeleftoutwhenit

comestohandwritingencryption asitisthestrongestpowerprovidingthemost

significantpartofsecurity.Stillyoushouldn'trelyonitentirely–yourhabitsofwriting

maygiveyouout.

I’m using the word ‘symbol’quite often and in differentmeanings.For

understandingitcorrectlyinthecontextImakealittledistinctionhere:therearesymbols

whicharecommon,andsymbolsofencryption.ForclarificationIwillsometimesreferto

commonsymbolsastextsymbols(TS),andoriginalsymbols(createdbyyouorsomeone

elsefortheencryption)ascodesymbols(CS).TheTSwillmeanallthecommonsymbolsin

usewhichacomputercangenerate,beitletters,numbersorothersigns,whileCSwill

meanallthehandwritingsymbolsusedforencryptionandnothavingastandard

computeralternative.Theword‘script’I’m usinginthemeaningof‘ciphertext’–

hopefullyit’sobviousalready.

7.1 Confusion/substitution.

Substitutioniswhenyoureplacesymbols(TS)withothersymbols(TSorCS)either

inasystematicwayorrandomly,havingthe‘key’(orseveralkeys)memorized..orwritten

upsomewhereifitneedstobegiventootherpartiestodecryptmessages.

Usingthesamesymbolsduringsubstitution(theTS-TSmethod)simplyreordering

them inthealphabetprovidesalmostnosecurity.It’spointlesstocreateahandwriting

systemusingclassicalletters,numbersandothercommonsymbolsasthenitonlyneedsto

bescannedintoacomputerandletaprogramtoworkoutthesystemyouuse.Whenyou

createyourownsymbols,ifnottoosimpleofcourse,itneedstobefirstunderstoodwhere

istheinformationinthesesymbols,whichpartofthem couldbetranslatedintothe

symbolsthatacomputercanread.Thisrequireshumanworkandmakesanattackonthe

scriptenormouslymoredifficult..eachsymbol(CS)mustbeanalyzedbyahumanwhile

there’snevercertaintythatitiscorrectlyunderstood,orisn'tanerrorofencryption,or

evenworse–anoise.Themorenoiseacryptanalystreadsoutfrom ascriptandinputs

intoaprogram asasymbolforcrackingthecodethefurtherawayhe/shegoesfrom

solvingthecode..atthesametimeananalystcannotexcludeanyofthe“maybejustnoise”
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inyourscriptasitmaycontaininformation–excludingevenalittlepiecewhichisreal

partofaninformationblockmakesitharderagaintocrackthecodeasitmaychangethe

wholemeaningoftheentireblock.Thusconfusion(substitutionofclassicsymbolswith

originalcomplexsymbols)isthemostimportantpartofthemethod,itmustbegiven

particularattentionwhilelearningallthetricks,andcreatingnewones.

InthisbookI’m goingtoshowhowtoconfuseothersproperlyyetbeingcapable

easilytowriteandreadthescript.InordertodothatImustshowthewritingtechniqueof

thehieroglyphsfrom theverybeginning–whenyoulearntoseeanorderinaseeming

messthenyou’llbeabletoreorderthesystemforconfusingothers.Asyouneedtousethe

symbolsofthelanguage(s)which you encodewhileconfusingothersyou needto

substituteeachsymbol(TS)withadifferentone(CS)whichhavenomeaningtoothers

(cannotbepronouncedoreasilydescribed).Tomaketheconfusionstrongeryoumust

createseveraldifferentsymbolstorepresenteachactualsymbol,themorethebetter.Itall

dependsonyourimaginationandonthecapacitytomemorize.Forcreatingmore

substitutionsymbolsandnottoforgetthem youalsoneedtosystematizeyourown

symbolsawaythatthissystemwouldn'tbeobvioustoothers.

Note:I’m talkinghere(sofar)aboutasimplemethod,evennotyetthemostbasic

versionoftheadvancedhandwritingcryptography.It'sjustanintroduction,amethodwhere

codesymbolsarefixedtothecommonsymbols.Itcanonlybemadesomewhatsecureifyou

createseveralsubstitutionsymbolsforeachactualsymbolandaddmanynoisesymbols.The

positivesideofitisthataftersomepracticeyou’llbeabletowriteinthecodealmostasfast

asnormalwriting(inthismethodyoudon’tneedto‘calculate’eachglyph)..but,writingfast

impliesthatyouwriteinthecodealotandthismakesthecodevulnerableforattacksby

cryptanalysisastherewillbewellovercriticalmassofciphertextavailable.

Asmentionedinthebasicprinciplesofhandwritingencryption,itisagoodideato

haveacodeforsocialinteraction,becauseyouneverknow--onedaysomeonemaysee

yourencryptednotesandbecurious.Soinsteadoftellingthatthisisasecret,basically

tellingsomeoneoffwhichisn'tpleasantineveryrelation,youcanbegintoexplain

enthusiasticallyhowgoodthethingishavingasimplepubliccodefordemonstrationin

suchoccasions.Thatsubstitutioncodeisjustthat,becauseitissoeasytocreate.Surethat

inmostcasesthepersonwhomyoubegintoexplainanencryptionwillloseinterestinthe

subjectrightafterfewsentencesandwillchangethesubject,butifnot,thenyouhavethe

reasontobecautiouswiththatperson.Simplyofferthisbooktoreadthen,togetallthe

detailsofthemethod.

Thereareliterallythousandsofwaystocreatecrypticsymbolsinaclearsystem,

whereeverylittleaddedmodificationcanmeanyetanotherrealsymbol(TS),thusyoucan

createmanyrepeatingsetsofalphabets,numbersandpunctuationmarks.Themoresets

ofCSforreplacingTSyoucreatethemorediversetheciphertextwilllook.Butiftheywill

beinasystemwhichiseasytomemorizethecodewillalsoprovidenogreatsecurity.

Youcanreadagaininthebeginningofthebookabitofhistory(chapter2)to

refreshyourmindabouttheproblemsarisingfrom usingsimplesubstitutionmethods.I

wenttosuchgreatlengthstodevelopasecuresubstitutionmethodbecauseitiseasyto

writeinsubstitutioncodeifyourmemoryisgreatenough.IntheendIhadtodiscardmy

attemptsofdevelopingasafesubstitutioncode.
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Herearesomeexamplesofthehieroglyphsyoucancreateforreplacingactual

symbols(TS)andthewayofsystematizationsothatitwouldn'tbeneededtoremember

eachoneoftheglyphsseparately.Justfewofthem:

Asyoucanseesomeofthehieroglyphsinthesystem maylookquitesimilar

(connectedwiththeredline).Ifyouwritetheglyphsfastthenthedetailsmaybecomeless

distinctandbeconfusing.Whenyoucreateyourglyphsyoumustdecideeitheryouprefer

topayattentiontodetailsandhavemoresecurecodeorleaveoutalltheconfusing

optionsbeingabletowriteyourcodewithanease,aftersufficientpractice.

Intheaboveexamplethesystematizationmaylookquiteobvioustoanyonebutif

youapplythesystem ofglyphstothesystem ofsymbolsinyourmatrixthenthe

differencesinthesesystemswillgiveseeminglyrandomoutputofthepattern.Thusabove

symbolswon’treadlikeA-B-C-D-..ifyouwon’tdeliberatelyequalizethetwosystems–of

courseyouwon’tdoitifyou’realreadysmartenoughtobotheryourselfwithcreating

yourowncode.

7.1a Informationcarriers.

Toconfuseothersproperlyitisnotenoughtocreatejustallkindofglyphsbutthe

glyphsthemselvesmustbemadeflexible.Youmayusethesameglyphs(baseglyphs)over

andoveragainmodifyingthemeaningofthemthroughinfocarrierpoints,butforothers

theywillalllooklikedifferentglyphs.Theinformationcarriers(modifiers)areattachedin

aseamlesswaythatitwouldn'tgiveoutthebaseglyph.Onlyyouwillknow which

charactersaremodifiersandwhichconstituteanintegralpartofanotherbaseglyph.

Ifyouremember,inthehistorychapterItoldyouaboutthethousandsof

hieroglyphsIhadtomemorizebeforeIcameupwiththelatestmethod..previouslyIused

alargeamountofcomplexhieroglyphsrelyingonthesystematizationofthem.Most

modifierswereattachedinaclearlydistinguishablewayorseparately.ThenIdiscovered

thatusingasmallamountofbaseglyphswithalargeamountofmodifiers,attached

seamlessly,iswaymorepractical,becausethemodifiersaremucheasiertosystematize

whileprovidinggreaterflexibilityinwritingthescript.Thismethodimprovesoverall

securityofthescriptaswell.Theonlydownsideofthemethodisthatyouneedto

‘calculate’theglyphsbeforewritingthem –ifyouwriteabaseglyphfirstandattachthe

modifierslaterthenitwillbeobvioustoothers.Youmusthavethefullpictureofthe
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wholeglyphinyourmindbeforebeginningtowriteit,whichslowsdownthespeedof

encryption..butthat'sthepriceyou payforhavingahighlysecurehandwriting

encryptionmethod.Inanycase,aftersometrainingitwillbenotsohardtodo.Itwillalso

beflexingyourbrainabit,whichintheendisonlygoodforyou.Withthismethodyou

cannotfallintohabitsbyrepeatingtheglyphsbutyoumustbecontinuouslycreatingnew

glyphsonthego,whichmeansthattheexerciseofyourbrainwillalsobecontinuous.

Withthetechniqueofsimplifiedglyphs,whileattachingtothem modifiers,you

willchooseasmallamountofbaseglyphs(10,20,50,..youchoose)anddecidethe

charactersusedasmodifiersfortheseglyphs,whichincombinationwillberepresenting

substitutedsymbolsorsetsofthem.Whilegettingusedtothem,withthehelpofswitches,

youcangraduallyaddintoyourcode(intoyoursymbols’vocabulary)moreandmore

complexglyphswithnewmodifiers(representingsubstitutedwordsforexample,while

modifierswillspecifythemgrammaticallydependingoncontext).Manyoftheglyphsmay

lookverysimilartoothers,asofwrittenabitdifferentlyonlybyamistake,butforyou

theywillcarrydifferentinformation,acompletelydifferentmeaning,becauseonlyyou

willknow wheretolookfordifferencesin valueswithin aglyph andwherethe

differencesaren'tchangingthemeaning.

Here’sanexampleofsomeoftheinfocarrierpointsyoucanincludeina

hieroglyph.Thisisnotafixedrule–hieroglyphsmaycontain differentpointsof

meaningfuldata.Iwillcallthem fixedpointshere,forthisexample,asinactualitythis

mayconstituteasinglehieroglyph:

Whileonepointcanhavetensofdifferentcharactersofrepresentationofa

meaning,thenpossibleamountofthehieroglyphswillbecalculatedinthepowerofthe

pointsused.Letsayyoudecidetouseonly10differentcharactersforeachpoint(therest

ofthepossiblecharacterscanbeusedasnoise–amountdependsonyourimagination),

then in thepictureabovethefirstblock (on theleft)willhave10̂12 possible

combinations..itmakes1’000’000’000’000 differenthieroglyphswhich can carry a

meaningandcountlessotherpossibleglyphsthatcanbeusedasnoise.Therightside

blockonthesamepicturecaninthiscasehave1’000differentmeaningsandwhileused

asanadditionalmodifiertotheprevioushieroglyphyouwillhaveathousandwaysto

changethemeaningofalreadywrittenglyphbeitasymbol,asetofsymbols,aword,a

process(e.g.toseparate/jointheblocks),afunction(e.g.capitalletters),anidea(e.g.

highlight),aswitch(e.g.numbers/letters/punctuation),acorrection(e.g.insertbackwards,

deleteorreplace),apatternaddition(thereadingorderoftheglyphs),anotherorder(e.g.

thereadingorderofcharacterswithintheglyph),acommand(e.g.tomemorizesomepart

ofthescriptforlateruse),orjustanoisepredefinedbymatrixorbyglyphs–onlyyouwill

knowwhichofthem.

Keepinmindthatthiswasacalculationforasinglebaseglyphwithmodifiers(the
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second'slimglyph'countedasamodifier).Withanotherbaseglyphyouwillhaveanother

millionorbillionmeaningstohide,dependingonhowmanyinfocarrierpointsyouuse.

Thusatwoglyphcombinationcanhaveletsaymodestlyabillionmultipliedbymillion

possiblemeanings(witheachadditionalglyphonlymultiplyingtheamountofpossible

meaningsofthewholeset)withoutaffectingyourabilitytowriteandreadthescript

becauseyouknow therulesyoucreated...butdefinitelyitwillcreateheadachesina

cryptanalysisdepartmentiftheydaretotrytoattackyourscript.

Youaddtoitalltheexternalnoise(extensionstohieroglyphswhichcarrynodata,

usedjustfordesign)andIsupposeevenamathematicianwon'tbeabletocalculatewhat

ittakestocrackacodeusingtheconfusion/substitutionmethodonly,withouteven

applyingothertechniques.It'simpossibletopreciselycalculatetheamountoftrue

possibilitiesbecause the glyphscan change theirmeaning depending on context

(previouslyencodedinformation),thusexactlythesamelookingglyphscanhavedifferent

meaningsindifferentplaces.There'snolimittohumanimagination--notsureanyone

canquantifyit,puttingthepossibilitiesintoexactnumbers.

Soundsliketoomuchforyourbrain?Don’tgetdisappointedyet,it’sonlydifficult

toattackthecode,totrytocrackit,butforyouitwon’tbedifficultatallifyoudon’tmess

upsomethingyourself..youwillonlyneedtouseafew hundredsymbols(TS–letters,

numbersetc.)positionedinamatrixandtocreateseveralrulesofaccessusinginthe

matrixalwaysthesamesymbols.Indifferentrepresentationsoftheencodedsymbols(in

differenthieroglyphs)youcanhidethemeaningusingvaluesasdigits,numbers.Ifyou

likethemathematicalwayofsubstitutionthenallofthepossiblecombinationswillonly

beusedforcalculating(byyourownrules)thepositionofanactualsymbol(TS)inthe

matrixyouholdinyourmind.Thematrixisstaticforaslongasyouusethesame

encryptionmethod,butyoucanusethesamematrixforothermethodsaswell–itonly

needstobecreated/learnedonceandusedaslongasnotcompromised.

Basically,usingthesamematrixofsymbols(TS)youcanrepresentasinglesymbol

from itinhundredsandhundredsofencryptedways,makingitimpossibletoderivea

meaningfromascriptevencontainingmillionsofwords,ifalltheprecautionsandrules

areusedproperlyofcourse.

Imustgiveherean importantwarning.Alltheimagination in creating

differentglyphsandacomplexmethodofencodingwillbeuselessifyougetlazyand

willberepeatinginthesamescriptpartsofthecoderegularlyinhabitualmanner,

simplycopyingpreviouslyencryptedwords.Duringanencryptionyoumustverify

yourscriptagainstpreviouslyusedwaysofrepresentation,notjustcopyawordbut

touseanothercombinationofsymbols.Eachtimethesamewordmustbeencodedin

adifferentway,notjustrepositioningthenoiseinit.Ifyouusethesamewordwith

differentnoiseattachedthenitwillbepossibletodeducetheactualsymbolsfrom

themandeventuallyitwillleadtodeductionofallthepartsofthescriptwhichcarry

noinformation.Subsequentlyitwillbepossibletoconverttherestofthescriptinto

meaningfulsymbolsandblocksofdataforcomputerstoanalyze,maybeeven

successfullycrackingthescript(orsomepartofit)ifthescriptislongenoughfor

applyingcryptanalysis.

Formakingthecodeevenstrongeryoushouldaddtotheglyphssomeadditional

features(separatesigns)whicheithercarrysomeinformationoraretherejustfor
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confusing.Itdoesn'treallymatterthattheoreticallythemethodisalreadystrongenough.

Youshouldaddasmanydifferenttechniquesasreasonablypossible,toconfuseothers

evermore,becausewearehumansandcaneasilyfallintohabits,repeatingourselves

overandoveragain,regardlesswearenotalwaysawareofit.Theserepetitiveerrorscan

helpasophisticatedcomputeralgorithm tofindoutcertainpatterns,andmaybe,while

comparedwithyourrepetitiveerrorsinyourplaintextwriting,thecodecanbecracked

insomeparts.Thustheadditionalfeaturesofencryptionattachedtotheglyphswill

somewhatcompensateforourweaknessesashumanbeings.

Theseadditionalsignslikedots,lines,curves,circles,etc.,whateveryoulike,may

beaddedtodifferentlocations–above,below,left,right,inside,andinseverallocationsat

time.Dependingonlocation,relativesizeandcombinationofseveralofthoseinaspecific

waytheymaychangethewholemeaningoftheglyphorcarrysomeotherinformation

likereorderingthestructureofthecodeorchangingappliedformulaofencryptionora

patternofreadingofsymbols.Ifthevisuallyeasilyspottedcombinationoftheseparate

signsispresentthenyoureadtheinformationhiddenintheglyphdifferently,ifnotthen

yousimplydiscardthenoise,butforananalysttryingtocrackthecodeeachdot,line,

curve,etc.mustbeenteredintoacomputerprogramandeachadditionmakesitharderto

crackthecode.

Simplewordswritteninacomplicatedway–glyphswithadditionalsigns,abit

designedinthiscasetolooksymmetric,maylooklikethis:

Toappreciatetheworkdoneindevelopingthemethodandtounderstandthe

necessitytoinvestyourtimeindoingthesamewhiledevelopingyourowncode,Imust

repeatthatusingonlysubstitutionofsymbolsisnotenoughforastrongencryption

simplybecauseyouwillneveruseallthemillionsofwaysofencoding–afterawhile

you’lldevelopahabitofusingonlycertainamountofcombinationsandwillberepeating

theminquiteasamepatternwhetheryoulikeitornotandwhetheryouknowitornot–

evenifyouthinkthatyouencodeeachtimedifferently(willtryhard)youwillstillbea

slaveofyourhiddenhabits.Thesubstitutionwon’tnecessarilybevisiblebutagood

computeralgorithm forcryptanalysiswillguessthewords(bylength)regardlessbeing

incapacitatedinunderstandinghowtheseparatesymbolsareencoded–thusyouneedto

addadiffusionpatterntothesimplesubstitution(ontopofseparateadditionalfeaturesof

theglyphsmentionedabove).

Theoreticallyit’spossibletousethesubstitutionmethodonlyandstillhavea

strongcode.Butthenyouneedtousealargeamountofnoisewhichmeansyoumust

createalargeamountofhieroglyphswhichmeannothingandinsertthemintothescript

almostasoftenasthesymbolswhichcarryinformation(I'm talkinghereaboutthe

simplerencodingmethodIhavedeveloped,withfixedmeaningofglyphs,althoughwith

manyreplacementsforeachactualsymbol).Thelongerthescriptthemorenoiseyou

shouldusecomparedtotheamountofinformation,soyoumustinthebeginningof

encryptiondecidethelengthofthescriptandtheapproximateamountofnoiseinit.This
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makesthemethodinconvenientandthescriptbecomesuselesslylargewhilehidinglittle

informationinalargevolume.It’sonlysuitableforwritinguptemporaryinformationin

placeswhereyoucaneasilydestroythecodecarrierlater.Addingdiffusiontechnique

makesthescriptmuchmorecompactforthesamelevelofsecuritythescriptprovides.

7.1b Noiseanddistractionelements.

Noiseisaveryimportantpart,soimportantthatitwillrepeatindifferentcontext

throughoutthebook.Inprincipleyoudon'tneedtohaveaverycomplexcodeifyouuse

loadsofnoiseintheciphertext,butinthatcaseitwillbemorelikesteganography.Ahuge

amountofnothingvaluablewithinacodeissimplyimpractical--imaginehavingtowrite

insteadofonepageofrealmessagesometen/twentypageswheretheonlyonepageof

messageishidden.

Anotherstoryiswithdistractionelements.Thesearesocalledsub-elementswhich

aren'tentiremeaninglesshieroglyphsbutonlyadditional(usuallysmaller)characters

withintheciphertextwhicharethereforconfusing/distractingacryptanalyst,not

permittingtofindoutthesetofcrypticsymbolsthatcarryvaluesofencryption.

Iftherewasnonoiseincludedinaciphertextthenthemathematicalprobability

tofigureoutasystemofencryptionwouldbemuchgreater.Thehieroglyphsprovidegood

enoughsecurityevenwithoutnoise,beginningwithandabovemedium levelencryption

method,butstill,witheverincreasingcomputationalpowerinthehandsofanalyststhe

inclusionofnoisebecomesaveryimportanttoolofencryption.

There'snotonlyonewaytoinsertnoise.Thenoiseelementscanbe:

 crypticsymbolsspecifyingpartsofhieroglyphsasnotvalidvaluesofencryption,

butwhichinothercasesdohaveencryptionvalue;

 crypticsymbolsspecifyingwholehieroglyphsasnotincludingvalidvaluesof

encryption,whichinothercasesdocarryinformation;

 crypticsymbolsspecifyingpartsofciphertext(entireblocks)asnotvalid,which

bydefaultarevalid;

 crypticsymbolsnotusedasvaluesofencryption,thusautomaticallydiscardedas

notvalidencryptionelements;

 contextofelementsofciphertextwhichdeterminespecificpartsofhieroglyphsas

notvalidencryptionvalues(forexampleusingcorrectiontoolsfrommatrix);

 designatedlocationsinthematrixthatareneverusedforstoringrealsymbolsor

commandsbutonlyforcreatingdiversenoisewithinciphertext;

 contextofinformationwithintheciphertextwhichdeterminespecificpartsofthe

codeasnotvalid;

 contextoftheentireciphertextwhichdetermineitasadistraction.

Therules,symbolsandlocationsofnoisemustbedeterminedduringcreationof

theencryptionmethodwithnolessprecisionthantheelementswhichhavevalueof

encryption,whichdoesn'tmeanthenoiseisverylimitedinthewayitcanbeapplied.The

noiseisonlylimitedbytherulesofencryptionyoucreate,thustherulesofapplyingnoise

cangiveanenormousfreedom indesigningyourscriptnotonlyforhidinginformation

butalsotomakethewholethinglookbeautiful.Intheendthat'salsothenoisewithinthe

scriptthatmakesitincrediblyflexible,ifthedifferentwaystoencodevaluesaren't
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sufficientinsomepointofthescript.

7.2 Diffusion/transposition.

Diffusion(alsocalledtransposition)ischangingtheorderofsymbolsinacode.In

factthepreviouschapteralreadypartlyincludeddiffusion,butasitwasdealingwith

representation(substitution)ofsymbols,wordsorprocesseswithasinglehieroglyphit

wasstilljusttheconfusiontechniquebyitsdefinition.

Again,diffusionisparticularlyimportanttoolwhileusingthesimplerencryption

method,withfixedmeaningsofglyphs.Whenthebaseglyphmethodisused,with

seamlesslyattachedmodifiers,thendiffusionisn'tthatimportanttoolinthemeaningof

usingitinmanysophisticatedways.Inlattercasediffusioncanbeusedmuchless,butis

stillanimportantadditionaltoolforthesafetyoftheencryption.

FortheTS-TSmethodthekeyisapatternofsubstitutionand/orthepatternof

diffusionofthesymbols.FortheTS-CSmethodthekeyofsubstitutionwillbethematrixof

symbols(TS)withthewaythecodesymbols(CS)aresystematizedandrelatedtothe

matrix.IntheTS-CSmethodthediffusionkeyscanbe(re)orderingpatternsinthematrix,

(re)orderingpatternsinthesystem ofcodesymbols,andthe(re)orderingpatternsinthe

writing/readingofthesymbolsinthescript.Themanywaysofencoding(applying

differentkeys)inTS-CSmethodopensthepossibilitytousethesamemethod,createdonce,

betweendifferentparties,givingeachofthem theirownkeys,sootherpartieswon'tbe

abletoreadthemessagesnotmeanttothem.Youdon’tneedtocreateacompletelynew

writingmethodforeachoccasion–youonlyneedtoteachotherpartieshowtousethe

methodyouhavecreated,thengivethem theirownkeysandsendthem encrypted

messagesinletters/e-mailsopenlywithnoworries.

Diffusion toolsarehidden messages(usingspecificglyphsorsignstogive

commandsofapplication)aboutchangingtheorderofthehieroglyphs,aboutreplacing

themormarkingaserrors,abouthighlightingthem,repeating(notvisually,withahidden

command),copyingforlateruseandmanyotherdifferentmessages(orders,commands).

Thespecificcommandscanbeappliedtoseparatehieroglyphs,toencodedwords,to

sectionsandblocksofhieroglyphsandalsotothewholescript.Creationofthetoolsof

diffusionislimitedonlybyyourimagination.Thehieroglyphsforapplyingspecific

diffusiontoolsdon’trepresentsubstitutedsymbolsbutcarrycommandsforexecutionof

specifictasks.

Themethodsofdiffusioncanbeeitherfixedforwholethetext(likeapatternof

reading)orforsomepartofit,orbemodifiedwiththehelpofhiddenswitchesduringthe

encryption.Thetoolsofdiffusionarealsothekeysofencryptionandmustbecreatedonce

andforeverduringthecreationofyourmethodofencryption.Thecommandsfor

applicationofparticulardiffusionmethodscanbeplacedintoyourmatrixandalsobe

hiddeninspecificbaseglyphs,modifiers,externalsymbols,orinanycombinationofthem.

Youcanleaveintoyourmatrixofsymbolssomeunusedspacesforanynew symbols

which you mayneedtoaddonedayandfornew diffusion methods’application

commands.

Ifyourmethodofencryptioniswellthoughtandcalculatedthenyoudon’talways

needtousevisibleswitchestoapplyspecificdiffusiontools–thecommandscanbe
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executedthenthere’sacertaincontextinuseofsubstitution.Omittingvisibleswitches

(whenpossibleandreasonable)willmakethescriptshorterforthesameamountof

encrypteddatawithoutcompromisingitssecurity.

Neverdiscardalreadycreatedanduseddiffusionpatterns.Neverchangethe

applicationcommandsnorcontextofthosepatterns.Neverusetheempty(reserve)

spacesofyourmatrixasnoisebecauselateryoumayneedthespacesfornew

commandstoapplynew patternsofdiffusion,orevenforthe(new)symbolsyou

decidetoinclude.Thenoiselocationswithinthematrixmustbemarked(inyour

mind)assuch,fornotconfusingwithvacantspots.

Ifyoudiscardanolddiffusionformulaastoosimplewhenyougetusedtoit,

replacingwithabetterone,youmayonedaybeintroublewhiletryingtodecrypta

messageinyourownoldscript.Theoldcommandsofdiffusionpatternscaneasilybe

modifiedbysimplyaddingasign(dot,line)toaspecificlocationinaglyph,sotheycanbe

reusedasnewdiffusioncommands.

Withdiffusiontoo,aswithsubstitution,itistheoreticallypossibletocreate

millionsofwaystorepresentthesamewordbeitjustoneletter–“I”–becausethe

switches(commands)ofthediffusionthemselvescanbeencodedashieroglyphsor

attachedtoglyphsseamlesslyinmillionsofwaysandplacedinanylocationinsidethe

script–youcanwritethewholepagerepeatingthesameword“I”overandoveragain

whilerepresentingvisuallyrandomscript.It'sachievednotnecessarilywithasingleglyph

foreachword,butwithmanycombinationsofdifferentglyphsyoucaneasilyendup

repeatingthesamewordoverandoveragain.

Whilecreatingyourpersonalizeddiffusionpatternsyoumustdecideabouttheuse

ofthem indifferentsituations–somesimplepatternsmaybeusedforencryptingatext,

forcountingandfordates,timeandsoon,whileothermorecomplexonesforlogins,

codes,telephonenumbersetc.,foreachofthem adifferentdiffusionpatternwiththe

relatedswitch.Youmayalsousedifferentsystemsinyourmatrixofsymbolswiththe

relatedswitchestochangethesystems(placementofactualsymbolswithinyourmatrix),

orincludeextrasetsofsymbolsinthematrixfordifferentoccasionswithouttheneedto

useswitches.

Themethodisinprinciplewellsecurewithoutdiffusionifyoudon'tusethefixed

substitutionofsymbolsbuttheadvancedmethodof‘calculating’theglyphs..andwill

neverrepeatthesameencryptionofwords.Ifyouwon’tusediffusionyoumustbealmost

perfectincreatingeachtimedifferenthieroglyphsforthesamesetofsymbols.It’ssaferto

addanotherlayerofsecurity–diffusion–andtorelaxabitincreationoftheglyphs.

Thediffusionpatternsmustbecomplexenoughforprovidingsufficientsecurity,

yetnottoocomplexthatwouldmakewritingandreadingthescripttooimpracticalfor

use.
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Abovethere'sanoverlysimplisticexampleofusingswitchesfordiffusion.Boththe

upperlineandbottom linerepresentthesameorderofglyphs.Ofcourseyouwon’tbe

using-/+signsforsuchdiffusionbutthesignsthatwon’tgiveanyhintsaboutdiffusion

patternsyouuse.

7.3 Othertechniques.

Writingmethod(visualrepresentation)ofthescriptremainsbasicallythesamefor

allthemethodsofhidinginformationinthescript.Visuallyitwillbeimpossibleto

determinewhichparticularmethodyou’reusing.Dependingonyourpreferenceyoucan

hideinformationinthescriptgivingdifferentvaluestodifferentattachedpartsinit,while

therestisdiscardedasnoise,anddecidethetechniqueof‘calculating’theactualsymbols

(TS)inthematrix.

7.3a Datapoints’method.

Onewayofencodingistouseforencryptiononlydatapoints(infocarrierpoints)

withinaglyph,withoutgivingvaluestobaseglyphsandcreatingasetofdigitstocalculate

positionofasymbolinamatrixofsymbols(TS).Ineachglyphthedatapointsthemselves

maybewritten/readindifferentordersusingsomeofthedatapoints(orspecific

characters,crypticsymbols)ascontrolswitchesbetweenreadingpatterns,thusseemingly

differentglyphsmayhavethesamemeaning.Forencodingdifferenttypesofdata(text,

codes,etc.)indifferentwaystheswitchesofreadingpatternscanalsobeusedfor

switchingbetweendifferentmatrixes.Itdoesn'trequirecreatingcompletelynewonesbut

simplyorderingthesymbolsyoualreadyuseinthematrixesdifferently.

7.3b Mathematicalmethod.

Mathematicalencryptionofparticulardatawillnotbepracticalforahandwriting

codeifusedinhighcomplexity,butapplyingamathematicalformulawhichissimple

won’tprovidemuchmoreadditionalsecuritythanwellapplieddiffusionwhichin

principleisitselfasimpleformula.I’m notgoingtoexplainadvancedmathematical

methods(advancedinthemeaningofprocessinginmind)asmostofpeoplewillneveruse

them,butinprinciplethemethodofwritingofthescriptallowstheinclusionofallkindof

hidden rulesformathematicalencryption.Theproblem isthatitslowsdown the

processingtimeduringbothencryptionanddecryption(it’sagoodexerciseforbrain

though).Also,asyoumustdoallthecalculationsinminditismorepronetoerrors.The

levelofsecurityprovidedjustbyconfusionanddiffusionincombinationwithnoiseis

absolutelysufficientforeverydayuse.

7.3c Artmethod.

Youcanalsoconvertyourscriptintoanart,soacryptanalystwillneverbesureif

yourpicturecontainsahiddenmessageorit’sjustapicture,whatbringsupthequestion
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isthereanypointtospendtimeintryingtodecryptit.Ifacryptanalystwillseeakindof

‘picture’(insertedinatext)withmanylinesanddotsetc.,itwillpsychologicallydepress

him (orher)withthefeelingofwastingthetime–maybethepictureitselfisamessage

whilethelines,curvesanddotsinitaren'tcarriersofinformationbutalljustnoisemeant

forconfusing.Butifthepicturereallycontainsacodewithahiddenmessagethenwho

knowswhatinthepicturecanbeconvertedintodigitstobegindecryptionwith?

Usingthismethodofencryptionyoucanpaintpictureswithyourownrulesof

encoding.Forexampleyoucandecide(duringcreationofyourencryptionmethod)that

onehiddensymbolinthepicturewilldiscardalltheothercharactersleavingonlydots

andlinesasinformationcarriers,thusyouonlyneedtoconvertthemfrom0-sand1-sinto

amountoflevelsinyourpersonalmatrixofsymbols(TS)tohideamessageandtoderive

thehiddenmessage.Youdon’tneedtochangeyourpersonalmatrixforeachoccasion–

youwillcreateitonceandforever.Allthedifferentmethodsofencodingwillbedecided

arounditusingdifferentswitchesforchangingthepatternsofaccessoftheinformationin

thematrix.Thatmakesthemethodofencryptionuniquelyadaptiveandflexibleforall

kindofwaysofrepresentation,foralmostanyoccasionofnecessitytosecurewritten

informationfromunwantedaccess.

7.3d Hidingmethod.

There’sapossibilitytogoevenfurtherandtohidetherealencodingsymbols(CS)

inthescriptbyfollowingcertainrules–thecodesymbolcanbetakenapartplacing

differentpartsofitintobackgroundnoise.Whileyou’recapabletodiscardthenoiseeasily

youcanreassembletheseparatepartsofthesymbolinyourmindintoasingleglyph

whilereadingthescript,andtodecodeit.Ihaven’tpaidparticularattentiontothis

method,simplyfiguredoutthepossibilitytodoso.Ifyou’recreativeenoughyoucanwork

outifit’sapracticalmethod.Inconjunctionwithothermethods,withthehelpofswitches,

itmaybeappliedfordeeperconfusionanddiffusion,orforhidingamessageinanart

piece.Thehidingmethodallowsyoutodesignalmostanytypeofhieroglyphsjustfora

visualpleasure.Withthesetoffewpredefinedadditionalelementsforpointingoutwhich

glyphsandwhichpartsofthem carryinformationandcanbecombinedintorealglyphs

which haveameaning,you can hideashortmessagein abeautifully designed

meaninglessscript.Cryptanalystswillhateyouforthat.

7.4 Writingstyles.

Youcanwritethescriptinanydirection,asyoulike,butcertainrulesofencoding

mustbemodifiedtochangefromhorizontaltoverticalstyle.PersonallyIpreferencoding

inhorizontalstyle,thusalmostallmymethodshavebeenaroundhorizontalstyle,butIdo

realizethatitcouldbeagoodideatoincluderulesofencryptionforeverydirectionof

writingwithinthesamemethod,becauseyouneverknowwhereyoumightneedtowrite

downsomedata.Extendingthepossibilitiesofyourmethodisneveratoobadanidea.

Here'sanexampleofverticalwriting--it’squiteobviousthatIhaven’tpracticed

toomuchwritinginverticalstyle,sothedesignisn'tcomingoutveryexciting..
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Stylecanbenotonlydirectionalbutalsocalligraphic.Forthatpurposeisbetter

nottogivedifferentvaluesforthemodifiedtypesoflines.Thevaluesarebettertokeep

thesameregardlessofwidthoflines,differentshadows,colorsetc.Ifyouholdontothe

sizesofcurvesandangles,breaksinlinesandthedirectionofsomeofthem (inspecific

conditions)asvalues,thenyou’llhaveagreaterflexibilityindesignbeingabletoexploit

thenoisetothemaximum.Ifyougivedifferentvaluestocolorsandshadowsthenyou

maylosesomedatawhenmakingcopiesofyourcalligraphyartwork.

Awritingstylecanbemadesobarelydistinguishableformbackgroundnoise,that

itcannicelybeembeddedintoapictureaboveasafeinyourhouse.Sowheneveryou

happentoforgetthecodeofthesafeyoucandecryptitfrom thepicture,whileothers

won’tbeawareoftheexistenceofthecodethere.

7.5 Usingswitches.

Switchescanbeanything,eventhestyleofthescriptcanbeusedasaswitch–for

exampleifyouwriteinonestylethenyouapplyonesetoftechniquesofencryptionand

inanotherstyleanothersetoftechniques,orotherpatternsofdiffusion.Somestylistic

elements,likecolorsandshadows,arenotgoodforusingasswitches,butthegeneralstyle

itselfcanbeconnectedtoaparticularmethodofencryption.Mostswitchesmustbe

decidedduringcreationofyourmethod,liketheoneswhichareattachedtoglyphsand

meanttoswitchbetweendata‘calculation’methodswithinaglyph,andtheseparateones

whicharemeanttoswitchbetweendiffusionpatternsorcarryothercommands.

Youcanaddswitchestoalreadyexistingonesinlatertimes,butyoumustbe

carefulbecauseifyouhappentousenewlydesignedswitchessimilartopreviouslyused
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noisethenyoumayconfuseyourself.Itiswisetohaveareservesetofsymbolsforany

occasion,ortohaveonepredefinedreservesymbol–socalledmodifierofswitches,which

youneveruseasnoise.Alsoiswisetohaveinyourmatrixseveralempty(reserve)spaces

whichyouneveruseasnoise.

Themoresophisticatedwaysyouuseswitchesthemoresecurewillbeyour

method.Forexampletheseparateswitches(whicharenotattachedtoglyphs)youcan

divideintoseveralgroups:eachgroupwillhavespecificlocationofapplication:above,

belowandsoon.Ifaswitchisusedinawronglocationitcanbenoise(orfordesign),for

highlighting(forkeepingtrackonparticulardata)ormeantformarkinganerror,butnot

appliedasapredefinedswitch.Someswitchesmaybeinagroupwheretheyonlyobtaina

valueorameaningwhenusedtogetherwithanotherpredefinedsignorinspecific

conditions,whilewithoutthoseconditionsaredesignelementsornoiseforconfusing

others.

Youmayalsogivedifferentvaluestosimilarlylookingswitchespointingslightlyin

differentdirections,orareofdifferentsizerelatedtothesizeoftheglyphs–each

differenceinrepresentationwillconfusecryptanalystsdeeperandmakeanattackon

yourscriptevermoredifficult.

Nevergivedifferentvaluestothedifferentsizesofglyphs,onlytotherelative

sizesofpartsoftheglyphswhichhavemeaningwhenusedtogetherwithabase

glyph,butseparatelyhavenovalue.

ThisisanobviousruleIguess.Regardlessthatinidealconditionsitisnotadvised,

itmayhappenthatyouwillneedtowriteanadditionalglyphabovealreadywrittenscript,

ortosqueezeitsomewherebetween.You mayalsoneed towritesomecomplex

hieroglyphsabitbiggerthantherestofthescriptasitmaynotbeeasytodoinsmall

scriptwithallthedetailsifyouarealreadywritingthescriptquitesmall.

Thedifferencebetweencommandsandswitchesisinthegeneralapplication.For

examplehiddencommandscanspecifyreadingpatternsofcrypticsymbols,therecanbe

copy/deletecommands,errorcorrectioncommands,andsoon,whatevercommandsyou

createforyourcode.Switchescanbeusedtocorrectthings.Whenasetofcommandsisin

oneblockofamatrixandyouhavespecifieditwrongbyoneorfew stepsonly,then

insteadofwritingacancelling(deleting)glyphaftertheerroneousoneandthenwriting

thecorrectcommand,youcanapplyaswitchattachedrighttotheerroneouscommand,

correctingitforhowmanystepsnecessarywiththeparticularswitch.Switchescanalso

beusedforspecifyinglanguageifintheciphertextthereareseverallanguagesused,

insteadofineachsectiontowritethecommandofthelanguagetouse.Andsoon

dependingontherulesyoucreatefortheapplicationofswitches.
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8 Encryptionsymbols.

Theencoding/encryptionsymbols(crypticsymbols-CS),arethecomplexsymbols,

baseglyphswithseparateattachedpartstothem(characters),sometimeswithadditional

signswhicharealthoughnotattachedbutintegralpartsoftheglyphs,alltogether

representingparticularmeanings.Eachpartofthem whenusedseparatelywillhavea

differentmeaning,thusaredifferentencodingsymbols.Addedtothecomplexsymbols

modifierswillchangethemeaningofthesymbolsbutmodifiersontheirownarenot

alwaysencodingsymbols–whenusedinawrongplacethemodifierswon’trepresentor

changeanything,thuscanbeusedasnoiseordesignelementswithoutaffectingthe

meaningofencodingsymbols.Alloftheintegralpartsofencodingsymbols(glyphs)must

bedecidedwhen thesystem iscreated.Somespecificbaseglyphs,charactersand

modifierscanbemadeidleforuseinlatertimeswhenothermeanings(forexample

wordswhichyouoftenuse)areneededtoberepresentedwithsinglehieroglyphs.These

idleglyphs,charactersandmodifiersmustnotbeusedasnoisebutkeptinreservefor

suchoccasionortheymaycreateconfusionwhilereadingolderscripts.

8.1 Basehieroglyphs.

Basehieroglyphsmustbecreatedinsuchawaythattheywillneverconfuseeach

otherwhenadditionalfeaturesareattachedtothem,beitcharacterswithvalueornoise.

Themorebaseglyphsyou’reabletocreateandrememberthemoresophisticatedwillbe

yourmethod,butatthesametimethere’snopointtocreatetoomanybaseglyphsasthen

youwillloseinflexibilitytouseadditionalfeatures:ifyourbaseglyphsareinbignumber

and complexity then attaching characters to them may create quite similar

representationsofseveralhieroglyphs,especiallywhenyouwritethemfastanddon’tpay

attentiontodetailslikerelativesizeofdifferentpartsoftheglyphs.

Therearethousandsandmaybeevenhundredsofthousandsofwaystocreatesets

ofbaseglyphs.Herearejustfewexamplesofpossiblebasehieroglyphs:

Thebaseglyphs(basecrypticsymbols-BCS)musthavethecarryingcapacityof

attachedcrypticsymbols(ACS)andspaceavailableforseparatecrypticsymbols(SCS),

whiletheBCS-ACSrelationdon'tneedtobeobvioustoothers,betternot.

Thebaseglyphsdon'tneedtobethatsimpleasintheabovesamples.Youcan

createwaymorecomplexbaseglyphsthatwilllookliketheyalreadyhavesomeattached

modifiersonthem,butonlyyouwillknowthattheseareactuallyjustthebaseglyphs.
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Thusanythingthatdiffersfromyourbaseglyphscanbeusedduringencryptionfornoise

andgeneraldesignoftheciphertext.

Herearesomeexamplesofmorecomplexbaseglyphs:

Noticethatregardlessbeingcomplextheyhavethenecessarycapacitytocarry

extensionsandadditionalcharacters(attachedtothebaseglyphs),andofcoursethespace

forseparatecrypticsymbolsaroundtheglyphs.

8.2 Characters.

Previously,inthesection'informationcarriers'(chapter7.1a),Igaveexamplesof

datapointsinhieroglyphs.HereI’llshow somepossiblecharacterstoattachandto

representinformationinthedatapoints.Thecharacterscanbeusedasconstituentparts

oftheglyphs,asmodifiers,asswitchestochangethereadingpatternofothercharacters,

orevenascommandstochangethewholemeaningoftheset(likecommandtoswitch

frommatrixofsymbolstomatrixofwords,ifyouhavemadeone).Therearesimplerways

ofuseaswell–somecharacterscanbedefinedasreplacementofsomeactualsymbols

wherethesymbolsinthewordsareobvious(tomakethescriptshorter,forkindof

abbreviation),orforotherassistingtools.Whiledecidingsomecharactersforuseasthe

simplertoolsyoumustthinkifbyafrequencyanalysistheycouldgiveahinton

something–betterisnottousethemaspunctuationmarksorsortofthings.

Youcancreateafixedsetofcharacterstobeusedindifferentdatapoints(info

carrierpoints)whilehavingeverywherethesamevalue(soyouwon’tgetconfused

yourselfandmakelesserrors),beitasymbol,meaning,noiseorswitch,oryoucangiveto

thecharacterschangingvalues.PersonallyIusedifferentvaluesgiventothesame

charactersindifferentdatapointsandevenswitchingtheirmeaninginthesamelocations

whencertainconditionsaremet,withoutapplyingvisibleswitches–it’sfun,goodbrain

trainingandgivestotheciphertextextrasecurity.

Someexamplesofcharacters:

Ontopofcreatingmoredifferentcharacterstherearemanywaystomakethese

charactersevenmorenumerous,likemakingthem longer(byaddingextracurveor

angle),crossingthelinethroughrightbeforethecharacterwithdifferenttypesoflines,

turningaround(inaboveexampleturningdown)andmakingthemmoreprecise(adding
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morevaluesbysubtledifferences).

Here'sanexampleofcomplexbaseglyphsextendedwithcharacters:

AsyouseeIdidn'tuseallofthelocationsavailableforextensionswithcharacters

andIdidn'textendthelowerpartsofthebaseglyphsnorthehighabove--thesespaces

are(inthisexample)fordifferenttypesofattachedcharacters--you'llseehowitworksin

theexamplebelow.

Herearethesameglyphswithmoreattachedmodifiers,differentsetsofcryptic

symbols/charactersspecializedforlowerandupperpartsofthebaseglyphs:

Youcanseethatnoneoftheloweranupperattachedcrypticsymbolsextendfrom

theinternalattachedcharacters,onlyfromthebaseglyphs.

Youcanapplyanymodificationstothemeaningofthecharacterswithnoneedto

learneachmodificationtoeachcharacter–ifyoucreateasystem toallyourcharacters

andlearnthem likeakindof'alphabet',thenforexamplecrossingalinethroughwith

anotherlinecanmeantakeonestepback(inthe‘alphabet’ofthecharacters),oraddinga

dotnexttoitcanmeanturnthecharacterdown(meaning:readthecharacterasturned

down),oranyothermodificationofyourchoice..adotaboveorbelowthecharactercan

alsogiveadifferentmeaningtoit,ortocanceleachotherifusedtwice..thereare

countlesswaystoconfuseothers–nobodyelsewillknowwhichsignsinwhichplaceswill

meansomethingandwhicharethereformakingthescriptjusttolookbetter,whilethe

charactersfirmlykeeptheirvalues.

Tomakeithardertoguessthedifferentpartsoftheglyphs(BCS-ACS),incase

they'redifficulttopictureinmindinadvance,youwritethem firstdownonaseparate

pieceofpaper(whichyoudestroylater)andthencontinuewiththeciphertextwithout

breakingthelineintheattachmentpointifpossible--theglyphsshouldnotshowwhere

theACSwereaddedtotheBCS,becauseyouwouldn'twanttheBCStobeeasyto

determine.

8.3 Additionalsigns.

Thesearetheseparatepartsoftheglyphswhicharemeanttochangethewhole

meaningoftheset,beitahieroglyph,ablockofhieroglyphs,oreventhewholescript,or

simplytopointoutsomethingforyouforeasyfollowing.Aspreviouslydescribed,someof
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thesignscanalsomodifythemodifiers,thecharacters,ifusedinacorrectlocation

decidedduringcreationofyourmethod.Dependingonthemethodofencryptionthe

separatecrypticsymbolscanbeapartofadatasettospecifyarealtextsymbol(TS),or

haveavalueforaspecificdimensioninthematrixofsymbols(TS),orbecontext

dependantwithdifferentapplications.

Anexampleofadditionalsigns(SCS):

Mostpracticaluseofthemisasswitchesbutsomeadditionalsignscanbeusedfor

givingadditionalinformationwithoutchangingthevalueoftheglyphsorcharacters,for

exampletohighlightpartsofascript.

Herearethesamehieroglyphsusedintheaboveexampleswithsomeseparate

crypticsymbolsadded:

Allsimpleandclear,isn'tit?Whenyouusesimplerbaseglyphsthenallthe

attachmentswillbeeasiertoread,butatthesametimeyoudon'tneedtoaddsomany

differentcrypticsymbolstoeachbaseglyph--ifitgetstoocrowdyyoucanusesimple

rulestocontinuewiththesamesetofvalues(foraccessingdatainthematrix)onthe

followingglyphs,orusesimplerassistingglyphstocompletetheset.Intheendofthebook,

onthepages'toprint/copy'(chapter28)you'llfindacompactversionoftheexample,step

bystepdifferentencryptionsymbolsaddedtothecomplexbaseglyphs.That'stheonly

pagetherewhereyouneedacolorprinter(orcolorcopymachine)forclarity.

Youcanusethesamesignsindifferentways.Forexampleincontextdependant

application,ifthesameadditionalseparatesigniswrittentogetherwithahieroglyph

representingasymbol(TS),thenitcanchangethesymbol(e.g.oneuporonedowninthe

alphabetorinthematrix),ifusedtogetherwithaglyphrepresentingacommandof

diffusionpattern,thenitwillchangethepattern,orifusedtogetherwithaglyphwhich

carrynomeaningthesamesignwillsimplyhighlightthepartofthetextgivingitavalue

(likemeaning“boldtext”,orpointingoutnewlineorchapter).Inanotherplacethesame

signcanhavenoencodingvalueandbetherejustforyoureasyfindingofthepartofthe

scriptlater.

Dependingoncontexttheadditionalsignscancarryanyvaluesdecidedbyyou

duringthecreationofyourencodingmethod.Youcanalsohaveoneparticular‘fun’sign

whichrenderwholetheblockinthescript‘useless’,soyoucandesignanyhieroglyphsof
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yourchoiceintheentireblock(nottoodifferentfromtherestofthescriptofcourse,not

tobeobvious)anditwon’taffecttherestofthescript,butthedaringcryptanalystswill

havefunonthescriptforentirelifewithnosuccess..

..bytheway,youdon’tevenneedtohavesuchasign,becauseifyouwritesome

hieroglyphsintheblockinthewaywhichcanclearly(foryou)havenomeaningbyyour

encryptionmethod,thenthat’ssufficientformarkingtheentireblockuseless(ifthat'sthe

ruleyoucreatedforthecaseofusingunknowncrypticsymbols),andasingledotinthese

meaninglesshieroglyphscanpointoutthatonlytheseglyphsaretobediscardedwhilethe

restisstillapartofthemeaningfulscript(bytheclearrulesofthemethod).

So,herearethecompletedhieroglyphsastheywouldlook..

Andhere'showtheconnectedciphertextwouldlook..

Almostperfectly'square'hieroglyphs..whichwillhardlyeverhappennaturally.To

accomplishthatyoucanaddACSandSCStofillallthegaps--theseversionsofwriting

ACS/SCSwhichcarrynoencryptionvalue,justasnoiseanddesignelements.Byfillingthe

gapsyouwillmakethecodesaferandwillbebetterrepellingcryptanalysts,whilethe

ciphertextwillbelookingbetteravoidingbizarreshapes.

Writingofthehieroglyphsina'perfectlysquare'modeisn'tthebestbythedesign

andcannotreallybecalledacalligraphiccryptography,butthat'sthesafestmode--the

morenoiseyouaddonthego,afterthecodesymbolsarecompleted,thebetter.Butthat

waythecodealsobecomesmoredifficulttoread.Youmustcometoacompromise

betweenaneasytoreadciphertext,abeautifulciphertextandanextremelysafecipher

text.Inmyopinionyoucaneasilygoforthecalligraphic,beautifulciphertextwhenthe

rulesofaccessingdatainthematrixofrealsymbolsarecreativelycomplex.These

hieroglyphsabovewherejustanexampletowhichlevelofcomplexityyoucangoifyou

reallywantto.Thechoiceisfurtheryours.Inanycase,whowillbeenjoyingthebeautyof

theciphertextbutyou..thecryptanalystswon'tgiveadamnaboutit,Isuppose.ButImay

bewrong.Inthatcaseyoushouldn'tdotheirjobanymorepleasing,ratherletthemhate

yourcodeandmakemoremistakesintheirsearchfortheencryptedmessage.
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9 Listsofsymbols.

Thissectionisaboutthelistsofsymbolswhichyouwillneedtoincludewhileyou

createyourmatrix.IdedicatetothelistssomeattentionbecauseI’vebeengoingthrough

severalsystems–sometoosimpleandsometoocomplex,soIknow whatyouwould

actuallyneedfortheencryptionpurposeswithoutbeingforcedtobeginthecreationofa

newmatrixafterawhile.

9.1 Classictextsymbols(TS).

9.1a Alphabets.

Alphabetsmayinsomecasesseem difficulttoincludeintheirentiretybecause

manylanguageshavealargeamountofmodifiedletters(ã,ā,ä,à,á,ă,å,â,ą,…).Writing

them allseparatelyintoamatrixispointlessbecausetheencryptionglyphsprovidethe

flexibilitytoattachseamlesslyseveralmodifiers.Theadditionalfeaturesofletters–the

additionalcharacterswrittenabove,below,besideandattached–arebettertoincludein

thematrixseparately(͂,̂,̌ ,́,̀,̨,…).Youcanthencreaterulesforcombiningthem into

singleglyphsrepresentingmodifiedrealsymbols(a͂ =ã).Oftenthere’snoneedtowrite

thecombinationsout,onlyintheseoccasionswhenawordcouldotherwisebeunderstood

inseveralways.Butiftherearejustfew‘special’lettersinalanguage,likeinSpanish(ç,ñ),

thenit’smorepracticaltoincludethelettersentirely.MyselfIusejustsomesimpleextra

charactersasIseenopointtoincludeinthematrixallthepossiblecharactersofallthe

languagesImayspeakoneday–Ihavenoplanstoencryptinanyotherlanguagethanin

thefivewhichIspeakwell.

Thelanguageswhichusehieroglyphsoftheirownmustbeincludedinamatrix

thewaythey’respoken,withseparatemodifiersfordifferenttonalitiesandaccentswhen

necessary.AsfarasIknowforallthelanguageswhicharewrittenwithhieroglyphshave

alsobeencreatedwritingsystemsbasedonGreekand/orLatin–JapaneseRōmajiwriting

isonesuchsystem –thusthere’snoneedtobecomealinguisttobeabletocreateyour

encryptionmatrix.

Ifyouspeakseverallanguagestheninsomecasesthealphabetscanbemergedto

includeallnecessaryrepresentationsoflettersinacompactway.

Definitely you’llneed to include Greek alphabet with different written

representationsofsomeletters,becausetheseareinternationallyusedsymbolsfor

mathematicalformulasandsomeofthemareincommonuse.

9.1b Numerals.

Numbersmustbeinseveralsetsbecausetheyaretheeasiesttocrackifitis

somehowknownwhereyouusethemandwherethey’restoredinencryptedway..phone

numbersshouldbeencrypteddifferentlyfrom yourbankcodes.Ontopofsimplesetsof
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numbersit’sagoodideatohaveatleastonesetofcomplexnumbers..complexnotinthe

meaningofmathematicalformulasbutinthemeaningofencoding.It’squiteenoughif

youhaveawaytorepresentpairsofnumberswithsinglehieroglyphs,andwitha

modifierbeabletousethesamepairsofnumbersinoppositedirectionforexample.

ForsometimeIusedspecialmodifierstocreatefrom adoublesetofnumbers

triplesets,andthesemodifiersIcoulduseforletterstoo.Thethingisthere’snoneedto

haveevenmorecomplexmodificationtoolsastheycanrarelybeused.Butifyoudoneed

touselotsofnumbersinencryptionhere’sanexample:takethedoublenumber01and

withjustafewmodifiersyoucandofrom it010,10,101,001,100,011and110.Ifyou

createclearrulesforthemodifiersit’sok,butifthemodifiersconfusethemselves(inthe

priorityofapplicationforexample)thenyoumaymakemistakesduringencryption.

9.1c Mathematicalsymbols.

There’snoneedtoincludeallthemathematicalsymbolsinexistence..anditwould

beonepointlessundertakingevenforaprofessionalmathematician–whyshouldanyone

encryptcomplexmathematicalformulas?Atthesametimeleavingoutasymbolwhich

youwillneveruseyoumaythink,butisstillquiteofteninsertedinapracticaldaily

context,willhaveyouwritingitdownasawordduringencryption.Icouldgiveyoua

simplesetofsymbolsherebuttherearetwomainreasonswhyIspareyoufrom this

informationinthisbook:firstofallitwoulddisclosethesymbolsIuseinmymatrixand

forsecond,ifyoutakemysetofselectedsymbolsitwillmakeanattackonyourowncode

easieraswell..it’sforthesafetyofeveryonewhowillcreatehis/hermethodbasedonthis

bookthattheselectionofsymbols(TS)forthematrixismadepersonally.

9.1d Othersymbols.

Therearemanycommonsymbolswhicharequiteoftenusedintexts,thusyou

mustincludethosetoo,forthecaseswhenyouwouldliketoencryptcitationsforexample.

Remember,you’recreatingamethodofencryptionforwholeyourlife,foranyoccasion.

Althoughyoucanalsoencryptsymbolsusingwords(thewayyoupronouncethesymbols)

it’seasiertoincludecommonsymbolsinmatrixonceandforever,foranyoccasion.

Ifyouusecomplexpasswordsinyourcomputerworks,passwordswhichinclude

notonlylettersandnumbers,thenitwillbesmarttoincludeinyourmatrixallthe

symbolsavailableonyourcomputerkeyboard,sowhateverpasswordyou’llcreateyou’ll

beabletowriteitdownonapaperinencryptedway.Therearemanyserviceswhich

don’tallowtouseonlysimplesymbols(onlylettersandnumbers)inapasswordsoyou

willneedtoincludeallthekeyboardsymbolsinyourmatrixjustincase.Ifyour

computer’skeyboarddoesn'thaveallthesymbolswrittenonitthentypeintoatextfile

onebyoneallthesymbolsholdingdown‘Ctrl’key,‘Alt’keyand‘AltGr’keyconsequently.

Somekeyboardshavedifferentoptions,includingkeepingdownseveralkeysattime.You

musttryalltheoptionsandthenyouseewhichsymbolsyoucancreateonyourkeyboard,

toincludetheminyourmatrix.Samewithatablet--allsymbolsavailableontabletsmust

beincludedinthematrix,forcaseofusinginpasswordsandthusencryptingthecodes.

That'seasiertodothanchoosingtherightmathsymbolsbecausetherearen'ttoomanyof

themoncommonkeyboardsofthedevices,beittabletorcomputer.
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Oneoptionistoleaveseveralblocksofyourmatrixemptyandeachtimeyouusea

new‘rare’symbolyouadditthere.Butinthiscaseyoumayforgetasymbolafterawhile

becausetheaddedsymbolsaccumulaterandomly.It’ssafertocreateasystem andto

includeallcommonsymbolsinblocksleavingforeachblockoneorfewemptyspaces,

thenyoucanaddnew symbolsinanorderlywayrelatingthem tospecificblocksof

symbols.

FormylatestmatrixIlookedoutoninternetthebestexistingcollectionsof

symbolsandselectedfrom them allIfelttobenecessary,putthem intheorderIcould

easilyrememberandlearnedthem.IneverwrotethemdowninasystemwhichIwould

useinmymatrixofrealsymbols–Isimplylearnedjustfewofthem attime,theones

whichfitintothesystemIhadinmymind,thenplacednewsymbolswhichfittogetherin

anothersectionofthematrix,andsoonuntilIcouldrememberthem all.It’spossibleto

putintoanorderandtomemorizethem allatonce,butmyexperienceshowsthatthe

‘perfect’systemIcreatetooquicklyisn'tperfectthenextdayaftercompletion.

9.1e Highlightingandmore.

Includinghighlightingsymbolsinyourmatrixmaylookuseless,butyounever

know whenyoumayneeditfornottobeforcedtodothehighlightinginanobvious

visualway.Ipersonallyincludedinmymatrixallcommonoptionsoftextmodification,

justincase.Ifyousystematizealltheoptionsandkeepthem inspecificallydesignated

areasofmatrixthenitdoesn'ttakemuchefforttomemorizethem.It’sgoodtohavethese

toolsreadyforusethereasitgivesyouagreatflexibilityinencryptionofallkindofdata

withoutgivinganyoneevenahintwhatthescriptmaybeabout.

9.2 Crypticsymbols(CS).

Thesymbolsofencryptionarethosewhichmakeupthemaincoreofthesystem

youcreate.Substitutingcommonsymbols(TS)withothersimilarsymbolsisachild’splay

–itwon’tofferanyprotectionforyourdata.Evenadoctor’shandwritingmayprotectthe

contentbetterthanasimplesubstitution.

Whilethecrypticsymbolsareinaseparatelistfrommatrix,allthecommandsthat

aremeanttochangethepatternofreadingofthecodeneedtobeincludedinthematrix

evenwhenyouhavefixedsomeglyphsand/orcharacters(andalsoseparatesigns)tothe

commandsofapplicationofthepatternsdirectly.Andofcourseyouwillneedtoinclude

in thematrixtheruleswhich helpyou todisguiseyourerrors.Theseencryption

commandsandassistingtoolscanbe(butnotabsolutelynecessarily)relatedtospecific

encryptionsymbolswhichcanbesimilartoglyphs,modifiersand/oradditionalsigns,

whichmaketheencoding/decodingeasier,butifyouincludetheencryptionsymbolsin

matrixaswellthenyoucanrepresentanyoftheserules(commandsofapplication)in

manydifferentwaysashieroglyphs,notjustasspecificencryptionsymbols.Thisincreases

securityofthemethod.

Generally,almostanythingthatyourepresentwithacrypticsymboldirectlyis

bettertoincludeinthematrixwithit'sownlocation,thenyoucanrepresenteverythingin

manydifferentways.Thatmaybecomeveryhelpfulinasituationwhenaspecific
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plaintextneedstobeencryptedusingthesamefixedcrypticsymboloverandoveragain,

whichyouwouldn'twanttodoforthesecurityofthecode.

9.2a Diffusionsymbols.

Thesearethesymbolswhichgivecommandstoapplyallkindofrulestochange

thewayyouwriteandreadthescript.‘Classic’commandsaretoswapalreadywritten(or

thenext)hieroglyphs,torepeat,tojoin(whenthere’svisualbreakinscriptbutaword

actuallycontinues),toseparate(insteadofvisiblespace),andsoon.Youcancreateas

manydiffusionsymbolsasyoufeelpracticaltouse,allofthem relatedtothespecific

diffusioncommands,butforgreaterflexibilityandsecurityofyourencryptionmethod

youbetteruseonelocationforeachdiffusioncommandinthematrixaswell.

9.2b Correctionsymbols.

Mistakesdohappen.Youmayneedtocorrectanerroriftheerrorisn'tobvious

andpossibletoneglect(forexampleaforgottenletterinanobviousword,omissionof

whichwouln'taffectthemeaningofasentence)andmayconfuseyou(orreceiverofthe

message)duringdecryption.Ratherthancorrectinganerrorinanobviouslyvisualwayit

issafertohaveasetofcorrectiontoolsathand.Forexampleyoudiscoverduring

encryptionthatyouwroteapasswordwrongforgettingaletterordigitinitorwriting

withawrongsymbol,thenitwillbegoodtohavethecorrectionsymbolsmeaning‘replace

back’,‘insertback’andothers.Whenthesecorrectioncommandsareusedtogetherwitha

numberfrom onesetitcanmeanhowmanystepsbacktheyreplaceorinsert,orwhen

usedtogetherwithadigitfromanothersetofnumbersitcanmeanhowmanysymbolsto

correct,andfrom yetanothersetofnumberstakendigitcanactuallymeanthedigityou

wantedtoinsertortoreplacewith.Asanoption,thedifferenceinmeaningofnumbers

duringcorrectioncanalsobeestablishedwiththehelpofmodifiers.

9.2c Assistingsymbols.

Thesearethetoolswhichmakethescriptevenmoreflexiblesonocryptanalyst

willeverbeabletofindasysteminyourscript.

Tomarkaletterascapitalletterorwholethewordasconsistingofcapitalletters

youcanusespecificsymbols(CS),andthesamesymbolsappliedforcapitalletterscan

markthem small.Itwillmaketheworkofcryptanalystmuchhardertofindoutwhich

lettersareactuallycapitallettersmeaningnamesorbeginningsofsentences–by

statisticalanalysisitcanbedoneifyouhavehabitualpatternsinusingotherdiffusion

tools,thushidingcapitallettersisyetanotherhelpindiffusion.Andtherearemoretools

available.

Theoreticallyit’salreadyextremelyhardtodeduceanymeaningfromtheproperly

diffusedhieroglyphs,butaswearehumanshavingcertainhabitsthenaddingyetanother

assistingtool,nomatterhow‘pointless’orlittleprofessionalitmaylook,makesfiguring

outsomepatternsformyourscriptharderstill.Everyadditionaltoolforflexibilityofthe

codeaddstothesecurityofit.

Definitelyyouwillneedtoaddtoolsformarkingsymbolsasshiftedupandmade
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smallerforencryptingsuchcommonsymbolsassquaremetersorsomemathematical

formulas.Ifyouhavemadethemvisuallyspottedinthescriptthenyoumaygiveoutthe

meaningofthescriptandsomeusedsymbolsinit.

Otherpossibleassistingtoolscanbeformarkingspecificlocationsinthescriptfor

easyfollowing,toolsforrepeating(tobringattentiontoanimportantpartandencodeitin

differentwaysforavoidingerrors–thusyouknowthatyoudon’treaditaswrittentwice

butjustasreconfirmedsectionofthescript)andmore.Theyarenotvisuallyobvious(to

others)ontheirownbecausetheywilllooksimilartotherestofthesymbols.Alsoyoucan

includetoolstoassistinthedesignofthescripttomakeitlookbetter,moreaesthetically

pleasing.Basically thetoolsarespecifichidden symbolsforcreatingmeaningless

hieroglyphsinsertedintothemeaningfulscript.

Alltheassistingsymbolsaregoodtoincludeinthematrixnotonlyforgreater

flexibilityandsecurityofthecodebutalsoforeasiermemorizing.Thesesymbolsmaybe

inlargequantitiesandyoumayforgetsomeofthemifnotusedforawhile.Yourmatrix,

whichhasanestablishednumberofsymbolsincludedineachblock,willhelpyouto

repeateachandeveryoneofthemwithnoworriesthatmaybeyouhaveforgottenfewof

theassistingsymbols.Keepingallthecommandsandtoolsinthematrixinaclearsystem

avoidsthesituationwhereyou’veforgottenthatyou’veforgotten.

9.2d Modifiers.

Thesearealltheassistingsymbolsforchangingthemeaningofalreadyusedtools

orsymbolswhennecessary,eitherfordeeperconfusion,fordiffusion,orcorrection.The

modifiershavealreadybeendiscussedabove.Oneofthepossibleapplicationsofthem

maybepredefinedediting,whenyouchangethemeaningofapreviouslywrittenwrong

commandwithouttheneedtousedeletingtoolstocancelthewrongcommandandwrite

anewone.Thepredefinedmodifiercansimplyspecifythecorrectcommandbyplacingit

intherightpositionnexttotheglyph..evenasingledotintherightlocationcanspecify

therightcommandwhichthemodifierismeanttochange.Itmaysoundtoocomplicated

butyoudon’thavetorememberalltherulesofediting/correctionseparately–remember,

youcreateasystem inyourmatrix,sousingthecorrectingdotmaysimplychangethe

commandtothenextorpreviouscommandinyourmatrix,it’sassimpleasthat.

Youmustincludethemodifiersinthelistofsymbolsinthematrixbecauseyou

mayhavenospacearoundawrittenglyph(tokeepthedesignofitniceandthescript

smooth)toaddyetanothermodifieriffewareused,oriftheglyphitselfislargewithall

thecharactersattached..insuchcaseyousimplyaddanotherglyphwhichrepresentthe

modifierinyourmatrix.

9.2e Switches.

Youshouldcreateasetofswitcheswhichareorderedthewayyoucanremember,

alsocreatingcorrespondingsetofswitchesinyourmatrixplacingtheminthesameorder.

Youlearnthem onceandforeverandcreateafewreserveswitcheswithcorresponding

reserveplacesinthematrix.Switchesarealsomodifiersbutthey’rerathermeanttoswap

betweenpreviouslyspecifiedcommands(forpatternsofdiffusionforinstance)orsymbols



AdvancedHandwritingCryptography

-42-

(letters,numbers)dependingoncontext,insteadofapplyinganyspecificrulesontheir

own.

Toclarifybetterthedistinctionbetweenmodifiersandswitches(inmymethod,

andthusinmydefinitionofthem)Igiveyouanexample.Letsayyouhavetendifferent

diffusionpatternsbetweenhieroglyphs--tendifferentwaysofreadingthehieroglyphsin

differentorder.Andyouhavealsotendifferentreadingpatterns(ordersofpriorityfor

application)ofcharacterswithinthehieroglyphs.Eachofthepatternswillhaveaspecific

modifierrelatedtothem.Then,duringencryptionyouwillseethatoneofthemodifiers

youwanttouseisn'tfittingintothehieroglyphduetothelackofanotherfreeattachment

pointorfreespace.Thatwillforceyoutowritethefollowinghieroglyphspecificallyfor

applyingthatmodifier.Thenyouseethatthemodifierofthesamevaluefrom theother

setwouldfitperfectlytotheglyphathand,buttospecifyitcorrectlyyouwillalsousea

specificswitchmeanttoswapbetweenthetwosetsofmodifiers,sobothofthesetscanbe

usedinbothcases.Thespecificswitchitselfcanbejustadotnearbyoracrossedlineon

themodifieritself,ortheswitchingcanbeaccomplishedbyturningthemodifierupside

down,incaseifthatturnedmodifierwon'tbesimilartoanothercrypticsymbol.

Therulesofapplicationofswitchesmustbecreatedtogetherwithmodifiers,

insuringthattherewon'tbeanyconfusionbetweenthem.

9.2f Othertools.

Theadditionaltoolswhichyoumaywanttousebutwhichhaven’tbeenpointed

outasabsolutelynecessarydependonwhatyouareplanningtousetheencryptionfor.In

anycaseyoubetterleaveablockortwoinyourmatrixemptyandyouwon’tbeintrouble

whenyou’lldecidetoadvanceyourmethod.

Ifyouwanttokeepadiaryorwriteabookinencryptedwaythenyoumayinclude

several‘memorytools’forrepeatingawordorpartsofthetextwithasinglesymbol.The

toolsthenneedtoconsistfrom severalsymbols–oneformarkingthebeginningofthe

texttomemorize,othertheend(andanumberyouassigntoitifyoumemorizeseveral

sections),andyetanothersymbolforpastingthesectionintothescript(fromthespecified

memorynumber)whenneeded.Ifyouencryptalongtextit’squiteausefultool,butit

cannotbeusedifyouneedtotakecopiesofseparatepartsofthescriptinlatertimes–you

willnotknowlaterwhatwasthewordorsectionofthescriptyoupastedthere.Whenyou

usespecialmemorycommands(save,add,apply)incombinationwithspecificspacesin

thematrixrelatedtothelettersofalphabetandnumbers,thenitwon'tbetoohardto

remember'saved'wordsduringencryptionanddecryption,afterthey'rewrittenoutonce

--thelettersofalphabetunderwhichyoustoredspecificwordsmakeeasiertoremember

them.Andifyouuseinyourmatrixcombinationsofsymbols,likesyllables,itwillbe

easierstillto'save'wordsfortemporaryuseinoneciphertext.Whilesomelongwords

maybeusedinspecifictextsquiterepeatedly,usingthememoryoptionforencryption

savesupencryptiontimeandthelengthoftheresultingciphertext,whichalsomakesthe

ciphertextmoresecure.Commonsensetellsthatthewordsworthsavingmustbeatleast

fiveletterslongormore,becausethememorycommandsmustalsobeencrypted,thus

gainingjustone-twosymbolsinlengthisn'tworththetrouble.Themoreyouusetheword

intextthemoresenseitmakestosaveitforlateruse.

Somecommonwordswhichyouusealmostinanytextarealsoquitelong,buta

comprehensivelistofthemcouldbeachallengetocreate,foruseintheencryptionmatrix
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withpermanentreplacementsymbols.LongagoIcreatedsuchlists,butthenlaterdecided

it'snotworthitevenwhenthesamesubstitutionsymbolsforwordscanbeusedin

differentlanguages.Thereasonforabandoningthelistsofpermanentwordswasthat

manyofthosewordschangeingrammardependingoncontext,requiringprefixesor

suffixesorboth,whichmakesthetroubleofusingthem pointless--it'seasiertoencrypt

eachrepeatingworddifferently,withlesschanceforerrors.Ifjustonesymbolinaword

getsencryptedwrongitwillstillbepossibletounderstanditincontext,butifasingle

symbolrepresentingawordgetswrittenwrongitmaychangetheentiremeaning.For

exampleifthewords'before'and'after'aresinglesymbolsinthematrix,thendepending

onrepresentationintheciphertextthatmaybeaconcernforanerror.Anyway,ifyou

likeitthatway,thensinglesymbolwordsarefun,andwhennecessaryforavoidinga

confusioninspecificcases,ifsomethingimportantdependsonit,thenyoucanavoidthe

substitutionsymbolforthatparticularcase.Bywritingthewordout(whilehavinga

symbolforitbutnotusing)youwillbestressingtheimportanceofitinthecontext,which

isalsoagoodwaytogoonimportantissues.Youshouldalwaysremember,during

creationofyourownencryptionmethod,thatyou'renotcreatingitforcomputerswhere

possibilitiesoferrorsarenegligible.Youwillalwayshaveoccasionalerrorsduring

encryption,nomatterhow goodyou'reatitafterlotsofpractice.It'shumantomake

errors,andthatinmindIcreatedthemethodwhichallowstheerrorstobepresent,yet

continuingtheciphertexttobedecipheredwithminimallossofdatabythoseknowing

thekeyandthematrixofsymbols.

Anothertoolyoumayneedistomarkaletterasencircled,tocreatethecopyright

signforinstance,butyoumayalsohavetheseencircledsymbols,likeregisteredsignand

others,includedinthematrix.Italldependsonyourlikesandpreferences.

Ifyouneedtoencryptquiteoftensomefinancialrelationsthenyouwillneed

memorytoolstocreateseveralmonetarysignsandtochangethesignsregularly,to

representthesamemonetarysymbolsinmanywayswithoutbeingforcedtousetoo

complexhieroglyphswhenaccessingandcombiningdifferentpartsfromthematrixintoa

monetarysymbol.Simplycallthesymbolbyword(e.g.“euro”or“yen”)attachacode

symbolmeaning“createmonetarysymbol”,andaddoneoftheidlememorylocationsin

yourmatrix..thusfortheentireencryptionpieceyouwillusethismemorylocationfor

thispurpose.Ifyouuseonlyafew monetarysignsthenyoucanincludethem inthe

matrixpermanentlyaswell..fromthekeyboardofacomputerthe€,£,$andsomeothers

shouldbeincludedanyway,tobeabletoencryptcomplexpasswords.

Youcanalsocreatespecific“memoryglyphs”(asbaseglyphs)whilethemodifiers

willbegivingthem differentmemoryassignments.Buteventheseoptionsarebetterto

includeinthematrixaswell,justincase.

Almostanythingcanbeencrypted.Youonlyneedtoassignnecessarymeaningsto

specificsymbolsandtocreatetherulesofmodificationwhenneeded.Ifyoudoitcorrectly

thenyou’llbeabletoencryptlargeamountsofdatainmuchshorterversionsofscript,

simplybecauseyoucanrepresentwholewordsandmeanings(like‘Imustpay’,‘heowes

me’,‘personaldebt’,etc.)withsinglesymbols.Insteadofwritinglongnumbersrepeating

manyzerosyoucancreatesymbolswhichrepresent3,4,5,6zeros,alldoubledinmatrix

andpossibletowritemanydifferentways,nottobeunderstoodbyothers.

Thisencryptionmethodgivesyouanenormousflexibility–itcanbeusedasa

kindofshorthandforsomeinformationwhichisn'tevenpossibletorepresenteasilyin

‘normal’ways.Youcancreatetoolsforyourspecificneeds,thetoolswhicharen'tevenin
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existenceinnormalwriting.Forinstanceifthere’sanideawhichtoexpressinnormal

waystakesquiteafew words,butyouuseitoftenandwouldliketoincludeinthe

encryption,thenyoucancreateforthewholeideaasinglehieroglyph..andmodifierswill

helptospecifyitifneeded.

PersonallyIhaveusedupalmostalltheplacesinmymatrix,leavingjustafew

squaresopenjustincase,becauseafter30yearsofworkonallkindofmethodsIknow

whatIneed(nottoomuch),andhowtogoaroundtheproblemifIshouldrunoutofthe

lastfewsquaresinmymatrix.IfnothingelsehelpsandIdoneedtocreateextratoolsand

symbolsoneday,maybeafterlearningyetanotherlanguage,thenthere’spossibleto

createaseparatematrixforthisspecificlanguage,andtocreateswitches(bysomeunused

combinationsofsymbols/signs)tochangebetweenthematrixes.Alsoit’spossibletocreate

specificglyphsforthatpurpose,fromthemillionsofpossibilitiesoutthere.

BythewayI’musingamulti-dimensionalmatrix–itmakesstorageandhandling

oftheinformationeasierinmanywaysandatthesametimemakestherepresentationof

thedatain ciphertextmorediverse,whileincreasingthestrength ofencryption

exponentiallywitheachextradimension.
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10 Howcomplexcodeisgoodenough?

Perhapsyouhaverealizedhowstrongcanbetheencryptionmethod,howdifficult

itwillbetocrackthecodeevenifyouareabitcarelessduringencryption.Itmustbe

madesostrongasprinciplebecauseashumanswemakemistakeswhichweakenthecode.

Soiftheoreticallyitisimpossibletocrackthemoreadvancedversionsofthecode,and

evenifsomeonewillhaveaccesstoallofyourencryptedwritings,includingdiarieswith

encryptedprivateentries,thenallthecumulativeunwillinggiveawaysofcontextofthe

ciphertextandabitcarelessencodinginsomeplacesshouldleavethescriptstill

impossibletocrack.

Youmaythinkthatcreatingasimplecodeisgoodenoughforyourneeds,without

payingmuchattentiontoallkindoftrickstomakeitawellsecuredadvancedcode.But

thinkaboutithowoftenyouwouldactuallywanttouseyourmethod:onlyoccasionally

(codes),foronethingonly(adiary),oryouwanttobeabletouseyourencryptionmethod

atanytimeduringentirelife,wheneverneeded?Sometimeswecanmakereallybad

mistakesinlife,soitmayhappenthatyoudoleavearoundaplaintextofsomenotes

togetherwiththeencryptedtext.Ifyourencodingmethodistoosimplethenonesuch

mistakewillcompromiseallyourencrypteddatainthepast,andifnotnoticedthenall

yourfutureencryptionsaswell.Isitreallyworthspendingthetimethentocreateyour

personalmethod?Perhapsitwillbesafertorelyonyourmemoryalonethanonaweak

encryption,incaseofpasswordsandothersuchtypeofdata.

Takingthetimetolearntheartofhandwritingcryptographywell,withallthe

precautionsandtricks,isagoodinvestmenttoavoidanytroubleinthefuture.Ifyou

createyourownmethodwhichhavenotjustasinglepatternofencodingbutatleasta

hundredwaysofrepresentationofthesamesymbolorword(whichisstillarelatively

simplecode)youmayfeelquitesafethatsomeonehavingaccesstotheplaintextdata

togetherwiththeciphertextwillnotderivebyittherestofyourprivateinformation.

ThemostadvancedencryptionmethodwhichI’musing(ofcourse)hasadiffused

encodingofsymbols(TS),inthemeaningthatIdon’talwayscalculateahieroglyphto

representsomething(actualsymbol,word,command,etc.)from mymatrix,butIoften

calculatethe'something’diffusedbetweenseveralglyphs.Thismethodpermitsmeto

writethescriptmorediverselyandsmoothly,applyingdesignelementsalmostwhenever

Ilike..whichalsomakesthecodestrongerandanymistakesmadeduringencryptioneasy

tohide(withthehelpofthedesignelements).Butthatmethodisbettertolearn(create)

afterpracticingwithabiteasiermethods(explainedinthisbook),becauseforwritingin

mylatestencryptionmethodyouwillneedtocalculateseveralglyphsattime,inadvance,

beforebeginningtowritethem.
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11 Systematizationandmemorizing.

Tobeabletosystematizetheglyphs,characters(attachedtoglyphs)andadditional

symbols(separate)youbeginwithwritingthem down..firstsimpleones,thenmoreand

morecomplexglyphs.Afteryouhavepracticedforawhileyou’llbegintoseethe

possibilitiestosystematizethem.Youmustcreateatleastthreesystems–oneforbase

glyphs,oneforcharactersandoneforseparatesigns.There’salsopossibletocreatea

system ofglyphextensions,withanypurposeandvaluesgiventothem.Youcanseethe

extensionsinthescriptexamplesinthisbook,belowsomeglyphs.

Theextensionsarenotthesameasattachedcrypticsymbols(ACS),althoughthey

maylookquitesimilar.TheACSareinadifferentsystem,muchsmallerthanbaseglyphs

andmostlyusedasmodifiers,whileextensionstobaseglyphsaremuchlarger,attached

belowthebaseglyphsandinsomecasescanbethesizeofthebaseglyphorevenlarger.I

don'tdiscusstheglyphextensionsindetail,youcangivethem anyvaluesandusefor

whateveroperationsofencryptionyoulike.AlsotheACScanbebelowtheglyphsbutto

belimitedwiththeoptionsofattachmentsbelowtheglyphsthere'snopoint.Belowthe

glyphsthere'senoughspacetodesignveryelaborateextensions,asdiverseasthebase

glyphsthemselves,whileontopofbaseglyphstheuseofextensionsisn'tadvisedinsuch

anextent,fornotmakingthescripttolookhorrible.Youwillseesomewritingoptionsof

theextensionsinthemedium leveldemocodelaterinthebook,althoughtherethe

extensionsareuseddifferently,notastrueextensions..butyou'llgetthegeneralideaof

thedesign.Somesecretsofmyencryptiontechniquemustremainsecret,thustheuseof

extensionsissomewhatscarceinexamples--you'llcreateyourownuniquetoolsaswell,

withabitofcreativework.Ionlyadmitthatintheoldverycomplexsubstitutionmethod

(mentionedinchapter2whereItalkedaboutthehistoryofthemethod)whichIdiscarded,

Iusedtheattachmentpointsandtheextensionsasothersetsofalphabetsandnumbers.

Andalsoincaseofseparatecrypticsymbolssimilarly,havinglargeamountofdifferent

setsofadditionalsubstitutionsymbols.Whilemanyadditionalcrypticsymbolsalready

hadsomesimple,verybasiccommandsofencryption,notbeingusedonlyasthe

substitutionelements,thesimplesubstitutionmethodallowedtowriteinasinglecomplex

hieroglyphwordsuptonineletterslong,someevenlongerbutsomeshorter,depending

ondesignofparticularglyphsandtherepetitionofletterswithinwords.TheBCS,

extensions,ACSandSCSallhadtheirdifferentalphabetsandsetsofnumbersandsoon,

butIdidn'tcallthemassuch,theywerejustallkindofdifferentsubstitutionsymbolsfor

me,combinedintocomplexformsashieroglyphs.

Thus,ifyoudecidealsotouseextensionsasencryptionvalues,notonlyasdesign

andnoiseelements,thenyoumustcreatethefourthsystem dealingspecificallywith

extensions.Youmustpracticethemaswell,separately,writingthemdowninallpossible

formsandshapes,todiscoverthesystemsyoucanputtheminto,todecidewhichofthem

you'regoingtouseforencryption,andconsequentlyleavingalltheotherpossibilitiesof

writingthemasdesignandnoiseelements.Icanassureyouthatifyoubegindealingwith

extensionsyouwilldiscoverentirenewworldofwritingparalleltobaseglyphs,somaybe

itwillbewisetoleavetheextensionsforlateruseasanoption,aftertheBCS,ACSandSCS
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areclearanddecided.Youshallnotuseextensionsasnoiseanddesignelementsifyou

considerusingthem laterasencryptionelements.Or,youmustmakecleardistinction

betweentheencryptionmethods--onewiththeuseofextensionsasencryptionvalues

andtheotherwithout,wherealltheextensionsarejustcreatingnoise.Thisdistinctioncan

bedeterminedwithspecificcrypticsymbolswithinciphertext.

Thefifthsystem ofcrypticelementsyoucancreatecouldbethesystem of

connectionmodesbetweenhieroglyphs,butthatwillbefairlysimpleoneandwillcome

naturally,thusyoudon'tneedtocreateitrightinthebeginning.Ratherletthatsystemof

extrapossibilitiestobeidleuntilyouhaveanotherideaofencryptionbutwillrunoutof

alreadysystematizedelementsinyourmethod.

Thesixth,seventhandmoresystemscanbecreatedforspecificbaseglyphswhich

areverydifferentfrom themainbaseglyphs.Oneexampleofsuchglyphsisinthe

mediumleveldemocode,laterinthebook..theelongatedtallglyphs,usedintheexample

ascorrectionglyphs.Therecanbesuchdesignofbaseglyphsthatwouldlookgreatinthe

ciphertextandyouwouldliketousethem forsomething,buttheywon'tfitintoany

category,becausesomedesignsmaynotallowtoeasilyattachthecharacters.Thenyou

createaseparatesystemforthosecrypticsymbols,andyetanothersystemofACSspecific

forthosekindofbaseglyphs.

Thesystematizationofbaseglyphsandcharactersmustbedoneinrelationtoeach

otherinthewaythatsomesimplebaseglyphstogetherwithattachedcharacterswon’tbe

similartosomemorecomplexbaseglyphs.Yousimplywritetheglyphsandattached

charactersdownwhateverdesignyoulikeandeliminatefrom oneofthesystems-base

glyphsorattachments-thoseelementswhichcanbeconfusing.Youcanthencontinueto

practicewithevermorecomplexhieroglyphstoseethepossibilitiesofcharacters.

TheACScanbebrokendownintodifferentsystemsforeachlocationwithina

singleglyph,butthatwouldratherconfuseyoubecausetherearesomanydifferentways

towritebaseglyphs.Still,ifyoulikeityoucandoit.

Here'sanexamplehowyoucanbegintrainingyourself,writingsimpleglyphsin

evercomplexway.Somepartsofthemcanlaterbeusedasattachedcharacters..

Forcreatingandfindingasystemforalltheadditional(separate)signsyouneedto

writethem downtooastheycometoyourmindandaftersometimeyou’llseethe

possiblesystemsyoucanputtheminto,foreasiermemorizing.Asitisnotadvisedtoleave

yoursystemsaroundforsomeonetoseethencreatethesignsinlittleblockswritingon
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paper,learnthemasasystem,anddestroythenotesrightaftermemorizing.Afterawhile

you’llbeabletodoitinyourmind,assigningtothegroupsofsignsrelatedvaluesor

commandsinaclearorder,andwithabitofcreativityno-onewilleverbeabletoguess

whatthesignsaremeantfor.

Here'sanexampleofadditionalseparatesigns,writtendownrandomlyasthey

cometomind,toselectfromthemthepreferreddesignsandtoputthemintosmallgroups,

intosubsystemswithinthesystemofSCS..

Whenitlookstoyouthatallthesystemsarewelldonetrytorecallallofthe

symbols–eachandeverysingleoneofthem.Ifit’shardtorememberthenyoucanmodify

thesystems.Youcandoitoverandoveragainuntilyouendupwiththesystemswhich

meetyourneedsbothaestheticallyandinwritingprecision.Thewritingprecisionisthe

requirementfordetailsinyourscript–themorepreciselyyou’reabletowriteyourglyphs

themorevaluesyoucangivebyallthesubtledifferencesinrepresentationoftheglyphs.

Itwillbenecessarytodecidetheprecisionrightinthebeginning,beforeyoucreateyour

method,thusbeforecreatingasystemitwillbeagoodideajusttopracticethewritingof

differentlydesignedglyphswithoutgivingthemanymeanings.Thepracticeofwritingof

theglyphsworksevenbetterifyougivetothecreatedglyphstemporarysubstitution

valuesasletters,numbersandpairsofthem.Afterusingtheglyphsforawhileforwriting

simplesubstitutioncodescreatenewsetsofglyphsandpracticewithencodingagain.You

willneedthisabilitytochangethemeaningofglyphsdependingoncontextbecause

modifierswillbechangingthemeaningoftheglyphs–donottrytofixsomeglyphsto

particularsymbols(TS)permanently,itwon’tbeastrongcode.Somecommandscanbe

fixedtospecificglyphs,charactersand/oradditionalsigns,andsomemodifiersaswellcan

befixed,butdefinitelynotthealphabet,numbersandnotevenpunctuationmarks.The

lessfixedcrypticsymbolsthestrongerthecode.Meaningofastrongcodeiscomingfrom

combinationofitselementsandcontext.Nevertheless,fortraininganddevelopingyour

styleofwritingyoucanusetemporarysubstitution.
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12 Sharingandpersonalization.

Obviouslyyoucanonlyshareencodedmessageswithsomeonewhoknowsthe

encryptionmethod.Allthepartieswithwhomyou’dliketosharemessagesshoulddecide

togetheraboutthelevelofcomplexityofthesharedcode.Thelongerthemessagesyou

needtosharethemorecomplexmustbethemethod.Oneofyoumusttakeupthetaskof

creatingthesharedcode.

No-oneofthepartiesshouldtakehis/herpersonalcodeasbasisfortheshared

code.Itispossibletohavedifferentkeysforsharingwhileusingyourownmethod,butfor

thesecurityisbetternottogothatway--thesystemsofglyphs,charactersandseparate

signsmustallbecreatedfromscratch,alsothematrixandtherulesofaccess.Thisisquite

acomplexundertakingforeverybodytobehappywiththeresult,thustheencryption

methodisbettersuitableforpersonaluse.It’sespeciallytrueregardingtotheworkinput

andrisksinvolved–youcanneverbesurethatoneofyouisn'tcarefulenoughin

handlingthecode.Ifthecodegetscompromisedyou’llneedtocreateanewcodeagain.

Ifyoudoneedtosharesomethingwithhandwritingcryptographythenit’sbetter

tocreatequiteasimplesetofglyphs,withclearcharactersandmodifiers,andflexible

matrix.Glyphsmustbesimplebecauseseveralpeoplewillhavedifferenthandwritings

withdifferentattentiontodetailsindifferentpartsofthescript–youneedtomakesure

thatallofyouwillunderstandthecodecorrectly.Flexiblematrixmeansthatthesymbols

andcommandspositionedthereareinsuchsystematicorderwhichiseasytoreorder

withouttheneedtocreateitcompletelyagain.Ifthescriptgetscompromisedthenyou

repositiontheblocksinthematrix,changethevaluesofsomeglyphs,charactersandsigns,

andchangesomediffusionpatterns.Thiswayyouwon’tneedtocreateagainthewhole

newsystemofencryption,onlyletotherpartiesknowthenewvalues,atleasttemporarily

untilanewcodewithdeepermodificationshasbeencompleted.

Asusingsimplercodeprovideslesssecurityit’sadvisedtochangethecodeafter

sometimeofuse,dependinghow muchdatayoushare.Themoreencrypteddatayou

sendthroughinternettootherpartiesthemoreoftenyoumayneedtochangethecode(or

atleastsomevaluesinit),soasnocriticalmassofinformationwillbeouttherefor

crackingthecodebycryptanalysis.

Youcanpersonalizethecodewhichyousharewithseveralpartiesforusewith

onlyoneofthem,oronlyonesmallergroupofthem.Youonlyneedtocreatecoupleof

modifiersandswitcheswhichwillbeparticularforthatperson(group),applyingspecific

diffusionpatterns.Byapplyinganewsetofswitcheswithcorrespondingencryptionkeys,

theotherpartieswon’tbeabletoreadthecodeunlesstheyusesophisticatedcomputer

programstocrackit,butinthatcaseyourcodeiscompromisedanywaybyhumanfactor.

Inlesscriticalcasesyoucandifferentiatethecodebetweenseveralpartiesusingexactly

thesamemethodwitheach,onlyhavingdifferentmatrixesofrealsymbolsparticularto

thegroupsofpeopleyoudealwith.

Asyoushouldneverkeepyourmethodwrittenupsomewherepermanently(you

createthekeypartsofyourcodeinyourmindordestroythekeysaftermemorizing)

there’snoeasywaytosharethesystemwithotherparties–theyneedtotakesometimeto
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understandthesharedcodeyou’vecreatedandtolearnit.Theprocessofteachingand

learningbyitselfmaycompromisealltheworkandeffortyou’veputintosecuringthe

script.Forsharingisbettertousesimplermethodsofencryptionwhichareeasytochange

atanytimewhenthere’sasuspicionthatithasbeenhackedorthecriticalmassofdatais

beginningtoaccumulate.

Animportantpartinsharingyourencryptionmethodwithothersistoholdonto

basicprecautionrulesforsendingencryptedmessages,whichwouldmakeattemptsto

decryptthem byunwantedpartiesunsuccessful.Clearlythatwouldn'tbeagoodideaif

someonesentyouanencryptedmessagebye-mailwheretomeetandyouwriteanon-

encryptede-mailtootherssayingwhereyouallwillmeet.youshoulduseeitherother

waysofcommunicationortohaveafairtimedelaybeforeyouforwardthemessage,so

thetwomessages-encryptedandnon-encrypted-wouldn'tbeclearlyconnected.And

definitelyyoushouldalwaysusedifferentwordsforsayingthesamethingopenlywhat

wassaidintheencryptedmessage,asmuchastechnicallypossible.

Anotheruniquefeatureofthehandwritingencryptionmethodwithhieroglyphs,

uncommoninothercryptographicmethods,isthepossibilitytocompletelychangethe

meaningofalreadywrittenciphertext,ifthatbecomesnecessary.Butthat'spossibleto

applyonlytorelativelyshortandsimpleencryptedmessages,notbecauseit'simpossible

withlongerciphertextbutbecauseitisdifficult.Forinstanceyouwritedownsomedata

andsomeonedemandsyoutorevealitsmeaning.Then,ifyou'retrainedenoughinthe

method,youwillbeabletomakeupinyourmindthesimplestmatrixwithlettersand

numbersonly,andtoshowthattheencryptedmessagemeansyournameorwhatever

else,provingitonthespot.Theencryptedscriptitself(bythewayitlooks)won'treveal

thecomplexityorsimplicityofencryption..allyouneedtodoistoapplyyournewlymade

upmatrixtoasmallnumberofdatapointsintheciphertext,while"revealing"thatallof

therestisjustanoise..andiffewofthesymbolswon'tfitinthenthatcouldhavejustbeen

an"errorofencryption".That'sunlikelythatyouwillneedtogotosuchalengthasto

proveadifferentmessageinsteadofarealmessage,butifthat'sapossibilitythenyoucan

haveasimplematrixreadyandtoencryptintoeverylongerciphertextabitofnon

relevantinformation,doingitinparallelwithdifferentcrypticsymbols.

12.1 Sharingwithoneperson.

Obviously,firstyoumustmakesurethatthepersonyouwanttoshareacodewith

iscapableofunderstandingthemethodofencryption.Youcanarrangeashorttraining

sessionwiththemostbasicleveloftheadvancedencryptionmethod(chapter17.1).It

takesfivetotenminutestocreate.Butyoumustverifythecapacityofbothtounderstand

thehandwritingofeach-other.Afteryouhavesuccessfullyencoded-decodedtestmessages

toeachotheryoucanagreeinwhichlevelofprecisiontodetailyou'regoingtocreatethe

code,morecomplexone.

Ifthepersonyouwanttosharethecodewithisjustatemporary'contactperson'

forexchangingconfidentialmessages,thenit'sperhapstoolaborioustasktocreate

anythingmorecomplexthanthemostbasicmethod.Especiallywhenthemessagesto

exchangeareshortandnotofasignificantstrategicvalue,likedangeroustoyourlife,
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freedom orproperty.Iftheyare,then creatingastongcodeforan exchangeof

information isworththeinputoftimeandlabor,ratherthan relyingon aweak

handwritingcodeorevenworse--aweakcomputerencryption.

Remember,themostbasiccodecanbechangedoutanytimeforanothermost

basiccode.Ifthemessagesareshort,likeonlyspecificdateandplacetoconfirmwhileall

theotherdetailshavebeendiscussedinperson,thenthat'sthebestwaytogo--there'sless

chancetomakeanerrorwiththemostbasiccode.Anotherstoryiswithalongtime

relation,beitwithafriendorabusinesspartner.Especiallywhenyou'refarapart.Then

youmustconsidercreatingamoresecurecodethanthemostbasicversion,butit'sagood

ideatotestyourconfidentialcorrespondencewiththemostbasiclevelfirst.

Afterallthedifferencesinhandwritinghavebeensettledthenonecantakeupthe

taskofcreatingthemoresecurecode.Alsobothofyoucancreateacodeandafterthe

exchangeofthekeystothecodesinapersonalmeetingthetwodifferentcodescanbe

usedfordifferentoccasions.

12.2 Sharingwithseveralpeople.

Again,firstyoumustmakeclearhowlongtimeandforhowbigdatasetsinlength

(intotal,overtime,usingthesamecode)you'replanningtousetheencryptionmethod.

Andofcoursealsoforhowseriousissuesinsenseofconfidentiality--thisdeterminesthe

levelofcomplexityofthecodeyouwillcreateforsharingwithseveralpeople.

Mostlytheprocedureisthesameaswhilesharingwithonepersononly,witha

littledistinction--youmaywanttoaddtoyourcodedifferentsetsofcrypticsymbolsfor

eachparty,whichmeansthatthepartywhoaccidentallygetsthewrongencrypted

messagewilldiscardthe'wrong'crypticsymbolsasnoise,andastheresultwon'tbeable

todecryptthewholemessage.

Thismethodofencryptionallowstosendmessagestoalloftheinvolvedpartiesin

exactlythesameciphertextwhileeachofthepartiescanreceivespecificmessagesmeant

onlytothem,usingasetofcrypticsymbolsotherswon'tbeabletoread.Alltheother

partieswon'tseeanythingwrongwiththeentiremessage,decryptingonlythegeneral

messagemeantforreadingbyallinvolvedparties.

12.3 Temporarysharing.

Whensharingthecodebetweenseveralpeopletheremayhappensituationswhen

youneedtosharethecodewithoneofthepartiesonlytemporarily,whileexcludingthe

temporarypartylaterfromthecapacitytounderstandthesecurecommunication.

Fornotcreatingentirelynewcodefortheseoccasionsyoumusttrustthepersonin

general,simplyhavingnoneedtodiscloseeverysecureexchangeofinformation.Forthat

purposeyoumusthaveforthesamematrixadifferentlayoutofsymbols(TS)asthenew

key.Thecrypticsymbolsandtherulesremainthesame,soallthepermanentpartieswill

haveanaccesstothecode,whiledecryptingthemessagesinausualway,simplywiththe

differentpositioningofsymbolsinthematrix.

Thistechniqueofonlychangingmatrixescanbeusedforanyarrangementof
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involvedpartiesofsecurecommunicationwhileallofthemknowthegeneralsetofkeys.

Forthepartiesnotinvolvedinagivencommunicationitwillbehardtogettheencrypted

messagesbecausetheexcludedpartieswon'thavethespecificlayoutofsymbolsinthe

matrixandtheywon'thavethespecificmessageneither.Thusquitealargenumberof

trustedpeoplecanusethesamecodewithnoneedtocreateyetanothercodefora

differentmessagetodifferentpeople--onlyonepartofthekeycanbechanged,andthat

canaslobeonlyatemporarykeyforapersontemporarilyinvolved.

12.4 Urgentsharing.

Foranurgentsharingofanewcodewhenanoldcodehasbeencompromised,

whenthere'snopossibilitiestodelivertheentirekeytothenewcodeconfidentiallyin

person,thentherecanbemadedifferentmodificationstothecompromisedcode.The

simplemodificationscanbemadetothepositionsofrealsymbolswithinthematrix,

movingaroundentireblocks,andwithintheglyphs,movingthemfewstepsbackorforth.

Thespecificmodificationsarepossibletoexplaininwordsoverasecondarychannel,not

bywhichtheciphertextisdelivered,evenbyphone.Ifyou'rewiseenoughandpreview

suchpossibilitythenyoucanagreeinadvancewithalltheinvolvedpartieswhichchanges

tothecodewillmadein caseofan urgencyoremergency,butneverusethese

modificationsuntilthere'sarealurgentneedforit.Thenyouspareyourselvesfrom

possiblemisunderstandingsbyverbalexplanationofthemodificationsoveraphone.

Afteracodehasbeencompromiseditissafertocreateanewcode,ofcourse,but

incertainconditions,incaseofanurgency,anoldcodecanbeusedfordeliveringshort

messagesusingthemodifiedkeys.Themodificationstothepositionsoftheglyphsandto

thesymbolsinthematrixaccumulateintoaquiteasignificantchangeinthecodeandin

caseofanurgencyitmaytemporarilyhelpyouout.

Youcanhaveseveralmostbasiccodesreadyforsuchcases,numberedorgiven

codenamestothem,butthatimpliesthatthekeysofthesecodesmustbesomewhere

readytouse,notonlyinyourmemory.Itwillbesafertouseurgentmodificationsand

deliverthem verballythanrelyingonakeythathasbeenlyingaroundsomewhere,in

placesofallinvolvedparties.

12.5 Keydelivery.

Wheneveryouhavethechancetomeettheotherpersontohandoverthekeysto

thecodedirectly,that'sthesafestway,ifthepersonmemorizesthekeystothecode

immediatelyandeliminatesalltracesofthekeys.Ifthat'simpossible,ifyoumustsendthe

keysusinghelpofotherpeople,fordiminishingtheriskofthekeysbeingdisclosedto

unwantedpartiesyoucansendtheminseparatepartsthroughdifferentpeople.

Fordeliveryyoucandividethekeysintosomanyseparatepartsasnecessary.The

differentkeysthemselvescanbedivided--thematrixcanbedividedandeachpartofthe

matrixcanbesenttotheotherpersonbyadifferentroute.Youcanalsosendfalsepartsof

amatrix,whichwon'tbeused.Incaseofthemostbasicversionofthecodetheverticalset

ofglyphpartscanbesentseparatelyfrom thehorizontalsetofglyphparts,andthe
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additionalsymbols(modifiers)canbesentseparately.Youcanalsosendthepartsofthe

keybyregularmailserviceusingspecialenvelopes.Orevenbetter:sendsomepartsofthe

keybyregularmailandsomepartsbyapersonyoutrust.

Alltheseprecautionsaresymbolic,becauseifsomeonereallywantstoknow

what'sgoingonthenyourhousecanbebuggedwithhiddencameras--thetechnologyis

insuchalevelnowthatevenifthehandwritingcryptographyisneededincertaincases,

no encryption willeverprovide totalsecurity in exchange ofinformation.Your

cryptographymethodcanremainsecureforever--itwillnotneedtobecrackedtofigure

outyouractivitiesand mostprobableintentions.Therearewaysaround allthe

encryptionstoaccessthedecryptedinformationdirectly,whenthestakesaresufficiently

highorthecuriosityissufficientlybig.
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13 Securingthemethodforrecovery.

Tosecureyourencryptionmethodagainstproblemsfrom possiblegapsinyour

memory,especiallyafternotusingyourcodeforawhile,youmusthaveallpartsofthe

codeorganizedinaclearorder.Thecodecanbesaferifallofthecrypticsymbolsarein

randomorderandmemorizedassuch,butwhatthecodeisworthifyoucan'tremember

yourowncrypticsymbolsafterawhile.Definitelythesystemofcrypticsymbolscannotbe

madecompletelyinalogicalorder,thatiffew ofthesymbolsareknownthenallthe

otherscouldbedetermined.Rathertheelementsofthemethodmustbeacompromise

betweentotalrandomnessandtotalorder.Thecrypticsymbolsmustbecreatedinsmall

logicalblockswhiletheblocksthemselvesshouldbetterbenotrelatedbythedesignofthe

symbols.Eachblockofthesymbolsmusthaveenoughlogicallyorderedsymbolsinthem

sothatincaseofforgettingoneofthesymbolsyoucanthinkofanothersymbolwithinthe

block,andafterrecallingityoucandeterminethedesignoftheforgottensymbol.

Samewiththerealsymbolsinthematrix--thesemustbeorderedinsmallblocks

wherealltheelementsoftheblockareincertainorderwhichwouldbeeasytorecallif

onesymbolisforgotten.

Incaseoftherulesofaccessoftherealsymbolsinthematrixbythecryptic

symbolsthere'snorealneedtousecertainorder,becauseyouwillbeusingtherulesany

timeyouencryptanddecrypt--therulesaredifficulttoforget.Withthedesignofcryptic

symbolsandwiththelocationofrealsymbolsinthematrixitispossiblethatyouwon'tbe

usingoneparticularsymbolforsolongtimethatitmaygetforgotten,thuscertainorder

mustbeestablished.Iftherearesomerulesofaccessthatyourarelyusethenyoubetter

memorizetheexactnumberofrulesyouhavecreatedandrepeattherulesinmind

recallingeachandeveryrule,fromtimetotime.

Repeatingeveryelementofthecode,beitallofthecrypticsymbols,allofthereal

symbolsinthematrix,oralloftherulesofaccess,mustbedoneregularly,ifyouwishto

neverencountergapsinmemory.Forthatalltheelementsofthecodeisbettertocreate

inblocksofcertainsizewhichyoucouldeasilyremember.Therepeatingprocessofallof

theelementsismucheasierwhenyouknowexactlyhowmanyelementsthereisineach

blockofyoursystem,thenthere'snoworriesthatyouwillforgettorepeatoneofthe

elements.Repeatingitselfmustbedonenottoooftenthatitwillbecomeboringandyou

willabandonthecryptography.Ratherchallengeyourself--afteragoodmemorizingdo

notthinkofanyoftheelementsofthecodeforawhile,evenforfewmonths,andthentry

torecalleverysingleelementwithouterrors.You'llbesurprisedhowgoodyourmemory

actuallyisinrecallingthethingsyouyourselfhavecreated.

13.1 Recoveryofencryptionmethod.

Againstthelossofcertainelementsoftheencryptionmethodwhichyouhave

createditisagoodideatohavewrittendownsomeirrelevantdata,butwhichislogically

continuous,usingtheencryptionelementswhichareratherrarelyinuse.Thenyoucan

checkthesamplerecordandtorecovertheforgottenelementofthecodeatanytime.
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Afterthathadhappenedcoupleoftimesthenyouwon'tevenneedtolookatthesample

scriptanymore--youcanthenthinkofitinyourmindandtherarelyusedencryption

elementwillbeinyourmindquitefast.Ifsomeoftheelementshashadtakenverylong

timeandmuchefforttorecoverthenwriteanadditionalsamplecodeusingthathardto

rememberelement,thenthenexttimeyouwillrecallitfaster,ifforgottenagain.These

thingsdohappen,becauseit'sunlikelythatyou'llbeusingeverysingleelementofyour

encryptionmethodwholethetime.So,thinkingofthepossibletroublesyoucanprotect

theintegrityofyourcodewiththesamplesofciphertext.

13.2 Recoveryofencrypteddata.

Tomakesurethatyourencrypteddataisalwaysrecoverableyoumustcreatethe

methodwhichisn'tcryptographicallydependantoverlongdistancesintheciphertext.

Justafewcrypticsymbolsinlengthofdependanceisenoughforasecurecodeagainst

hackingandyetsecureagainstlossofdata.Ifyoursymbolsofencryptionmodifyeach

otherovermanyelementsindistancethenjustoneerrormaymeanthelossofentire

word,whileinshorterinterdependencewithintheciphertextwillmeanalossofjusta

fewsymbols,incaseofanerrorofencryption.ThemethodwhichI'm presentinginthis

bookdoesnotrequirethecodetobeseverelyinterdependentoverlongdistancestobe

secure.Themethodwasdevelopedkeepinginmindthatpeopledomakeerrors,thusthe

errorsmustnotaffecttherecoveryofdata.Tosecureyourselfagainstthelossof

unrecoverabledata--likeadigitofacodeorofaphonenumber--youbetterwriteit

downtwice,encryptedindifferentways.Donotbeover-confidentwhileencryptingthe

datathatincaseoflossmaycauseyoutroubles.Rathertakethetroubletoencryptthe

importantpartfewtimesdifferentlytobesuretorecoverthecode/numberwhenthere's

anerrorinonesectionoftheciphertext.
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14 Fordevelopers.

ThereaseveralmethodsofencodingwhichIhaverealizedasapossibilitybut

haven’tpaidmuchattentionto:

Aneasyone.

Developamethodofencryptionwhichinvolvestakingencodedsymbolsinto

separatepartsandhidingthem inascriptorinanartwork.Whilehidingthesymbolsin

anartdoitthewaythatthepartsofsymbolswouldn'tbeeasilyspottedassomekindof

hiddenmessage.

Acomplexone.

Addtothescriptasecondlayerofinformationbycontrollingalreadyused

symbolsinthescript.Youcandoitbycombiningpartsofthesymbolswithinthescriptor

bychangingtheirvalues,andpointingthemoutforthesecondlayerencoding.Thesecond

layermustnotchangethemessageinthefirstlayer.It’spossibletoaccomplishbyutilizing

someofthenoisetoolsasthevaluesofthesecondlayer,withoutvisualdamagetothe

designofthescript.YoucanalsocomeupwithanoriginalsolutionwhichIhaven’t

realizedyet.

Achallenge.

Develop a method ofencryption where the hieroglyphs contain encoded

verificationagainstanerror.Itmeansthatifyouencryptanaccesscodeortelephone

numberanditdoesn'tworkafterdecryption,thenyouwillbeabletodeterminewhich

symbolwasencodedwithanerrorinit,andconsequentlywillbeabletodeducethe

possiblesetofsymbolsoneofwhichwillbetrue.
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15 Application.

ThemethodofencryptionIdevelopedcanbeappliedtoanylanguage,without

exemptions,thusanyonecanmakeuseofit.Iguessevenalienscouldusethismethodto

transferinformationaslongastheyproducesound,andevenwithoutsound.Themethod

isbasedonrepresentingonekindofinformationwithanothertypeofinformation,thus

evenmusiccanbewrittenusingthisencryptionmethod.Butthemainapplication,inmy

opinion,iskeepingyourboringmomentsinlifefilledwithaninterestinganduseful

activityandkeepingyourbrainactiveforthehealthofit.

Therearecountlesssituationsinlifewhenpeoplegetstressedbecausesomething

ishappeningjusttooslowly,forcingthemtowait.Ifilledmanyofthosemomentsthinking

aboutthecryptography–eitherdevelopingasysteminmindorrepeatingthesymbolsnot

toforgetthem.Insomeoccasions,whenIwastiredofworkingonanew system,I

challengedmyselftorecalladiscardedsystem whichIhavecreatedlongago,andvery

successfully,beingsurprisedhowwellIhaverememberedthingsIthoughttohavelong

forgotten.Iwasn'tabletodoitinthebeginningbutafteryearsoftrainingmycapacityto

memorizehasgrownquiteabit.

Mylifehasneverbeenboringandformetheencryptionwasneverameansfor

reallyhidingsomeinformation..Idon’tkeepadiaryandthere’snoreallyapointin

encryptinganaddressbook–thedatalikephonenumbersispossibletofindoutbyother

meansifsomeonereallywantsto.AfterIdiditonce,fortrainingpurposes,Ihavenever

againencryptedmycontacts.Iam adeveloper..Ihadinterestincreatingevermore

sophisticatedmethodsofencryptionratherthanreallyusingthem.Itdoesn'tmeanIwon’t,

becausenowIhavemyownmethodwhichI’m happywith,butpreviouslytherewasno

pointtoencryptsomethingforalongtimestoragebecauseaftercreatingyetanothercode

Ididn'tusetheoldoneanymoreandpurposefullytriedtoforgettheoldsystem whichI

didn'tuse,nottoconfusewiththenewone.

Creatingyourownwritingmethodisanexcellentmemorytrainingandontopof

thatittrainsyouinmultitasking.Forexampleifyoustayinaqueueinashopexercising

cryptographyinyourmindyoucannotjustloseyourattentionfallingdeepintothoughts–

youmustpayattentiontoeverythingaroundyou,nottolethavesomethingstolenfrom

you.Youcancleanyourhouseandtrainyourbrainthesametime–whatanexcellent

applicationinmyopinion.Youcanachievethelevelwhenyouwalkaroundinacityfor

yourdailystuffanddevelopcryptographyinmindatthesametime.Iwouldn'tadvise

drivingwhiledoingso,unlessyoudriveacarinacomputergame.Inanycase,aftersome

timeoftrainingyou’llbeabletohavecomplextasksgoingoninyourbrainwithout

affectingyourattentiontosurroundings.Iwouldevenclaim thatyou’llbereactingmore

adequatelytothesituationsaround you when yourbrain isactivelyworkingon

somethingthanifyouhangaroundon‘autopilot’.

Whenitcomestomemorizingandrecallingit’squiteclearfromrecentstudiesthat

human memoryisspecifictostates.Itmeansifyou learn theglyphsin aquiet

environmentinhomeandtrytorecallthem inotherplaces,ofteninquitecomplex

situations,you’llpresenttoyourbrainanextrachallenge.Withchangedstates(different

surroundings,environment)betweenlearningandrecallingoflearnedinformationyou’ll
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becreatingandstrengtheningnewpathsinyourbrain(especiallyforfindingconnections

inseeminglyunrelatedinformation),givingyourbrainextracapabilitieswhichwillhelp

youinmanyways.

Memorytraininghelpsyouinkeepingtheplasticityofyourbrainandinreducing

thesubconsciousstressaboutwastedtimewhileforcedtodonothingincertainsocial

circumstances.Thuscreatingyourmethodofcryptographyisnotonlythemeansfor

hidingprivateinformation,butalsoagreattrainingofyourbrainforbeingmorecapable

andlessstressedindifferentsituationsinyourlife.Themorecomplexprocessesyou’llbe

abletohandleinyourbrainthelongeryourbrainstayshealthyandlessstressedyoufeel

inyourlife.Bytheway,italsohelpstoforgetthingsyoudon’tliketothinkof.Whenyou

pushyourbraintothelimitswhilethinkingaboutsomethingverycomplexyou’llforget

aboutthethingsthatbotheryou.Forgettingunpleasantsituationsoflifeworksevenbetter

ifyoudon’thavetopayattentiontoyoursurroundings,whenyou’realone,tryingtofall

asleepforexample--ifithappensthatyoucan’tfallasleepandsomeannoyingthoughts

arebotheringyouthenjustconcentrateonyourpersonalcryptographymethodandthe

nextmorningyou’llwakeuphappierandsmarter.

Generallyspeaking,bycreatingyourpersonalencodingmethodyou’lllearntodo

necessaryactivethinkingwhilebusywithotherthings,withouttheneedtositdowntodo

somethinking.You’llgaininyouractivelifetime.



AdvancedHandwritingCryptography

-59-

16 Exampleofglyphparts.

Therearecountlesswaystocreateglyphswithdifferentparts,sohereI'llgiveyou

justanidea,notaruleforfollowing.It'salwaysbetterifeachandeverycodeiscreated

unique,notcopiedfromthebookoranybodyelse.

Anallegoriccomparisoncanbemadewithmusic--ifsomeonegivesyouan

instrumentandyou'refreetoplaythenyoudon'tneedtoplaythesamemelodiesthat

othersdo,youcancomposeyourown,butyou'restillboundbytheprinciplesofmusic

andbythepossibilitiesoftheinstrument.Butifyoulookaroundthenyou'renotboundto

theinstrumentneither..youcanfindanothertypeofinstrument.Andifyou'retalented

enoughyoucanevenbuildyourownoriginalinstrument.Butnomatterwhatinstrument

youhaveyou'restillboundbytherulesofthemusic.Thisisliketheboundaryofthe

cryptography,therulesyoumustfollowinorderforthecryptographytoaccomplishthe

taskofencoding.Butyoucanusewhateversuitableinstruments..whateverhieroglyphs

orothersymbolsthatcannotbeevencalledhieroglyphs,aslongasyou'reabletoencode

datawiththetoolsyou'vechosenorcreatedyourown.

Herearesomeexamplesofdifferentpartsofglyphs..

Inthesamplesabovethebaseglyphsareblackanddatapointsareinseveral

colors.Thegraypartintheendoftheglyphsisanexampleofconnectingglyphsin

differentways.Thedifferentconnectionsbetweenglyphscancarryspecificinformation

ormaybejustadesignelement,anoise.

Here'sanexampleofaciphertexthowitwouldactuallylook,priortoshowing

youthepossibledifferentparts:

Thedifferentwaystoconnecttheglyphsareherehardtonoticetothosewhodon't

knowwhereendsthebaseglyphandwherebeginstheconnectionpartbetweenglyphs,

whichcanactuallybeaseparatecrypticsymbol.Withoutshowingyoutheseparateparts

indifferentcolorsitwouldbeimpossibletodetermine(forthosewhodon'thavethekey)

wherearethebaseglyphsandwherearetheattachedparts.

Anexampleofseparatepartsinwritingtheglyphstogether..
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Nowletshaveanotherlookatthis.Incaseofdifferentpartsofthesimilarlooking

glyphschosenasbaseglyphs,andthereforedifferentwaysofencodinginformation,the

separatepartsofthesimilarciphertextmaybeasthis..

Notice,theattachedpartsweren'tpossibletodistinguishwithoutknowingthebase

glyphs,andthat'sjustoneoftheeasiestexamplesIhavegivenyou.Duringdesignofthe

encryptionelementsinyourcodeyoumustconsiderallthereasonablyapplicablewaysto

confusepossibleadversaries,butnotgoingtosuchlengthastoconfuseyourself.Thereare

moretoolsandwaystomakethecodesufficientlystrong,notonlythestyleofwritingand

visible/invisibleattachedpartsoftheglyphs.
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17 Examplesofcodecreation.

Theexamplesarecreatedassimpleaspossibleforeasyandquickunderstanding.

Whileusingtheseexamplesasatemplateforyourownmethodyoushouldalterthecode

significantly,withoriginalkeysandsymbolsofencryption.

17.1 Basiccode.

HereIshowyouthemostbasiccode,createdduringastreetperformanceinfive

minutes,todemonstratehoweasyitactuallyistocreateasimplebutrelativelysecure

code(iflittleused),whenyou'refamiliarwiththeprinciplesofthecodecreation.

Here'sthematrixofsymbolsfortheexampleofthemostbasiccode..

Theencodingmethodisbasic,butstilladvancedmethodofencryption.There's

possibletomakethemethodevensimpler,withoutamatrixofsymbols,withasimple

substitutionofsymbolsandlotsofnoiseincluded.Thatwouldalsobesecureifthelevelof

noiseisgreatenough,ifnoiseissimilarenoughtopartsofthescriptwhichcarry

information,andifthecodeisverylittleused--forexampleencryptingcertaincodesonly,

withoutlongtextmessages.Butmakingthewholethingintoasimplesubstitutionmethod

thatwouldn'tbeanadvancedmethodofencryptionanymore.
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Thusthemostbasicadvancedencryptionmethodistheexamplegivenhere.By

addingtothematrixmorepartsoftheglyphs,andinsidethematrixrepeatingseveral

letters/numbersinrandom order,itwillmakethecodemoresecurewhilethelevelof

complexitywillremainthesame,stillbasic.

Nomatterhowmanydifferentsetsofthepartsofcrypticsymbolsyouaddtothe

sidesofthematrix(realisticallytaking),andthusincreasingthenumberofpossible

combinationstoaccessinformationinthematrix,itwon'tmakethecodesomuch

strongerasbeingimpossibletocrackitifyouencryptverylongmessages.Addingmore

differentpartsoftheglyphswillonlybuysometimeforyou--itwillprovidesomeextra

securityonlyforaslongasthereisn'tcriticalmassoftheciphertextouttheretobeginan

attempttocrackthecode.Youcanusetheoverridingrules--likecancellingprevious

symbolsormodifyingthem withsomeassistingcrypticsymbols--orothertricks,butit

won'tbeaseffectiveasusingothertechniquesofencryptionwhichIwillexplainlater.

Usethematrixofsymbolsabovetodecodethescript:

Thiskindofshorttext(above)wouldtakeaboutaminuteortwotowrite.Some

additionalsymbolsarealsoadded,tomakethescriptinthelastlineabitmorecomplex.

Thedash(x)meansthattheglyphisdiscarded,thecircle(+)meansthesymbolisrepeated,

forwardslashmeansthatinthematrixtheactualsymbolisonesteptotheright,double

forwardslashmeanstwostepstotheright,andsoonrespectivelyandineverydirection

correspondingly.Theexampleispurposefullymadeveryeasytounderstandbyusing

clearandlogicallyarrangedadditionalsigns.Inyourowncodetheadditionalsignsand

alsotheglyphsthemselves(ofcourse)shouldn'tgiveanyhintstothewaythey'reusedin

theencryptionprocess.Iremindyouthatineverycodethereshouldbeadded,during

encryption,somesymbolswhichlooksimilar,butaren'tlisted,includingadditionalsigns

whichmeannothing,fornoise,formakingtheresultingciphertextsafer.

Steppingbackabitaboutuselessnessofthemostbasicmethod.Eventhoughit's

weak,thismethodwouldn'tbeinthebookifithadnovalueatall.Ifyou'reveryfarfrom

intentionofbecominganexpertinmymethod,youcanstilllearntheprinciplesofthis
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verybasicmethodforyourneeds,andbehappywiththat.Insomecasesthismethodcan

beusedsafely,temporarily,toexchangefewshortmessages,andthentodiscardthecode,

neverusingitagain.Ifthere'sanecessitytouseacodeagainthenanewcodemustbe

created(atleastit'sadvisedforsecurityreasons),withdifferentdimensionsofthematrix,

differentorderoftextsymbolsandbetteralsoadifferentsetofthecodesymbols,notto

confuseyourselfandthereceiverofthemessages.

It'sespeciallyadvisedtocreateanewcodefornewencryptedmessageswhenthe

encryptedmessagesentpreviouslyhasbeendecodedandthemessagehasbeendiscussed

withthirdparties,orthemessageisrelatedtoaknownevent.Suchinformation,in

presenceofacopyoftheciphertext,mayleadtodecipheringofthecodebyunwanted

parties,andthereforealsotodecipheringofthefollowingmessagessentusingthesame

code.

Whenallpartieswillingtocommunicatesomeconfidentialdataarefamiliarwith

theprinciplesofthemostbasicadvancedencryptionmethod,thenit'sentirelysufficientif

oneofthem createstheencryptionmatrixofthecodeandgivesacopytoothersona

personalmeeting,withoutdiscussingthecodeverbally(theconversationscanberecorded

byunwantedparties,thusdiscussingacodeverballyisn'twise).Thentheencodedshort

messagescanbeexchangedovertheinternetorbyregularmailwithoutworriesthat

thirdpartieswillguessthemeaning.Butagain,eventheactualsymbolsinsidethematrix

mustbeplacedinarandom orderandsomeofthem repeatedseveraltimes,thenno

computeralgorithm,howeveradvanced,willeverbeabletoguessthemeaning,because

inshortexchangesthere'snotenoughdatatodiscoverapatterninthecodeandtomake

anysenseofthesymbols.

Whendealingwithnewlycreatedcodes,duetolackofpractice,asyetanother

safetyprecautionistowritethemessageonce,andthenwriteitagainwithoutvisible

writingconnectionswithintheglyphs--thepointswheresomepartsareattachedlater

shouldmergeintothelineswithoutvisibleattachmentpointsorlinebreaks,nottogive

awayseparatepartsoftheglyphs,wherepossibleofcourse.Intheexampleofthemost

basiccodetherearen'tanyadditionalattachedparts,butifyoudoaddsome,evenasa

designelementornoise,thentheciphertextshouldlooksmooth.Youshouldnotgivean

easywaytodiscoverseparatepartsoftheglyphsforananalysis,foranattempttocrack

thecode.Andofcoursefirstverifythereadyciphertextforanypossibleerrors--onlythe

finalproductmustbewrittenagainwithasmoothlook.
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17.2 Mediumlevelcode.

It'squiteanuisanceformyselftobeaperfectionist,inalmosteverything.Butwith

cryptographyit'sgood,becauseitwillneverbeperfectandthusitwillnevergetboring--

there'salwaysapossibilitytomakeitbetter.Anditcanbequiteaddictive..sometimesI

canspendwholenightlyinginthedarkawakewhilerearrangingsymbolsinamatrixand

redesigningcrypticsymbols,allinmymind..forabetterdesign,bettergroupinginmatrix,

andsoon.

17.2a Matrixofsymbols.

Thematrixofsymbolsforthemedium leveldemocodeIhavechosenthree-

dimentional:9x9x3,butitalsohasswitchesandmodifiersadded,sothematrixitself,

withoutanexplanation,won'ttellyouthewholestory.

ThematrixofthecodeIcreatedwithoutmakinganynotes..halfofaquietevening

andhalfanightofwork,from thebeginningtillcompletion.Ikeptitinmymindfor

severalweeks,priortowritingitdown.Yousee,afteryearsofpracticeit'swayeasierand

fastertorearrangesymbolsinmind,whennecessary,ratherthandoingitonpaper,and

bythehabitofsafetyprecautionIneveruseacomputertocreateanewmethod,evena

demoversion.

IrememberhowintheverybeginningIwasusingpapernotesalot,fordesigning

symbolsandmatrixes,andtosomeextentuptojustseveralyearsago.Ihavebeenusing

notesquiteextensivelyforovertenyears.(Youdon'tneedtousepapernotesforsucha

longtime--Ihavebeendevelopingnewandbettermethodswhileyoualreadyhavethe

informationyouneedtocreateyourownbestmethod,withthehelpofthisbook).At

timesitwascreatingloadsofpaperfilledwithallkindofhieroglyphsineverycorner,

becausemultipledeletionsandrewritingsmadesomespotsunreadable,thusIneededto

drawlinesandarrowsforinterchangingpartsandpointingwheresomesymbolonthe

sideofthepapershouldbeinthematrix.AndwhenallgottoomessythenIhadtorewrite

thewhole'ready'matrixinacleanway,tocontinuewholetheprocessofediting.Inever

keptanynotesonmycryptographyformorethanfewdays,memorizingallIcouldand

destroyingthenotes.MostpaperconsumingworkwasdonewhenIstillusedsetsof

differentwholehieroglyphs..tensofsetsandthousandsofglyphs.Thatwasbefore,nowI

knowbetter.

Aftertheinitialoutlineofglyphsisdesignedandtestedonpaper,doingthefurther

editinginmindiswaymoreeasytomakesenseof--byworkinginmindthematrixand

symbolsarealwayscleanandclear.Butofcourseyouneedabitofpracticebeforegetting

usedtoseeingthewholepictureinmind,andrememberingeverychangeyouhavemade

severalstepsback.Forthepurposeofnotlosingsomedatayoualsoneedtoremember

coupleofold"completed"matrixes,temporarily,togetherwiththelatestone,thenyoucan

reviewanoldmatrix(allinmind)foranysymbolsthatmayhavebeenforgotteninthe

latestmatrixandthelistofcrypticsymbols.Itisn'ttoodifficultbecauseyoudon'tneedto

rememberentireoldmatrixesbutonlythosepartsthathavebeenrearranged.
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Whenthematrixofsymbolsforthemedium leveldemoversionwasready,I

wasn'tstillsureifit'sbettertopublishonlythecodesymbols(CS)andmakethereadersto

guessthemeaning(toguessthearrangementofrealtextsymbols(TS)inthematrix).After

givingabitofthoughtfrom thepointofviewofsomeonewhohasn'tpracticedwiththe

methodforsometime,Irealizedthatitwouldbetootoughanexerciseandhardlyanyone

wouldbeinterestedindoingthat.Indeeditmaylookterriblycomplexbutinfactallthe

symbolsinthematrixareinclearorderandeasytoremember,onceyouunderstandthe

orderthey'replacedinto.

Isupposethattoguessevenasimplematrixwithallthesymbolswithouthaving

everseenthematrixitcouldbetoughevenfortheanalystsintheNSA.Inanycase,

designingacomplexmatrix,whenthecrypticsymbolsarecomplexandwelldesignedas

well,isabetteroption.Thenitwillbeimpossibletocrackthecodeforsure.

Here'sthesimple9x9x3matrixofrealsymbolsforthemediumleveldemoversion

oftheadvancedhandwritingcode.It'swrittenintwodimensions.Thetopmatrixonthe

pictureisinnormaluse,thesymbolsinthematrixbelow(thesecondoneonthepicture)

areusedafterapplyingamodifier.Thehorizontallineofthematrixincludesthethird(x3)

dimension..

Asyoucansee,manyplacesinthematrixarevacant,possibletouseformore

symbolsandfunctionswhenneeded.Vacantforusearethesquaresinthelastthreelines

ofthesecondmatrix(thematrixafterapplyingamodifier).Theotheremptysquaresare

mostlyleftunwrittennottomakethematrixtoomessyforunderstanding--thesymbols

notwrittenoutareunderstoodbylogicallyapplyingtheorderofalphabet,byrepeating
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thefirstsymbolswhicharepresentetc.Onlynecessarysymbolshavebeenwrittenout,for

clarity.

17.2b Encryptionsymbols.

Thesearethesymbolsfromwhichthehieroglyphsarebuilt.Separatelytheydon't

meananyletters,numbers,functionsorelse.Theyarethepositionmarkers,modifiers,

etc.,toaccesstherealsymbols(letters,numbers,punctuationmarksandsoon)inthe

matrixofthedemocode.

Herearethepicturesoftheworkinprogress,ontheencryptionsymbols..

Thesehieroglyphicsymbolsaren'tpickedbyjustarandom writing.Iwrotethem

downinthewaythathasproventobethemostconvenientandpracticalfortheadvanced

handwritingcryptography.Therearecountlesstrialsanderrorsbehindbeforearrivingto

thistypeofcrypticsymbolsasthebest,inmyopinionanyhow.Butthisisdefinitelynot

theonlypossibledesignofcrypticsymbols.

Ididtheresearchofdifferentwritingsystemsmorethanonce.FirstwhenIbegan

takingmyhobbyseriously,whenIwasstillakid.Ihadtogotolibrariesontheseoldtimes.

LaterItestedseveraltimeswithdifferentwritingmethods,tillIfoundthatthecurrent

wayofwritingsuitesforthedemandsofcryptographythebest.AfewyearsagoIdecided

tomakeanotherresearch,downloadingfrom internethundredsofpicturesofdifferent

writingstyles,from wikipediaand dedicated websitesforlanguages,butthen my

computercrashedandIlostwholethework.ForoverayearIcouldn'taffordtobuy

anothercomputer,somyattempttofindabetterwayofwritingwasoverthistime.And

maybeitsavedmytimeactually,whoknows.JustforthisbookIdidyetanotherresearch,

togiveyousomeexampleswhichyoufindonthepages'toprint/copy'(chapter28).These

arenotsuitableforencryption,obviously,thesamplessimplycanmakecreationofnew

crypticsymbolseasierwhenyougetstuckaroundsimilarlookingglyphsthinkingthatthis

isit,nowheretogofromthere.Therearemanywaystogoindevelopingyourownwriting,

butsomerefreshmentofmindmaybeneededattimes.
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Thecrypticsymbolstobuildaccesshieroglyphsforthematrixofthedemoversion

ofthemediumlevelcode,aftercompletion..

Asareminder,youshouldneveruseanyexistingclassicalsymbolsinyour

handwritingencryptionmethod.Evenifyouneverusethoseexistingsymbolsasasimple

substitution,onlyindifferentcombinationsandindifferentlevelsofwriting(base,ontop,

below)thesewillbetooeasytorecognize,toenterintoacomputerprogram andletthe

algorithm tofigureoutyourencodedmessages.Youwouldn'tliketomakethelifeof

cryptanalyststooeasy,wouldyou?Allthesymbolsmustbecreateddifferentfrom those

existinginthelistsofcomputersymbols.Iffewhappentobesimilarnotaproblem,you

cannotverifyeverysinglesymbolagainstcomputerrecognitionwhenscannedin.Butthe

trendmustbeyouroriginalwayofdoingthings,thenitwillbehardtocrackthecode--it

willdemandenormouslabourfrom cryptanalystsinmakingsenseofyourcode,without

havingthekeys,oneofwhichisthelistofcrypticsymbols.

17.2c Thecreationprocess.

So here'show the medium leveldemo version ofadvanced handwriting

cryptographygotcreated..

Step1:FirstIdecidedthedimensionsofthematrixofrealsymbols,basedonhow

manysymbols(TS)Iwasplanningtouse.(Thedimensionsofmatrixesmayvarylargely

dependingonhowmanyalphabetsofdifferentlanguagesyouwillinclude,howmanysets

ofnumbersyouincludeforyourencryptionneedsoffinancialtransactions,etc.).ThenI
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placedtherealsymbolsintothematrix.Formeit'seasyasIhavemyownmethodinmind,

soIjustneededtochangethedimensionsofmatrix,toselectsymbolsleavingoutallthat's

notnecessaryforthedemonstrationandputtheselectedsymbolsinanorderwhichcould

beeasilyremembered.Whileyoudon'thavethe30yearsofexperiencewithit,andsure

youcan'tdoitallinyourmindneverhavingworkedonitbefore,betteruseapaperwhen

youcreateyourcode.Ican'tstressitenoughthatneverusecomputers/tabletsforthe

creationwork..andwhileworkingoutyourmethodonpaperyoumustmemorizethe

symbolsanddestroythepaper.Thisisonepartofthe'key'thatnobodyelse,apartof

peopleyousharethecodewith,shouldhaveeveraccessto.

Step2:AsthesecondstepIcreatedasetofcodesymbols,coveringeachsquareof

the9x9matrix,leavingthethirddimensionforplayingaroundwithmodifiedsymbols

(usingattachmentsandseparatemodifiers).Thatwasdoneinfewhours--justwroteon

paperhundredsofsymbolsthatfirstcametomymindandselectedthoseIliked.Each

crypticsymbol'smeaningiseasytochangewithadditionalsigns.Bydefaultanyofthe

symbolsontheirownshouldneverbeattachedtoanyrealsymbol(TS),eventhoughitis

possibletosetdefaultmeanings.Bydefault(withoutamodifier)asymbolcouldonlybe

relatedtoapreviousmodifierusedwithaprevioushieroglyph,orusingotherrelated

definitionswithoutafixedorfrequentlyrepeatingmeaning.

AfterthatwasdoneIdecidedthatthisdoesn'tbringthedemocodeuptoa

mediumlevel,thusthenextdayIwrotedownmanymoresymbolsandselectedallthoseI

preferredtouseforthedemoversion.AlsoIdecidedthatthecrypticsymbolswon'tbe

coveringallthesquaresofthematrixintheexactorder,thenyoucan'tusethem for

simplesubstitutionofrealsymbolsbyahabit.Ifthecrypticsymbolsarenotdefinedby

somerulesbeforetheywillmean anythingtheycan beusedasnoisetodistract

cryptanalystsfromtrack.Theselectionofadditionalcrypticsymbolstookfewmoredays,

fewhourseachday--mostlytheselectiontimeforthebestdesign.Inthestep2theexact

rulestoaccessrealsymbolsweren'tdecidedyet--therulesIwasplanningtousewerein

mymindingeneral,whichhelpedmetodecidetheamountoftheadditionalcryptic

symbols.

AfterIhadchosenthenecessaryamountofcrypticsymbolsforapplyingtherules,

Iproceededwithdefiningtherules.Foryou,withoutpriorpractice,itisbettertogo

straighttothestep3,creatingtherulesofthecodefirstandonlythencreatethenecessary

amountofcrypticsymbolsforapplyingtherules.Butthere'snothingwrongwithitifyou

createalargeamountofadditionalsymbolsfirstandafterdefiningtherulesdiscardthose

symbolsyouliketheleast.Youcanalsouseseveralsymbolsforthesamemeaning,which

onlymakesthecodesaferstill.

Thelistofcrypticsymbolsisthesecondpartofthe'key'(afterthematrix)

thatmustbesecret.Alltheothersymbolswhicharenotinthelistareusedasnoise,

thusobviouslythesymbolswhichcarryinformationmustnotbeknowntoothers.

Ifyoulikeitthatwaythenthenewbaseglyphswhichyouhaven'tincludedinthe

listofsymbolsandwilldesignonthego,canbeusedasattachmentpointstoextensions

andseparatesymbols,whichwilldefinepreviousorfollowingbaseglyphs.Also,this

optioncantakeplaceifaspecificadditionalsymbolisused,orspecificplacementand/or

combinationofadditionalsymbols(up/beloworboth).
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Step3:Afterthematrixwithalltherealsymbolshadbeendecided,maincryptic

symbols(baseglyphs)designedandsetsofadditionalcrypticsymbolscreated(extensions,

separate symbols),the nextstep wascreating/applying differentrulesto access

informationinthematrixbythecrypticsymbolsindifferentcombinationsbetweenthem.

Andofcoursetoconcludeeverythingwithcreatinganexampleofwritinginthecode,to

showthefinalresult.

Therearesomanypossibilitiestoapplydifferentformulastoaccessdatainthe

matrixbythecrypticsymbolsthatIonlyneededtochoosetheonesIlikedtouseforthe

demonstration.That'swhatIwasdoing,choosingcarefullysimplerrulesfirst,nottomess

upanything.

Rememberthattherulescan beadded/changedon latertimesbyapplying

different(new)modifiers,butyoucanneverdiscardanypreviouslycreatedrules,youcan

onlyincreasethecomplexity.Atleastyoucannotdiscardanyolderrulesifthereare

somewhereinyournotessomeolderencryptedtextswiththerulesused.Ifyou'restillina

practicingmodewithoutpermanentencryptednoteswithimportantinformationthen

youcanchangewholethesystem.Theissuebecomesthenthatyoumaydriveyourself

intofrustrationbecausethecodewillneverbeperfectaftersomepractice..you'llbe

constantlyfindingnew waystoimprovethemethod,thusyourcodewillneverbe

completed.Itmayhappenthatafteryetanothersetofchangesyoucannotdecodesomeof

youroldernotesevenforapractice,tofindanyerrorsandimproveyourskills.Asa

solutiontothisdilemmaofstablecodeversusimprovedcodeistotakebothoptions.Use

onecodeasitwascompletedinsomepointandstartusingitwithoutanyfurtherchanges.

Theothercodethen,whichyouwillbedevelopingfurthertillyou'resufficientlysatisfied,

orjustforyourownamusementneverendingthedevelopment,mustincludesome

symbols(whichcanbeassimpleasadotinthebeginning)whichalwaysmakesureyou

applytherightcodeanddon'tconfuseyourselfbetweenthetwo,bothduringencryption

andattemptingthedecryptioninlatertimes.

Thisisamedium levelencryptionmethodforthisreasonthatyoucaneasilysee

theorderinthemethod.Itmayalreadybequitecomplexandimpossibletocrackifthe

matrixandthelistofcrypticsymbolsaren'tknowntotheattackerandtheencryptedtexts

won'tamounttoacriticalmassneededforapplyingananalysis.Inahighlevelmethod

thereareactuallylesscrypticsymbols(baseglyphs)andinsteadabiggeramountof

differentcomplexencodingrules,thusthewaysofaccessinginformationinthematrixare

alsomuchmorenumerous,increasingexponentiallywitheverysetofnewruleswhich

canbeappliedtogetherwithotherrulesorseparately.

Ahighlevelencryptionmethodiswaymorehardtoguessbythosetryingtocrack

thecode.Ifwelldesignedandusedwithallthenecessaryprecautionsthenthehighlevel

codewillbeimpossibletocrackwiththemostsophisticatedalgorithmsonthemost

powerfulsupercomputers,becauseitallcomesdowntotheinputofdata,andthatmust

bedonemanuallyfortheentirelengthofeachsimilarlylookingscriptaround.Nomatter

whattheskillsandhighexpertiseofateam ofprofessionalcryptanalyststheywillnever

beabletoguessallthevariationsofhumanimaginationincreatingtherulesofacode,

evenwhentheseparatepartsofglyphsinhandwritingcanbeidentified.Particularly

greattimewillbehavingcryptanalystswhiletryingtocrackthescriptswhichmean

nothing,justexchangedbetweenfriendsforpracticingdesign,whileonlyfew ofthe
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scriptswillhave an encoded information in specificpartsmarked with specific

combinationofadditionalsymbolsorspecificbaseglyph.

Digitalcryptographyandmostclassicalhandwritingencryptionmethodsrequire

theencryptionrulestofolloweachother,whichmakescrackingthecodeswiththehelpof

computerseasy--theattemptofcrackingImean,leavingthebulkofworkforcomputers

todo.Inthismethodofencryptiontheswitchesofrulescanjumpindifferentorderof

applicationallovertheplacewithintheglyphsandbetweenseveralglyphswhileforyou

itmakesclearsenseofwhatisgoingonduetothevisualinputofthemanypartsofthe

glyphssimultaneously.Acomputercannotreadtheinformationlikehumanbraindoes,

withparallelinputandprocessing,givinginstantresult(ananswer)whenthenecessary

requirementsaremet.Foracomputeralgorithm,withunknownandunpredictably

changingorderofapplicationofdatacarrierswithintheglyphs,withoutknowingwhere

istheinformation and wherethere'sadesign with noinformation,itcreatesan

astronomicalnumberofvariationstocalculate,whichnoarrayofcomputerscanhandle.

That'sthepowerofhandwritingencryptionusinghieroglyphicmethod.

InthisbookIamnotgivingyouanexampleofthecreationprocessofahighlevel

code(I'm nottalkinghereaboutthehighestlevelmethodwhichI'm usingmyselfandis

brieflydescribedlater),becausethemediumlevelcodehasallthenecessaryexplanation

neededtoapplythecreationprocessforahighlevelencryptioncode.AsIsaid,itmust

includelessfixedcrypticsymbols,morechangingsymbolsforadesignandnoise,andlots

ofrulestoaccessdatainthematrix.Inthefollowingchapteryouwillseethatthe

descriptionoftherulesisquitelongevenforthesimplestandminimalsetofrulesinthe

mediumlevel.

Therulesareactuallysimpleontheirown,creatingcomplexityandsecurityofthe

codeinmanypossiblewaysofuseandunknowntoothersapplication.Inthemindthey're

aninstantunderstandingofaprocesswhenyoudecideeachcombinationofsymbols(CS)

forwhattheywillmean,butittakesalotofworktodescribearuletosomeonewhocan't

seeinsideyourmind,howyouvisualisethehieroglyphsandhowyoumanipulatethedata.

Tocreateanexampleofahigherlevelcodewillbepointless,becauseifthemediumlevel

codeexampleisn'tenoughforyoutogetanunderstandinghowtheprocessworks,then

nothingwillhelpyou.Anywayyouwillneedtocreateyourownuniquecodewhichisan

interestingandrewardingprocess,insteadofstudyingindetailyetanotherexample

whichyoucan'tuse.

Toachieveanunbreakablepersonalcodeitmustbedonebyagoodinputof

personalimagination,notbycompilingitbytakingexamplesfrom othersand

creatingacodeon readytemplateswith somemodifications.Themethodand

generalsecurityrequirementsremainthesame,butalmostallthedetailsofthecode

mustbeuniqueenoughnottobecomparablewithsomepublishedexamples,which

wouldhelpinanattempttocrackthecode.

ForthedemoversionIpreparedcrypticsymbolswithaclearsystemofadditional

signs,toshowinwhichdirectionthemodificationshouldbeapplied,toaccessthereal

symbolsinthematrix.Withthecrypticsymbolsthere'snohintaboutwhattheymean(for

thosewhodon'thavethelist),buttheadditionalsignsaretooeasytoguess.Foryourself

youmustcreatetheminadisguisedway,notlikeIdiditinthedemo.
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OnceIhadquicklycompletedtherulesofthecodeinmymind,soonafterIhadto

discardtherulesandtobegincreatingnewones,becauseIrealizedthatthoserulesthat

wereeasytoimagineinmindwouldhavetakenfew monthstodescribeonpaper,to

explainstepbystepforothers.Ihadtocreatetheencryptionrulesthatallowedrelatively

easydescription.OnthelistofcrypticsymbolsIaddedencirclednumberstothesetsofthe

symbols,alsomarkedsomecolumnsandrowsinsomesetswithdifferentletters,for

descriptionpurpose.Evencomplexrulesbythemselvesareeasytocreate--youdecidethe

rulesforyourselfandsimplyusethem intheencryptionprocess.Buttoexplainallthe

rulestoothersismuchmoreworkthancreatingthem.

Sohere'sthelistofcrypticsymbolsagain,withaddedlocationmarkersforthe

purposeofdescription..

[foranexerciseofattentiontodetailsfindtwocorrectedsymbolscomparingthislisttothe

samelistofcrypticsymbolswithouttheaddedlocationmarkers.Duringverificationofthe

crypticsymbolsIfoundtwoerrorsandcorrectedthem,andtookanotherphotoofthe

samelistwiththelocationmarkersadded.]

Note:AlargeversionoftheC-listyou'llfindintheendpartofthebookonthe

pagestoprint/copy(chapter28).
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Alsothematrixofrealsymbolsiseasiertodescribewithadditionalposition

markers.IaddedonthetoplefttheletterR(meaningrealsymbols),thusindescriptionthe

positionR2'ae'ilwouldmeanpositionofthereversequestionmark¿..

Ashortdescriptionofthematrixofrealsymbolswithdimensions9x9x3:

a,b,candd,e,farethe9x9dimensions,eachmarkerlettercovering3rowsorcolumns;j,

k,larethethirddimension(sameforeachblockasshownonthebottomright);thefirst,

fourthandseventhcolumninpart'a'ofthematrixareactuallyfirst,secondandthird

columnsinverticaldimension(continuingsimilarlytilltheninthcolumnofvertical

dimension);part'a'iscovering9columnsbecauseitincludes3rddimensionaswell;the

encircled1andencircled2arepart1and2ofthesamematrix(markedontheright),

symbolsinpart2areappliedafterusingamodifierinpositionR1'ae'ij--thehalfcircle

arrowwithlinesupandbelow;thelinesaboveandbelowsymbolsmarkcommandsinthe

matrix,whichchangesymbols(theseareinternalmodifiers,themodifierswhichchange

themeaningofsymbolswithinthematrix,whichcan'tbedonewiththemodifiersas

crypticsymbols,inthisexample).

Note:AlargeversionoftheR-matrixyou'llfindintheendpartofthebookonthe

pagestoprint/copy(chapter28).
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Toclarifythesystem inthematrix:R-matrix1blocka-disfilledwithalphabet

lettersfromatoi,whilethethirddimensionspecifiesthesamealphabetincapitalletters

(thirddimensionthirdoption)orthe"sameasprevious"|a|(meaningifthealphabetwas

inminisculewritingthethespecificrealsymbolisalsoinminiscule,ifthepreviousreal

symbolwasacapitalletterthethisparticularoneisalsoincapitalwriting(thesecond

optionofthirddimension).Thisexplanationshouldsimplifythepictureofhowthematrix

iswritteninthreedimensionsplusthesecondmatrix(R-matrix2).Ifyoueverget

confusedabouttherulesandspecifyingofapositioninthematrix,thenreferbacktothis

explanationandyou'llbeabletogetaclearpictureagain.

Iimagineitwillbedifficulttopicturethewholemethodatfirst,soforeasier

following,particularlytherulesinchapter17.2dwhilestudyingthemethod,youwillfind

thesameC-listandR-matrixinlargerversionsintheendofthebook(chapter28),for

printingthemoutifthebookisindigitalversionorforcopyingfromahardcoverbook.

WhenIwaswritingthepositionlettersonthesidesofthematrixIwasplanningto

usethreeconsequentblocksofthreecolumnsasthethirddimension(markedasm,n,o),

butthenIchangedmymind,usingj,k,linsteadasthethirddimension.Thatwayit's

easiertounderstandthewholesystem.IfIwasusingm,n,oasthethirddimensionthen

thealphabetwouldhavebeenshuffledbetweenthreedimensionsofthematrix,providing

bettersecurityagainstcrackingthecode,butthat'snotthepurposeinthedemoversion--

I'mtryingtomakethesystemasclearaspossibleforlearningthemethod.

Withtheparts(1)and(2)oftheR-matrixtakenasaseparatedimensionitcould

legitimatelybecalledafourdimensionalmatrixwithdimensions9x9x3x2,butfor

avoidingconfusioninunderstandingextradimensionsIdon'tdescribetherulesinfour

dimensions,callinginamodifier.It'sjustamatterofconvenienceinunderstandingthe

rulesasthefourthdimensioncanbehardtopictureinmindforsomereaders.

Aboututilityofcreatingadditionaldimensionsofamatrix:ifaspecificmodifierof

abaseglyphormodifierofanothercrypticsymbolisbarelyeverused,changingonlyonce

inawhilejustafew symbolsintheentirematrixandinonepossiblesteponly,then

creatinganextradimensionforthematrixisuseless.Butifyouuseamodifierextensively,

forexampleforalmosteveryletterofthealphabetandeverynumber,thencreating

anotherdimensionmaybequiteusefulformemorizingthedata,foraddingdifferent

waystoaccessdatainthematrix(bythatmakingthecodemoresecureaswell)andfor

creatingextraplacesforthesymbolsandfunctionsthatyoumayneedtoincludeoneday

forspecificneedsofencryptionnotprevisionedatthetimewhenyoucompletedyour

method.

Intheexampleofthemediumlevelcodethesymbolsarepositionedinthematrix

thiswaybecausethentheyareinthemostconvenientorderandeasytounderstand,

whichisfarnotthemostsecureway.Butherecomesthepointwhenyoucanaskyourself

isthereanyrealreasontoshufflethesymbols(TS)inthematrixtomaketheirposition

hardtorememberandthusthecodepronetoerrors.

Inthemostbasicadvancedencryptionmethodthere'satrueneedtoshufflethe

symbolsinthematrixandtorepeatseveraltimesthesymbolswhicharemorecommonin

thelanguageyouencrypt,andtomakethematrixmuchlargerthanthetotalnumberof
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symbolswouldrequire,toleavemanyemptyspacesfornoise.Becauseinthemostbasic

methodtherearen'ttoomanywaystoencodethedata,soyoumustemployaseeming

messinthematrixtoprovideabitmoresecurity,evenifyouusethemethodforverylittle

ciphertextwithoutcomingneartoacriticalmassforanalysis.Intheoryevenarelatively

shortmessageencryptedwiththemostbasicmethodcanbecracked,whensomerare

longwordsareused,bydiscoveringanorderinamatrixwhichwillconfirm thatthe

decipheredmessageisnotjustonepossiblesolutionamongmanyotherpossibilities,but

theonlysolution.Ifthesymbolsinthematrixareshuffledrandomlythenapossible

(cracked)solutioncannotbeconfirmedastrue.

Withthemedium leveladvancedencryptionmethodtherearealreadysomany

waystoaccessdatainthematrixthatinanattempttocrackanencryptedmessagea

possiblesolutioncannotbeconfirmedtobetruebythirdparties,evenifthesolution

seemsplausible.Thustoshufflethesymbolsaroundinthematrixwillratherconfuse

yourselfmorethanitwillprovideextrasecurity.AsIhavementioneditpreviously,to

increasesafety,youcanusedifferentsetsoflettersandnumberswithinthesamematrix

whileencodingrelateddatalikeloginsandpasswords,namesandphonenumbers.The

differentsetsoflettersandnumberscanbekeptinanorderthatiseasytomemorize,just

indifferentorderfromoneanother.Buteventhatisn'talwaysnecessaryandyoucandoit

wellwithasinglesetofalphabetandnumberswithinthematrix,becauseforsomeonein

thecapacitytocrackyourencryptionmethodit'seasiertogetthepasswordsandphone

numbersbydifferentroutesofaccess,notbytryingtocrackyourciphertext.

17.2d Descriptionofrules.

Thefollowingmayscareyouofffrom theentiremethodasitmayseem too

complicatedforeverydayuse,butthat'sjustthefirstimpression.Similarthoughtmay

cometomindtosomeoneafterfirstseeingamusicalpartition,whichisn'tmakingany

senseuntilitiswellstudied.Afterlearningalltherulesjustasimpleglimpseatthenotes

willgiveyou thewholepicture,logicand harmonybehind it,havingan instant

understandingandallowingtoplayamusicalpiecewhilereadingthenotesfirsttime.But

ofcourseaftersomepractice.So,takeoneruleatthetime,makesureyouunderstandit

exactly,notbyavagueperceptionthatmaybethat'sthecasebutunsure,andwhenallthe

rulesareclearlyunderstoodforwhattheyexactlymeanthenreadingascriptwrittenin

hieroglyphswillbelikeamusicforyou--aftersomepracticeitwillgiveyouaninstant

messageintheciphertext,whileremaininganunbreakablecodeforothersnotfamiliar

withtherulesofthecode.It'snotworthmakingacodesimplerforalifetimeuse,asthen

itwon'tbesafeenoughafterusingjustforsomeshortperiodoftime.

InthischapterIdescribethewaystoencodeinformationforthemedium level

democodeofadvancedhandwritingcryptography--trytopicturetherulesinyourmind

lookingatthecrypticsymbolsintheircombinations..writefewofthem downonpaper

foreachrule,thenitallbecomesclearandeasy.Youdon'tneedtomemorizeanything--

when an understandingcomesbylogicthen theruleswillsticktoyourmindby

themselves,withoutanyeffort.Andforalongterm memorizingthere'snoneedeither,

becausethat'sjustanexampleforassistingyouincreationofyourowncodelater.
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17.2d-01 Basicrulesofthecode.

o Rule01a:

Onlyacombinationofthesymbolspresentinthelistofcrypticsymbolscancreate

anaccessroutetorealsymbols,commandsandmodifiersinthematrixofrealsymbols.

Newbaseglyphs,createdlateronthego,canbeusedasattachmentbaseforthecryptic

symbolspresentinthelist,butthenewbaseglyphsontheirownwillnotprovideany

accessinformation.

o Rule01b:

Noseparatecrypticsymbolcanevercorrespondtoarealsymboldirectlyasa

simplesubstitution.Crypticsymbolsrepresentgenerallocations,areasanddirectionsin

thematrixofrealsymbols,indifferentcombinationscapableofrepresentingspecific

locationsinthematrix.

o Rule01c:

Allsymbolswhicharenotincludedinthelistofcrypticsymbolsmeannothingfor

theencryptionprocess,thuscanbeadded(created)asnoiseanddesignelementsduring

encryption,andtheywillbeskippedduringdecryption.

o Rule01d.

Thewriting/readingorderofcrypticsymbolswithinonewholehieroglyphwithall

theattachmentsandseparateadditionalsignsarespecifiedbydefault.Thenumberswith

thelettersinbracketsshowthesectionsofcrypticsymbolsinthelistofcrypticsymbols,to

whichthesubruleofreadingorderisapplied.Thewritingordermaydiffer,dependingon

designoftheglyphandconvenienceofwriting,alsoduetothecorrectionsmadelater

(whenpossible),butreadingorderisstrictbythesubrules(bydefault).

Readingorderisasfollows:

0.-(Readthesubrule9.)

1.-Baseglyph(1,2b,7,8e,9C);Thelongverticalcorrectionsymbols(9B)are

written/readfromtoptodown,allattachmentsbythesubrules;

2.-Attachmentbelowthebaseglyph(8f);

3.-Attachedmodifieronthemiddleleft-sideofsometypeofbaseglyph,inthe

beginningofacontinuingline(8d);

4.-Attachedmodifierontheupperleft-sideofsometypeofbaseglyph,crossing

throughtheline(firstfourof9A);

5.-Attachedmodifierontheupperright-sideofsometypeofbaseglyph,crossing

throughtheline(lastfourof9A);

6.-Separatesignbelowtheglyph(2a,4,6);

7.-Separatesignabovetheglyph(2a,4,6);

8.-Attachedmodifierintheendoftheglyph,attheconnectionpointwitha

followingglyph(3);

9.-Separatesignbetweenglyphs,orafterglyphifit'sthelastglyphintheblock(5)

(block-allconnectedhieroglyphs).Iftheseparatesignisbeforeasinglehieroglyphor

beforethefirstglyphinablockofglyphsthentheseparatesignofthesection(5)isread

veryfirst,beforesubrule'1.',andinthiscasesubrule9issubrule0.
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-̂Ifsomepartofawholehieroglyphasdescribedinthesubrulesoftherule01dis

notpresentthenthesubruleisskipped.Thesameappliestothebaseglyphiftheused

glyphinciphertextisnotpresentinthelistofcrypticsymbolsandthenewlydesigned

glyphisusedinsteadasanattachmentbaseforadditionalcrypticsymbols.Thelatter

appliesonlyifthebaseglyphisusedforanassistancewhenthesetofsymbolsinthe

previousglyphisn'tcompletetospecifyalocationinthematrixofrealsymbols.

o Rule01e:

Ifacrypticbaseglyphhasdifferentmodifierswrittenonit,whicharerepresenting

thesamedimensioninthematrix,ordirectlyfollowedbyanotherglyphrepresentingthe

samedimensionasapreviousmodifierbelongingtotheset(set=onecombinationof

crypticsymbolslocatingoneprecisepointinthematrix),whiletheprevioussetisn't

completed,thenthelatestcrypticsymboliscounted,cancellingpreviouscrypticsymbols

withthepositioninformationinthesamedimension.

(Thisruleisparticularlyconvenientwhenyoumakeanerrorduringwritingand

noticeitstraightaway--thenyoudon'tneedtoerasethesymbolortotrytocorrectitby

writingover..youcanleavetheerroruntouchedandwriteanothersymbolrepresenting

thesamedimensionwiththecorrectlocation.Whenneededthenseveralpositionsinthe

samedimensioncanbeappliedwithinthesameset,inwhichcasetheyarepointedoutby

additionalcrypticsymbolsasallvalid--theseadditionalsymbolsaren'tspecifiedinthis

exampleofencoding,buttheycanbecreated.)

o Rule01f:

Ifacombinationofcrypticsymbolsisspecifyingarealsymbolinthematrix,butin

thecombinationthereareadditionalfeaturesnotpresentedinthelistofcrypticsymbols,

thenthecodeisvalid,discardingadditionalnonexistentfeaturesasnoise.

o Rule01g:

Ifabaseglyphisnotinthelistofcrypticsymbolsbutstillhasadditionalfeatures

andmodifiersattachedwhichcorrespondtothecrypticsymbolsinthelist,thenallof

themarediscardedasmeaninglessnoise.Anexceptionismadewhentheglyphiscreated

toassistincompletingasetofrulesstartedwiththepreviousglyph,topinpointprecise

locationinthematrix,ortocorrectanerror.

o Rule01h:

Norealsymbolsusedwithintheciphertext(mixedintothecode)canever

representtruerealsymbolsandarediscardedasadistractionandnoise.Allrealsymbols

arecountedonlyinanencryptedway.Thesamerulegoesforspaces,linebreaksetc.--

theseareusedonlyasdesignelementsandarenotrepresentingtruelocationsofthem.

(Forexampleifaquestionmarkiswrittenasrealsymbol'?'withintheciphertext,aftera

blockofhieroglyphs,itdoesn'trepresentaquestionintheencryptedmessage,andeven

notanendofaword--wordstoocanbeandmustbetakenaparttoseparateblocks)
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17.2d-02 Basecrypticsymbols(BCS).

[BCS:sections1,2b,7,8e,9B,9Cinthelistofcrypticsymbols.]

o Rule02a:

Baseglyphsintheupperline(1)ofthelistofcrypticsymbols(further:C-list)have

nospecifiedruleordesignatedencryptionvalue,allowingforattachedcrypticsymbols

(ACS)andseparatecrypticsymbols(SCS)tospecifylocationinthematrixofrealsymbols

(further:R-matrix).(Incomparisontonewlycreatedbaseglyphstheglyphsinthelistwill

alwaysmarkadditionalsymbolsasvalid,regardlessofassistingfunctionorseparateuse.)

o Rule02b:

GlyphsinC-listsection2baremultipurposenumericaldesignators.Theywill

neverrepresentrealnumbersassimplesubstitution,buthelpincorrectingerrorswhena

locationinthematrixmustbechangedbyanumberofstepsbackorforth.Alsootheruses

canbedesignated,withoutsingleapplicationbutonlyincombinationwithotherglyphs.

o Rule02c:

GlyphsinC-listsection7Aspecify3x3blocksof9x9matrix(R-matrixblocksa-d,a-e,

a-f;b-d,b-e,...),whichinreverseversionwritingspecifytheuseofR-matrix2.(Symbolsin

C-listbetweenthesections7Aand7Baretheexamplesofreversewritingofthesymbols

inthesection7A,notwrittenoutforallsymbolsbutlogicallyeasilydetermined).

o Rule02d:

GlyphsinC-listsection7Bareusedforspecifying3rddimensionofthematrix(R-

matrixcolumnsj,kandl,sameonallsections),inreverseversionwriting(thesecond

columnofC-listsection7B)specifyingtheuseofR-matrix2.TheglyphsinC-listsection7B

arereadfrom bottom upin each block,allblockscorrespondingtoR-matrix3rd

dimensionj,kandl.

o Rule02e:

GlyphsinC-listsection8especifylocationwithinseparate3x3blocksofR-matrix

(m-g,n-g,o-g,m-h,n-h,correspondingtorealsymbolsofalphabetfrom atoe).TheC-list

section8columnsa,bandcspecifylocationinthethirddimensionoftheR-matrix

(correspondingtoj,kandl).

o Rule02f:

GlyphsinC-listsections9Band9Carecorrectionglyphs,meantforoverridingany

ofthemistakenlyspecifiedlocationswithinpreviouslywrittencombinationofcryptic

symbols.
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17.2d-03 Attachedcrypticsymbols(ACS).

[ACS:sections3,8d,8f,9Ainthelistofcrypticsymbols.]

o Rule03a:

TheattachedcrypticsymbolsoftheC-listsection3specifythelocationin3rd

dimensionoftheR-matrix,indifferentvariationsofwriting.

o Rule03b:

TheACSinthesection8dand8fofC-listspecifylocationwithinseparate3x3

blocksofR-matrix.Thecolumns8a,8band8cspecifylocationinthethirddimensionof

theR-matrix.(SimilarlytotheRule02eaboutbaseglyphs).

(NoticethattheACS8f,everysingleoneofthem,canbewritteninmanydifferent

waysashintedinthelist.TheshortlinecrossingthesixsymbolsoftheACS8farejustone

exampleofmodifyingthem --thecrossinglinecanbeextendedwithdifferentendings.

AlsothefirstthreeoftheACS8fhaveanotherversionofwritingshown,whichappliesto

allofthem--thedifferentwritingisconvenientwhentheACSisusedwithdifferenttypes

ofbaseglyphs,forbetterdesignoptions.TheACS8fcanalsobewritteninareverse

version,flippedhorizontally.Indifferentcombinations--with/withoutline,flipped/not

flipped,short/longversion--everyACS8fcanbewritten1x2x2x2=8differentways,and

that'sonlyonthisexample..therearewaymorewaystoplayaround,byaddingadot,or

fewdotsbesidestheACS,andsoon.Thepowerofhandwritingagain.)

o Rule03c:

TheACSinthesection9AofC-listspecifytheuseofR-matrix1or2(asafter

applyingthemodifierR1'ae'ij,instepofonerealsymbolonly),indifferentvariationsof

writing,includingunspecifiedextensionstotheACS9A.Thesearetheexceptional

attachmentswhichcanbeelongatedtoproducedifferentdesignelementswhilenotbeing

discardedasnonvalid.Whenthesymbolsarewritten(withwhateverdesign)ontheleft-

sideofabaseglyphtheyspecifytheuseofR-matrix1,ifontheright-sidethentheR-

matrix2.
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17.2d-04 Separatecrypticsymbols(SCS).

[SCS:sections2a,4,5,6inthelistofcrypticsymbols.]

o Rule04a:

TheSCSin thesection 2aofC-listareassistingmultipurposenumericalor

functionaloperators,forspecifyinglocationsinmatrixorcorrectingerrorsinother

crypticsymbols,orhavingotheruses,forexampleforpointingoutspecificareasofa

ciphertextwithoutchangingthecodeitself.

(Inthelisttherearejustfourexamples,whilethereareliterallyhundredsofways

towritethesesmallseparatesymbols-insteadofcirclecanbeatriangleorasquareand

thesecanbefilled,nothollow,thesmalllinecanbewithinvertedextensions,many

differentkinds,thesecanbeinseverallocationsextendingfomthecircle(triangle,square)

andsoon.Alsotheycanpointindifferentdirectionswhilehavingthesamedesign,with

changeinvalueofencoding,orwithoutachangeinvaluedependingincontext.I'm not

usingthem intheexample,butIstillwrotethem downtogiveyouanideawhatcanbe

doneifsuchexternalmodifierswillbeneededforsomepurpose.)

o Rule04b:

TheSCSinthesections4and5oftheC-listspecifyandmodifyreadingpatternsof

crypticsymbolswithinhieroglyphs(thesubrulesoftherule01d),thereadingpatternsof

wholehieroglyphswithinblocksandandthereadingpatternofblocksofhieroglyphs.

Symbolsinsection4areusedabovebaseglyphsandsymbolsinsection5areusedonthe

sidesofbaseglyphs.Ifusedinwronglocationsthesymbolslosetheirencryptionvalue.

(Again,thisisjustanexampleofpossibleuseofadditionalcrypticsymbolsandnot

incompleteuseherefornotwastingtimeonallofthepossiblerulesindetail.ButIwrote

theruleoutingeneraldescriptionbecausethesecanbeveryusefultoolswhenyouhave

forgottenawordorletterduringencryption,writeitoutlaterandneedtoswappositions

tohaveacorrectsentenceorword.Andyoucanchangethesubrulesofreadingpattern

whennecessary.)

o Rule04c:

TheSCSinthemiddlepartofthesection6ofC-listspecify3x3blocksof9x9matrix

(a-d,a-e,..),whenaddedtoBCS-sinline1ofC-list,ortotheglyphsintheblocks8eofthe

samelist.Theyalsospecifytheuseofmatrix1or2oftheR-matrix,dependingon

single/doublewriting,orx/oforthemiddlesymbol.

o Rule04d:

IftheSCSinthemiddlepartoftheC-listsection6areusedtogetherwithbase

glyphsfromsection7,theSCSofsection6(middlepart)willcorrect(notoverride)thebase

glyphs.Correctingheremeansmodifyingthevalueofabaseglyph--thusthefinalvalueis

dependentonthevalueofthebaseglyph,butnotgivinganindependentvaluewhich

wouldoverridethebaseglyph.InthatcasetheSCSdonotspecifytheuseofmatrix1or2,

whichis1bydefaultandifneededthenspecifiedbyanothercrypticsymbol.

(Thisexampleismadeforshowingdifferentuseofthesamecrypticsymbols,

dependingoncontext.)
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o Rule04e:

TheSCSintheperipheralpartsofthesection6ofC-listspecifylocationswithin

separate3x3blocksof9x9matrixofrealsymbols(g-m,g-n,..),andcorrectthelocationsif

usedafterothercrypticsymbolsthatspecifylocationwithinthe3x3blocksof9x9matrix,

similarlytotherules04c/d,butwithin3x3blocks.

(Ishouldhaveusedthemiddlepartsymbolsforspecifyinglocationwithin3x3

blocks,butthat'showitcameoutintheend.InitiallyIwasplanningtousetheoutsideSCS

ofthesection6forotherpurpose,that'swhytheyaren'twrittenoutclearlyinthesame

orderasthemiddlepart,inaseparatesection.Nowfewofthesymbolsareoverlapping,

butthat'sonlygoodforsafetyofthecode.Yousee,there'salwayswaystoimprovea

method,bothforclarityandforcomplexitywhileincreasingsafety--nocodecomesout

perfectfromthefirsttime,evenafteryearsofpractice..orperhapsit'scorrecttosaythat

I'vebeenjusttooconfident,soIcompletedthesymbolsasfastasIcouldandcontinued

rightonwiththerules.Thisisademocodeafterall,somakingmistakesandcorrecting

themlaterisonlygoodforshowingtheprocessinthebook,thusIseenoreasontomakeit

alloverandperfect.)

Anote:TheC-listsection6middlesymbolsarewrittenoutintheexactorderof

application,whiletheoutersymbolswillforceyouintoalittlebitofaguesswork(for

training)asI'mnotexplaininghereindetailhowthey'reordered.Imaginethatyoufound

alistofcrypticsymbolsofsomeoneelse,withoutexplanationattached,andtrytofigure

outtheorderinit--beforashorttimeintheskinofaspyandcryptanalyst--itwillonly

helpyouduringcreationofyourowncode.Forahint--lookatthedesignofthesymbols..

allofthemaredesignedinaclearlogicalfollowing,notatrandom.

AnothernoteabouttheCS(particularlySCS)intheC-list:Foracompactoverview

ofthelistnotallofthesymbolsarewrittenoutineverywaythey'reusedduring

encryption.Somesymbolsarewrittendowninawaythatitiseasytodeterminetheother

options,whicharelogicallyfollowingfrom therules.Thiswayofwritingwon'tbe

confusingthecreatorofthelist,becausethecreatorknowswhat'sthepurposeofthe

symbols,andwhichvariationsofthesymbolsareconsideredvalid,discardingtherestof

possibilities.Itonlymakesthelisteasiertoread..andeasiertomemorizethelistpriorto

eliminatinganytracesoftheimportantencryptionkey.
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17.2d-05 Creatingadditionalrules.

o Rule05a:

Previouslydescribedrules(01to04)maybemodified(becomedifferent,specific

forcertainareaoftheciphertext).Themodificationoftherulesdoesnotmeanthatthe

oldruleswillbediscarded,butthatthenew rulescanbeverysimilartotheoldones,

simplyappliedforencryptiondifferently.Themodifiedrulesmustbecompatiblewiththe

previouslyusedrules,notcancellingorcontradictinganyoldrule,ifthenewrulesare

usedwiththeoldrulestogetherwhilealloftherulesremainvaild.Ifanewrulehappento

contradictanoldrulethenthenew ruleoverridestheoldone,whiletheoldrulestill

remainsinuseinregularcases,withouttheuseofthe(new)modifiersinspecificlocations

andcombinationswhichwouldapplythenewrules.

TheSCSofthesections4and5oftheC-listcanbeusedinspecificcombinations

(whicharenotmeantforusetodefinecertainreadingpatternsofthecrypticsymbols)to

locatetheuseofthenewrules.

o Rule05b:

Forspecifyingthenewrules,unusedcombinationsofSCSfrom theC-listcanbe

utilized.AlsocompletelynewBCS,ACSandSCScanbecreatedforspecifyingthenewrules,

ifthesesymbolshaven'tbeenpreviouslyusedasnoiseduringencryption.Thenewrules

areanoptionforencodingdifferentdataindifferentways,andwhendifferentlevelof

encryptionhardnessisrequired.Thenew rulesarecreatedwheneverneeded.Once

createdandusedforstoringdata,thenewrulesbecomeapermanentset,incorporated

intotheencryptionmethod.Sincethenewruleshavebeenusedduringencryptionthey

cannotbemodified--thecrypticsymbolsusedforspecifyingthenewrulesmustbeadded

totheC-listandmemorized.

o Rule05c:

Whenthenewrulesofencryptionaredecided,ifspecificcombinationofSCSfrom

sections4and5oftheC-listareusedorcompletelynewcrypticsymbols(whichhaven't

beenusedasnoise)decided,thentheexitcombinationofthecrypticsymbolsmustalsobe

decided,whichwillendthenewencodingruleswithinciphertext.

Asanoption,itcanalsobedefinedifthenewrules,afterthenewspecificmodifier

ispresent,isapplicabletoanycontentandinanycontext,oronlyincertaincases,without

whichthenew modifierisdiscardedasnoiseandtheencoding/decodingwillcontinue

withregularencryptionrules.

Anexceptionfrom definingtheendingmodifiertothenewrulescanbemadeto

thosenewruleswhichbydefaultareapplicableforafixedlengthofaciphertext,likefor

oneword,onesentence,asetofnumberswithinencryptedmessage,orablockofglyphs,

andsoon.
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Anote:theerrorcorrectiontoolsonC-listsection9canbeusedasnoiseanddesign

elements,toavoidrepeatingsimilarcombinationsofsymbols(CS)toooften--youcan

writedownsomethingdeliberatelywrongandcorrectitrightafter,doingwhichincreases

securityoftheciphertextagainstattacks.Youcanalsousethem afternewlydesigned

hieroglyphsthatcarrynoinformation,thusthecorrectiontoolswillbenonvalidaswell.

17.2e Writingsample.

Duringpracticingit'salwaysagoodideatoverifytestscriptsmuchlater,after

givingyourselfatimetoforgethowyouencodedthem,thenapossibilityforarepetitive

errorissmaller.

Findifthere'sanerrorinthesample--sincewritingitinabout10-12minutesand

takingapictureIhaven'tactuallyverified..noneedforitIthink..andifyoudofindan

errororevenfewerrorsinthescriptthenyouwillstillbeabletodecryptthemessage,

whichwillbeaperfectexampleoftheusefulnessoftheencryptionmethod.

Ifyouhavepaidagoodattentionandactuallycomparedtherulesofencoding

withthecrypticsymbolsintheC-listandrealsymbolsintheR-matrix,thenyouhave

noticedthattheuseofsomecrypticsymbolsinC-listhaven'tbeendescribedinevery

detail.Insomecasesonlythegeneralpurposeofthemhasbeengiven.Withtheencoding

ruleswhichIdiddescribeindetailalloftherealsymbolsandfunctioncommandsintheR

-matrixcanbelocated.

WhenIwascreatingthedemoversioninmymindandwritingdownthesymbols,

allofthecrypticsymbolsweremeanttobefullyoperational.WhenIbeganwritingdown

therules,andlaterdecidedIwillneedtochangetherulesforeasieranshorter

description,apartofchangesIalsoleftoutfrom usesomesetsofsymbols.Letthem be

thereintheC-listforyoutoplayaroundwith,fortrainingpurpose.AsI'mnotplanningto

writenewexamplesofciphertextwitheverysinglerulewhichIhadinmymindduring

creationofthedemocode,Iseenoreasontodescribealloftherulesindetailneither.For

decryptionoftheshortmessagewithinthesampleaboveyouhaveallthenecessaryrules

described,andit'sevenmorethanyouneedtounderstandtheentirecreationprocess.

Beforeyoubegintocreateyourowncodefromscratch,ifyou'reabusypersonand

notsureyetifyouwanttospendmuchtimeoncreatingyourveryownoriginalcode,then



AdvancedHandwritingCryptography

-83-

here'saneasywaytotestitoutinfewsteps:

1-Draw anemptymatrixwiththesamedimensionsastheR-matrixinthe

example;

2-Writeinto matrix onlynecessaryrealtextsymbolsmakingyourown

arrangementofthesymbols.Fortestingyouonlyneedalphabet,numbersandfew

punctuationmarkslikecomma,period,!,?,spaceandenter(formarkinganew line),

that'sit.It'seasyandfasttodo.Youcanrepeatallofthesymbolsinseverallocationsto

betterfillthematrix,stillleavingsomeemptyspaces;

^..Ifyou'reaVERYbusy(orverylazy)personthenyoucanskipthesteps1&2

andtousetheverysamematrixoftherealsymbolsgivenintheexample,forsparing

yourselffromlosingvaluabletimeandfromhardphysicallabor;

3-UsethesamecrypticsymbolsgivenintheC-list;

4-Changetheorderofthecodesymbolsinthelist--simplyswapsomeblocksof

thesymbols.Fornotmessingaroundwithwritingthemallagain,printoutorcopytheC-

list,cutwithscissorsthelistofsymbolsintoseparateblocksandrepositiontheblocksat

yourwill.

^..Youcanalsoskiptherearrangementofthecrypticsymbols,goingtothenext

(mostimportant)step.

5-Createyourownrulesforpracticingthemethod,toseeifthemethodis

convenientforyourpracticalneeds.Youdon'tneedtowritetherulesdown,andit'seven

betterNOTtodoit..simplyimagineinyourmindtheprocessofaccessinginformationby

theCSintheR-matrixbyyourownrules.

.̂.That'sactuallytheonlyimportantpart--creationofyourownrules--totryout

ifyoulikethemethodingeneral.Writingcrypticsymbolsisalsogoodtotry,butusingjust

adifferentarrangementoftheCSgivenintheexampleisn'taverycreativeprocess,while

creatingyouownrulesis.

Withthatquickselftestofcreatingoriginalrulesofencryptionyou'llhavea

practicalhandsonexperiencebeforetheentirecreationworkfromzero.Itwilldefinitely

bebeneficialforthecreationprocessasitwon'tbeyourfirsttimeanymore.Havinga

previousexperienceisalwaysagoodthingwhencreatingsomethingpermanent,then

perhapsyouwon'tevenneedtodiscardyourfirstfullattemptlater,tobegincreatinga

newandbetterpersonalcode.

Acodewhichyou'llbeusingforencryptingsensitivedatayoumustcreate

from scratch.Everypartofyourowncode,whichyou'replanningtouseduring

entirelifetime,mustbecreatedonyourownwithoutcopyinganypartofitfrom

here.Writingtechniqueofthecrypticsymbolscanbeused,butnoneoftheready

glyphsthatareintheexamples.Itismandatoryforsafetyreasons.

Ifyou'replanningtoshareacodewithsomeoneelseforexchangingencrypted

messages,whichwillbeadifferentcodefromyourownveryprivatecodeofcourse,there

aremorebenefitscomparedtoregularnonencryptedletters,apartofjusthidinga

messagefrom thirdparties.Withthisencryptiontechniqueyoucanwriteinasingle

stream ofaciphertextseveralmessagesmeantfordifferentpeople.Bycombiningina

singlestream ofaciphertextdifferentsetsofcrypticsymbols,whichdon'toverlap(orif

theydo,thenaremarked/discardedbyadditionalattachedsymbolsspecifictotheset),
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eachpersoncangetonlythemessagemeanttohim/her,discardingasnoisethesymbols

whichdon'tbelongtothecorrectsetofthemethodathand.Itprovideswiththepossibility

to transferwritten encrypted messagesto differentpeoplewith added comments

particulartoeachone,withspecificsknownonlytothem,inthesamewrittenletter.With

thisisalsoensuredthattheletterspertinenttoanissuearealwaysdeliveredtoall

requiredrecipients,becauseinlossofaletteranyonecancopyhis/herownletterand

handitovertoanotherone.Ontopofthatitalsoensuresthatthefullmessageisreceived..

themessagetoeachpartremainsintactaslongaseveryonereceivesthefullmessage.

How'sgoingbytheway?Didyoudecodethemessageinthemedium levelcipher

text?Now imagineforsomeonehavingnomatrix,nolistandnorulesavailable,to

attemptcrackingthecode..thatexampleshouldbeenoughtocreateconfidenceinthe

encryptionmethod.
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18 Exercises.

Forimprovingyourskillsinthecryptographymethodwithhieroglyphsthereare

onlytwospecifictypesofexercisesneeded:toimproveattentiontodetailwithinthe

glyphsandtoimprovetheskillofdrawingtheglyphswithalltheattentiontodetail.All

theotherskillsnecessaryfortheencodingmethodarenotsospecifictothemethod--

manyotherfieldsoflifetrainyouingeneralskills.

Obviously,thosewhohavelearnedthelanguageswhichusehieroglyphicwriting

aremuchbetteroffinthismethodofencryption,butatthesametimethispreviousskill

ofwritingdifferentkindofglyphs-withcompletelydifferentrules-mayevenbean

obstacle.Exercisesaregoodforall,withanybackgroundinlanguages.

18.1 Attentionexercises.

Withyourfriendsyoucanhelpeachotherwithsomevisualattentionexercises.

Youcanwriteonpaperwhateverscript,initiallywithoutanymeaning,copyit,then

changejustafewsymbolsalittlebitinoneofthescripts--forexampleextendalineora

curveoraddalinewithanangle,andthencopythemodifiedscript.Thenaskyourfriend

tospotthedifferenceonthetwocopiesofthescript.

Anexample1,part1-originalscript:

Anexample2,part1-originalscript:

Theoriginalandmodifiedscriptsmustbothbecopiedbecausethenonecan't

figureoutthechangesmadebytheappliedextraink.Theexerciseshouldfirstbemade

withbiggerdifferencesinscriptsandgraduallywitheversubtledifferences,upto
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reasonabledegreeofcourse,forapracticalscriptwritingpurpose.Whilemakingchanges

trytosticktothelogicofhieroglyphicwritingdescribedinthebook--notallthe

differencesbetweenhieroglyphscancountasdifferencesinencryption--youwillnever

beabletowritethesameglyphsabsolutelyidentical,makingratherhugelydifferently

lookingglyphsatfirstglance,butwithexactlythesamevalue,thusonlytherelevant

changestohieroglyphsmustbemaderightfrom thebeginning,evenforthevisual

attentionexercises.

Thescriptcomparisonsamplesshouldbeshownseparately,nottogether,tohavea

bettereffectontrainingmemoryandattentiontodetail.Ifonecannotspotthedifference

thenbothcopiescanbeshowntogethertofindthedifference.Thennewexamplescanbe

createdrepeatingtheprocess,showingfirstthedifferentscriptsseparately.Aftersome

practiceeveryoneshouldbeabletoseethewholepictureandbeabletospotthe

difference(inshortscripts)withoutlookingatthembothatthesametime.

Thesearetwosimilarlookingbutfarnotidenticalscripts(partoneoftheexercise

isonthepreviouspage).Findthedifference--justone.Thislittledifferenceinwritingwill

makeabigdifferenceindecipheringthecode:

Anexample1,part2-modifiedscript:

Anexample2,part2-modifiedscript:

Inthemodifiedscriptofthesecondexampletherearefourdifferencessignificant

fortheencryptionmethod.Tryfirstfindthedifferencesbyvisualmemory,andonlyafter

thefailuretofindallthefourdifferencescomparethetwoscriptssidebyside.

18.2 Drawingexercises.

Evenifyou'regoodatdrawing,havingalotofpracticeinprecisehandmovement,

drawingthehieroglyphswhichhaveameaningineveryline,dot,curveangleandsoon,
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isquitedifferentcomparedtoanapproximaterepresentationofthingswherefewlines

moreorlesswon'tmakeanydifference.AlsotheChineseandJapanesehieroglyphsdonot

compareinprecisiontodrawinghieroglyphsforcryptography--itrequiresmuchmore

attentiontodetailthanjustgenerallookofsomethingrepresentedinfewalmostcareless

lines.Youmustkindoflearntodrawagain,nomatterwhatyourexperience.

That'sprobablyhowyou'llbegintodrawglyphsinmystyleofwriting..

HereIgiveyousomeexamplesofglyphstodrawlinesoverthemwithevergreater

detail(youdon'tneedtopracticeonthispage--therearepagestoprint/copyintheendof

thebook--chapter28,withtheexercisesaswell)..

Thesimplestglyphs,thebeginning..

Morecomplexandconnectedglyphs(asintheseglyphstherearemoredetails-

whichareimportant-andhardertounderstand,Iincludethesamplescript)..

Afterseveralofthesimplestexercisesiseasiertobegincreatingyourowncryptic

symbolsofwhateverdesignpossible.AsImentioned,intheendofthebookthereare

manyglyphstopractice,onthepagestoprint/copy..youcanenlargeacopyifnecessaryin

thebeginning,andlatertomakeanothercopymuchsmallerforthesameexercise.
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19 Commercialusesofthecryptographymethod.

Apartofsecuringsomedatafrom accessbythirdpartiesthereareotherusesof

theencodinginhieroglyphicwritingaswell.I'mdescribingsomeotherusesofthemethod

inotherchaptersbriefly,buttothecommercialuseofthemethodIdedicateentire

chapter.Notonlybecauseitneedsmoredetailedexplanationbutalsobecausewhile

implementedincommercetheencryptionmethodwillbecomepopularfasterthanwith

simplepromotion.

19.1 Crypticmessagesproject.

SometimeagoIsenttomanymarketinganddesigncompaniesaroundtheworlda

letterwithaprojectinvolvingmycryptographymethod.Iwastryingtofindinterestina

projectwhichwouldhelptopromotedifferenttypesofproductsusingmessageswhich

consumerswouldneedtodecrypt,togetaprizefortherightanswer.ObviouslyIwas

keepinginmindthemostbasicversionoftheadvancedencryptionmethod(describedin

thechapter17.1),otherwiseitwouldbeanimpossibletasktofindacorrectanswer.

Here'sanexcerptfromtheletter.Fromtheoriginalletterareexcludedsomeparts

liketheexamplesofthescript,linksandcontactinformation:

/.../

Theprojectismeantforpromotionofdifferentconsumerproductsinauniqueway,

byusingencryptedmessagesontheproducts,toletbuyerstoguessthemeaningofthe

messages.Itbringsanextrainteresttotheproductsandapossibilitytowinprizesforthose

who happen to guesstheencrypted message(s)correctly.Themessageswillbein

handwritingcryptography,whichisaestheticallybeautifulandprovidesadditionaldesign

valuetotheproducts.Themessagescanbeputonvineglasses,cups,plates,pens,postcards,

designerfurniture,lamps,handbags,T-shirtsandothertypesofclothing,foodpackagesand

manyothertypesofproducts.Thecrypticmessagescanalsobeusedforalotterytypeof

gamesandonpublicpromotionalads,tobringanextracuriosity.Thehandwritingmethod

isdevelopedbymeandiscompletelyoriginal.

ForthepurposeofpromotionofproductsIwillcreateasimplifiedmethodof

encryptionforeachproduct.Thematrixofsymbolsused(alphabet,numbersandtheir

positioninthematrix)willbeforpublictoseeonthewebsiteoftherelatedproduct.Thekey

foreachdifferentmessagewillbesecret(waytoaccessthealphabetandnumbersbythe

crypticmessage).Betweenthosewhoguessthemessagerightwillbesharedaprize(or

severalprizesintheorderoftherightguessesmade--firstrightanswergetsabetterprize).

Thecrypticmessagewillbemadepublicandprizeswillbegivenaftercertainamountof

productswiththespecificmessageissold.Iftheproductissoldoutbutnobodyhascorrectly

guessedthesecretmessage,thenmoreproductswillbeputonmarketwiththesamesecret

message,theprizeforguessingitrightwillbehigher,andsomehintsaboutthesecret
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messagewillbepublishedontheproduct'swebpage.Ifaproductwon'tsellenoughthenthe

prizeforguessingthecrypticmessagecorrectlywillbemadehigher,whilethepriceofthe

productdon'tneedtobelowered.Whenthecorrectguesshasbeenmade,thenalsothekeyof

thecodewillbemadepublic,togetherwiththemessage,soanyonecanverifyitsvalidity.

Afterenoughproductsissoldandtherightanswerarrived,thenthepricefortherestofthe

products,withalreadypubliclyavailablemeaningofthemessage,willbelowered,whichis

anadditionalmarketingtool.Anew crypticmessage(usinganew key)willbeputon

followingproducts,whichwillbesoldforhigherpricetillthemessageandthekeyofthe

codewillbemadepublicagain.Dependingonproducttherecanbedifferentconditionsfor

participatingintheguessing--forsomeproductsanyonecanmakejustoneguess,forother

productsaticketofpurchasewillberequiredandacertainnumberofguessescanbemade.

Theencryptionmethodallowsalmostendlessflexibilitytoaccomodatethecrypticmessages

tospecificproducts.

/.../

RegardlessthatIsenttheprojecttoliterallyhundredsofwellestablishedworld

classcompaniesIreceivedonlyfew responses,allnegative(meaningnointerest).One

companyrespondedthattheydon'twanttoreadthewholeproject(whichIsentasan

attachmentandalinktothepageonmywebsitewheretheprojectwaspublished),

becauseastheyclaimed,theymaybealreadyworkingonasimilarprojectanddon'twish

tohaveanyissueswithcopyrightlater.Well,Irespondedtothatassertionthattheproject

isuniqueastheredoesn'texistanyencryptionmethodsimilartomine,atleastnotwhatI

know of,andIhavemadeaproperresearch tobeconfidentin thenon-existing

competitioninthatparticularmethodatthegiventime.ButIgotnomoreresponse.One

companyrespondedtomyprojectproposalwithaquestionasinwhichdepartmentofthe

companyIwouldbeinterestedtowork.IrespondedthatIwouldprefertoworkas

freelance,oncontractualterms,seeingmypartincreationofcodesforpromotingspecific

products.Igotnofollowupresponses.

19.1a Guessingofmessages.

Guessinggameisonlypossiblewhileusingthesimplest,straightlayoutofthe

alphabetinthematrix,andineasierversionsevenmadepublic,otherwiseitwouldbean

impossibletasktofindacorrectanswer.Onlytherulesandthelistofcrypticsymbols

mustbesecretforaguessinggame.Dependingonthelengthofamessagetherecanalso

bethelistofcrypticsymbolsmadepublic(ifthemessageisveryshort),keepingonlythe

rulessecretasthekeytoguess.Or,ifthemessagetoguessisquitelongthenthelayoutof

thematrix(thedimensionsetc.)canalsobesecret,onlypublishingtherealtextsymbols

(thealphabet,numbers)whichareusedinthematrix,inasinglestringofsymbols.

Ifduringaspecifiedtimenocorrectanswerhasarrivedthenonebyonecanbe

publishedessentialpartsofthekeys..thedimensionsofthematrix,theplacementof

symbolsinthematrix,thesymbolsusedinthemessage(oneorfewatatime),thelistof

crypticsymbolsinasinglestring,thentheorderedlistofthecrypticsymbols,thenfewof

therules..andifnobodyguessesthemessagecorrectlythentheprizecangototheperson

whosendsintherightanswerfirst,afterthefullkeyispublished.

Therearemanywaystoorganizetheguessinggame,bothforfunandforthe
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productmarketingends.

19.1b Creatingalottery.

Alotterywithhieroglyphscanbeverysimilartotheguessinggame,butwith

mathematicallypreciselycalculatedvaluestothelevelofcorrectnessofananswer.For

determiningprecisiontheremaybeusedlocationsoftextsymbolsinthematrix--the

closertotherightlocationtheguessedsymbolsthemorepointsonegets.Theeasiestway

todeterminepointsisbytheexactlocation--themoresymbolsguessedthebiggerthe

prize,whileonlyfullwordsofcertainlengthareacceptedforparticipation.Acondition

canbemadethatonlythewordsexistingincertainknownandpubliclyavailable

dictionariescanbeused,thentherewon'tbeanyissuesaboutsomehighlytechnicalword

ofsomeprofessiontobeacceptedornot.Whiledoingthelotteryonlinethat'saneasytask.

Thisapproachcanhaveanadvertisementbenefitbothfordictionariesbythelottery,and

forthelotterybythedictionaries.

Anotherwaytocalculatetheprecisionforalotteryisbythecrypticsymbols,when

participantsmustguesswhichpartsoftheciphertextcarryinformationandwhichparts

donot,beingincludedasnoisefor(better)hidingthemessageinthescript.Alsoboth

waysofcalculatinghitscanbeincluded,withdifferentprizesforeach,andthemainprize

forthosewhoguessboth:theexactwordinthemessageandthecrypticsymbolsused

withintheciphertextwhichcarryinformation.Therearemoreoptions,buttomakethe

lotteryofahiddenhieroglyphicmessageevenmorecomplexwouldn'tproduceavery

attractivelotteryforalargerpublicinmyopinion,butyouneverknow --Imay

underestimatethepublicinterest--thelotteryusingcryptographicmethodmaytakeoff

wildonceithasbegan.

Inmakingthelotterymorecomplextheexactdimensionsofthematrixofreal

symbolscanbeguessed,thenumberofcrypticsymbolsinthelistcanbeguessed,andthe

numberofrulescanbeguessed.Perhapstherearemorewaystoaddguessingvalues,but

thatisn'tneededanymore..thelotterywouldbecometoocomplexeventobeginreading

therulesofthelotterygameitself.

Whenlotteryissimpleenoughforalmostanyonebeingabletounderstandthe

rules,thenitmaybeagameonthespot,towinaprizelocally--aproduct,orabonustoa

productthathasbeenpurchased,givingtherightforafreelotteryticket.

19.1c Promotionalads.

The promotion ofproductswithouta secretmessage,butstillusing the

hieroglyphicwriting,canbedonewhenacompanyadoptsalreadyanexistingand

publiclyavailablecode,forexamplefrom pastguessinggameswiththekeyofthecode

availableonthecompany'swebsite.Thusoncepopularguessingofthecodecancontinue

asatrademarkencryptionmethodfortheproductline.Acompanycanalsodevelophis

ownsimplecodewithoutapreviousguessinggame,whileinthecommercialsthespy

themecanbeutilized--therearemanypopularspythrillerswhichcouldlendathemefor

acommercial,andofcourseoriginalmotivescanbecreated.Thespythemewillnevergo

outoffashionaslongashumanculturecontinues.
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19.2 Crypticsignatures.

Asimplesignatureiseasytofake.Therearesecuredigitalsignaturesinusethese

daysbutallhuman legaltransactionswillneverbedigitallyconfirmed.Common

handwritingsignaturewillremaininuse.Herethecrypticsignaturemaycomeforhelp

againstmisuses.Acrypticsignaturewillbehardertofakeanditwillalsoprovidealevel

ofconfidentiality,incaseswherethenameisn'twrittenonthedocumentbutonlya

signatureisrequired.

Forusingacrypticsignaturetherecanbeusedthemostbasicversionofthe

advancedencryptionmethod(describedinchapter17.1),whichtakesonlyafewminutes

tocreatewhenyouhavedoneitbefore.Youcanchangethecrypticsignaturewhileit

remainsyours.Youcancreatethekeyofthecodeinasmallpieceofhardpaper,protectit

withaplasticcover,andcarryaroundlikeotherdocuments.Whenanoccasiondemands

tosignsomethingandit'spermittedtodoitinencryptedwaytohideyournamefrom

otherswhosignthesamepaper,theninsteadofyourknownsignatureyoucancreatea

crypticsignatureonthespot,usingthekeyyoucarrywithyou.Theninanotherdocument

youcanuseadifferentcrypticsignaturesootherscan'trelatethedocumentsasbothbeen

signedbyyou.Butthenneededtoprovetheauthenticityofyoursignatureyouwillprove

itwithyourkey,whichisn'tsecretbutsimplynotavailabletoanyone,likeyourpassport.

Thekeycanbecopiedandkeptinasecurelocationasabackupincaseofloss,and

youdon'tneedtowriteyournameonthekey.Anyonewhofindsthelostkeywillnot

knowtowhomitbelongs,soadeliberateforgeryofasignaturebecomesimpossible--the

personwhofindsthekeywon'tknowthepersontoforgethesignature,exceptstealingthe

keydirectlyfromtheownerofthekey.Andeventhenitwillbeimpossibleiftheownerof

thekeywon'thavethefullkeywrittendown,keepingfewextraelementsinmemory,for

safety.Atthesametime,anyonewhofindsthekeycanuseit(evenifthekeyisincomplete,

withouttheextrasafetyelements)forsecuringhis/herownsignature(addingpersonal

safetyelements),orforsendinglightlysecuredmessagestosomeonehavingthecopyof

thesamekey.Theprobabilityofaccidentallyhavingidenticalkeywithsomeoneelse,an

unwantedparty,isextremelylowevenwithouttheadditionalsafetyelementswhichare

createdbyeachuserofthesamekeyandmemorized.thecodewon'tbeunbreakable

though,byotherusersofthesamekey,butthatisn'tneededforsignature--youonlyneed

theprotectyoursignatureagainstforgery.

Acrypticsignatureisdefinitelysaferthanasimplesignature.Youcancreate

severaldifferentcrypticsignaturesinadvancethedesignyoulikeandtopracticethemfor

abit.Thenyouwon'thavetoinventacrypticsignaturebythekeyonthespot,butuseone

oftheavailablecrypticsignatureswhichyouuseindifferentoccasions,allofthemvalid..

orevenanonvalidsignatureifneededduetosomesocialpressure,ifyoucan'trefusea

thingthatothersdemandyoutosign,soiflateryou'llgetintoacomplicatedsituationyou

simplywon'trecognisethesignatureasyours.

Forusingyourcrypticsignatureonanofficialdocumentwithyourwrittenname

onitthekeyofthecrypticsignaturemustberegisteredinsomeways,fornotclaiming

laterthatthesignatureisn'tyours,andtheauthoritiesmustbecapableofverifyingthe

signaturewiththekey,Isuppose,butthat'snotabsolutelynecessarybecauseinthese

occasionsyoucanuseyourregularsignature.
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19.3 Crypticorders.

Theuseofcrypticorderscanbeaccomplishedinasimilarwaytothecryptic

signatures,withthemostbasicadvancedencryptionmethod.Itmaybeutilewithin

companiesandalsobetweendifferentcompanieswhichareinaregularpartnership.

Insteadofcrypticsignaturetheencryptedpartswillbesomeitems,ordemands,or

whateverneeded,whicharewrittenonadocumentusingthehieroglyphicmethod,while

onlythededicatedpartiescanreadthemessages.Thenthedocumentcanpassthroughall

theotherdepartmentsanddeliverypersonswithoutdisclosingthesensitivepartsofthe

document.

19.4 Othercommercialuses.

Inacompanywhichhasmanyworkersthereareoftenmessageboardstothe

workersindifferentdepartments,whichalloftheworkersreadwhenarrivingtowork.

There'snoendtohumancuriositythussomepeoplereadthemessagesnotmeanttothem.

Noteverycompanyhasthemeansandeveneconomicbenefitforsettingupelectronic

devicesofcommunication,becausetheseneedmaintenance,repairandsoon.Thusthe

messageboardwillstillbethereformanyyearstocomeinmanylargecompanies.To

specifysomemessagesontheboardforreadingbythepeopleincertaindepartmentonly,

asimplestencryptedmessagecanbeputupontheboard,whilealloftheworkersinthe

departmenthavethekey.Ifsomeonehasadifficultytoreadthemessageontheboard

thenanotheroneinthesamedepartmentcanhelpout.Shakingupthecapacityofthe

braintofunctionproperlywillonlybebeneficialforacompanyinalifeofaroutine.

Encryptedmessagesinacompanydon'tneedtobeinacompletelysecretwriting.

Asteganographicwaymayalsobeused.Intheendofthebookonthepagestoprint/copy

(chapter28)Igiveanexampleofwritingcrypticmessagesontopofaregulartext.The

exampleofdifferentinsertedcodesareonthefirstfivelinesofthesampletext--youcan

practicewiththefollowinglinesonaprinted/copiedpageandthencopyitafteryour

crypticsymbolsarewritten,thenyouwillseehowmuchoftheaddedsignswillbelost

andhowmanyremainvisibleafterseveralcopies.

Almostanyfieldofhumannon-digitalcommunicationwhichneedssomepartsof

theinformationexchangetoremainconfidentialorsecuredmayfindthecryptographic

writingmethodusefulinsomeways,whileusingalightencryptioninbasiclevelorstrong

encryptioninmediumlevel.Thestrongencryptioninhighlevelismostlyforpersonaluse

only,forhavingacodewhichonecanusetheentirelifetimewithoutworries.
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20 Writingmusic.

AsImentionedinthechapter'Application'evenmusiccanbeencryptedusingthis

method.ManyyearsagoIevenmadeanattempttoencodemusic.Ihavestudiedsome

musicalinstrumentsasachild,inamusicschool,thustheideacamenaturallyatsome

point.Butthatattemptofencryptingmusicwasjustfun,notforapracticalpurpose.One

mustbeageniustowritemusicwithoutplayinganinstrument,thusencryptingnoteshas

nopoint--inmostcasesanyonecanhearwhatyou'retryingtocreatewhileyoupractice,

andafterall,musicisn'tsomethingyouwishtohidenormally.

Forsomemusicalinstrumentsthismethodofwritingmaybeuseful,foreasierand

compactreadingwhileplaying,withoutencryptinginasecretwayofcourse,simply

encodingforfastreading.Butformostcasesallthenecessarymusicalwritingtechniques

havealreadybeendevelopedperhapstothebestpossiblewayitcanbedone.Peoplehave

dedicatedtothistheirwholelivesthusthere'snoneedtodiscoveranewwaytodothe

samething.
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21 Advancedgamesfortraining.

AlreadyforsometimeI'vehadinmymindtheideatodevelopgames,forcreating

moreinterestinthemethodandthustraininginthecapacitytoreadthiskindof

hieroglyphicwriting.Oneexampleofthegamesisdescribedinthecrypticmessages

project(chapter19.1),aguessinggame,butthat'saverysimpleversion.Theencryption

methodallowstocreatewaymoresophisticatedgames,notonlyforalargerpublicbut

alsofortrainedmathematiciansandcryptanalysisprofessionals,uptothepointtillthey

beginturningthemselvesinforapsychiatricassessmentandcommittingsuicides..just

kidding.

Itmayindeedseemtootough,butagain,it'slikewithmusic--ifyoulearntoplay

differentkindofinstrumentsfrom notes,thenpickingupanotherinstrumentwhichis

quitesimilarwillbemucheasier.

Theproblem hereisthatformegamesareawasteoflife,exceptiftheydemand

physicalinputandthushelpkeepingyouhealthy,orthoseintellectualgamesthatdon'tgo

overthesamementalprocessesendlesslybutteachyousomethingnew,practicalforlife--

butthenIdon'tcallthem games,Icalltheseactivitiestraining,tomakethedistinction.

Thedistinctionmustalsobemadebetweenthosewhopracticeandthosewhowatch

otherspracticingwithouteverhavingbeenengagedintheactivitiesthemselvesinany

seriousmanner,socalledfans.

Ihaven'tplayedanycomputergamessinceIwasperhapsinmytwenties,or

maybeIstoppedplayinggamesevenearlier,beforeIjoinedarmyin18yearsofage.After

theendoftheserviceithappenedthatIplayedminesweeperinsomerareoccasions--I

mustadmitwastingfewhoursofmylifeonit.Creatingmyselfagameforthismethodof

cryptographyisn'treallymycalling,butasyouseeIdidtrytomakeabusinesswithit,

offeringmyservicestomarketingcompanies..Isuspectthatfrommyletterswaspossible

toreadoutthelackofenthusiasm bysomesyntacticrulesknowntopeopleinthe

marketingbusiness,andthat'swhyIhadsofewresponsesregardlessofagoodidea.

IrealizeitwillbebeneficialforpromotingthemethodtocreatesomegamessoI'm

opentothisoptionsomewhereinanunpredictablefuturewhenI'llgetnothingbetterto

dowithmylife,whichactuallyIdon'tseecoming.LifeisveryInterestingandthere's

muchtodiscover.ThebookhaswaitedtobewrittenforsolongtimebecauseI'vebeen

travelingextensively,beenaroundtheworld,meditatinginhighmountainsinseveral

places,livinginmanycountriesforalongtime,andallthisdemandstime.AsIlove

travelingthenIhardlyimaginespendingtimeoncreatinggames,onlyonwritingthebook

forfewweeksormonths.

FornowIleavethecreationofgamestootherswhowouldliketogetinvolvedin

makingthistypeofcryptographyapopularsubjectinpeopleslives.Withcreationof

gamesthecryptographymethodcangetabitbettertractioninpopularcultureIsuppose,

becausetherearesomanypeopleforwhomplayinggamesisthemeaningoflife.Creating

gamesonthesubjectthatcanbenefitsomeone'slifeit'snotabadthing.Withthe

cryptographygamestheattentionofatleastsomepeoplewillbetakenawayfrom the

gamesthatarecompletelyuselessinacquiringpracticalskills.

I'llbehappytoreadabouttheencryptiongamesfrom otherswhowillcomeup
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withsomething,eitherdescribedinthisbookorsomethingnew,whileusingthebasic

principlesofthemethod.That'smygoal--topromotethemethodtothepointtillitwillbe

acompulsorysubjectintheeducationsystemofeverycivilisedcountryonthisplanetand

beyond.
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22 Cryptographyinsociallife.

Clubs,organizations,religions,politics..anysocialenvironmentscanmakeagreat

useofthecryptographymethod.Itbecomesespeciallyusefulbecauseyoudon'tneed

othertoolsbutyourbraintoencode/decodemessages,rightonthespot(event,gathering)

whennecessary.

Forexampleonecouldputunderasloganofapoliticalpartyanencryptedsmaller

messagetothoseclosercircles,dedicatedtothekeyofthecode..likesayinginthehidden

message"don'tbelieveit,that'sjustforapublicsellofourparty".
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23 Cryptographyingambling.

Anyoneplayingincasinosprofessionallyknowsthatthereareallsortsofpeople

aroundinthoseplaces.Mostofthem arejustcasuallosersorhavedroppedinfrom

curiosity.Thosewhodoplayseriouslyarenoticedandkeptaneyeon,tofindoutifthey

reallyareregularlywinningandmakingsomeprofit.

Forcertaincasinogamestherearepermittedtomakenotes,andifyou'retheone

whodoknowthesecretofthetrade,itisbettertokeepyournotesencrypted.Thewriting

methodisparticularlyconvenientforcertaincasinogamesbecauseitallowstomake

notesinjustafewshortsymbolsinplaceofaregularwritingwhichwouldtakeforthe

sameamountofinformationseveraltimesmoresymbols.Butyouneedtodevelopyour

own writingofcourse.Yourgamblingnotesdon'tneed tobecompletely(deeply)

encryptedbecauseyourplayisvisibletoothersanyway,butyourlongtermstrategywill

notbeknowntoanycuriousonlookerbecauseotherswon'tmakeanysenseofyournotes

justbyaquicklookatthem.
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24 Thehighestlevelmethod.

Themedium andhighlevelencodingtechniquesoftheadvancedhandwriting

cryptographymethodaren'tprincipallyverydifferent.Bothofthem areutilizingready

partsofhieroglyphswhichincorrectcombinationsarepointingtopreciselocationsinthe

matrix.Thedifferenceinthemcomesmostlyfromtheamountandlevelofcomplexityof

therules.Thehighestlevelencryptiontechniqueismorecomplexandmoresimpleatthe

sametime,dependingonthepointofview.

Letshaveanoverviewfirst,beginningwiththemostbasiclevel:

 Inthemostbasiclevel(chapter17.1)thecombinationsofthecrypticsymbolsare

verystraightforward,withnomanypossibilitiesofdifferentcombinationsofBCS,

whileutilizingseveraladditionalcrypticsymbols,ACSandSCS,forsafety.

 Inthemediumlevelcode(chapter17.2)therearemanymorecombinationsofBCS

withACS,whichcanbythemselveschangevaluewiththehelpofcorrection

symbolsandsomeSCS.TheACS/SCSthemselvesarealsomuchmorenumerous.

 Inthehighlevelcode(whichImentionedwithinthechapter17.2)theprinciples

aresimilartothemediumlevelcodebutwithlessBCSandmanymorepossibilities

ofapplyingdifferentrulestoaccessinformationinthematrix,withthehelpofa

largernumberofACS/SCSinmanydifferentcombinations.

Now,thehighestlevelcodehasnospecifiedBCS,ACSorSCSatall,onlyspecific

rulestoreadinformationfromtheanglesoflines,curves,dots,circles,triangles,crossing

linesindifferent(relative)angles,relativepositions/sizesoftheelementsandsoon.There

arecountlesspossiblecombinationsofthemwithconsequentlychangingvalueswhichare

alsocontextdependant,locationdependant,relativesizedependantandmore..notallthe

specificsIcanmakeknownherebecausethat'sthemethodIusemyself.

Youcanalreadygettheideathatinthehighestlevelcodethere'snolistofcryptic

symbols,onlytherulesofreadingvaluesfrom theelementsoftheglyphsandvery

complexmatrixwithmanydimensions.Allthehieroglyphsintheciphertextarecreated

onthespotbythespecificruleswhichallowtoencrypt/decryptvaluesintheglyphsfor

accessinginformationinthematrix.

ItmayalllookabitsimilartotheprinciplesofChinese/Japanesehieroglyphsbut

withwaymoreclearrules,becausetherulesofcryptographyspecifyprecisenumerical

valuesforaccessingdatainthematrix--novaryingexceptionswhicharepresentinany

naturallanguage.Ofcourseyoucanincludeatwillspecificexceptionstoyourhighest

levelcodeandwiththattomakethecodeevenmoresecure,butthere'snoneedforit.The

codeisinprinciplealreadyextremelysecure.Youcanusefornoiseanycombinationsof

theelementswhicharen'tincludedintherules.Asareminder:asinglespecificsymbolor

specificcombinationofsymbolsdesignatedforthepurposecandiscardallofthedefault

ruleswhichallowsyoutodesignfornoise(andforaestheticlook)anyhieroglyphsatwill,
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includingtheelementswhichindefaultconditionsyou'reusingforencodingwithvalid

values.Theoptionsofincludingnoiseintheciphertextarelimitless.

Itwillbeimpossibletocrackaproperlycreatedhighestlevelcodebecausethose

whowouldattempttocrackthecodewillhavenoaccesstosomanypartsofthepuzzle:

 numberofdimensionsinthematrix;

 sizeofthedimensionsinthematrix;

 alloftherealsymbolsusedintheencryptionmethod;

 whichalphabetlettersandpunctuationmarksaredoubled/tripled/quadrupled/..

withinthematrix;

 howmanysetsofnumbersthereareinthematrix;

 whichalphabetlettersarecombinedintosyllablesinthematrixandhow;

 hownumbersarecombinedintopairswithinthematrix;

 howmanypositionsinthematrixareutilizedfornoise;

 commandsandswitchesusedintheencryptionmethod;

 positionofrealsymbols/commands/modifiers/switchesinthematrix;

 valuesoftheelementsintheglyphs(lines,linebreaks,curves,dotsetc.);

 relativesizesofvalidelementsinglyphs;

 validcombinationsofelementsinglyphs;

 valuesofvalidcombinationsoftheelementsinglyphs;

 contextofapplyingvaluesinelementsofglyphs;

 elementsinglyphswithnovalues,thenoise;

 readingpatternsofvalueswithinglyphs;

 numberofreadingpatternswithinglyphsandwhentheychange;

 uptohowmanyglyphstakestoaccessonelocationinmatrix;

 changesintheapplicationorderofdifferenthieroglyphs;

 rulesofaccessofinformationinthematrix;

 contextofusingsymbolsandcommandsinthematrix;

 whichwordsarepresetandencryptedwithasinglesymbol(TSand/orCS);

 howthepresetwordsarecreatedwithinhieroglyphsorwithinthematrix;

 whichprefixesandsuffixesarepresetandhowaretheyusedinthecode;

 whichgrammaticalrulesarepresetforeasycreationofsentences;

 inwhichcontextthepresetgrammaticalrulesapplywithinciphertext;

 abbreviationtoolsforwordswithinciphertext(TS/CS);

 abbreviationtoolsforsentences/propositionswithinciphertext(TS/CS);

 highlightingtoolswithinciphertext;

 errorcorrectiontoolswithinciphertext(TSandCS):

 copy/add/pastetoolswithinciphertext(TSandCS)

 ..andmore--onlyknowntome;

 ..andmuchmuchmore,limitedonlybytheimagination;

(TheCSincontextofthehighestlevelmethodmeansspecificcombinationsofthe

elementaryparts--theelementsfrom whichtheglyphsarecreatedonthespot--lines,

dots,etc.,andnotthereadyglyphpartsasinbasic/medium/highlevelcode).

Thepossiblenumberofdifferentcombinationsofallofthisisquiteimpossibleto

determine.Evenifthenumberofpossiblecombinationsoftheseparateelements(lines,
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angles,curvesetc.)canapproximatelybedeterminedbysomelevelofhumanprecisionin

writing,andbythatalsothenumberofpossiblecombinationsbetweentheelementsina

glyph,thenpossiblenumberofrulescanonlybelimitedbyhumanimagination.Sothe

lifetimesafetyofyourcodeisguaranteedbecauseeventherepeatinghieroglyphswhich

youhappentocreateonthespotsimilartoeachother,don'tneedtocarrythesame

information--thehieroglyphscanchangeaccessvaluesdependingoncontext(previously

encryptedinformationorpreviouslyusedelementsintheciphertext).Afterall,you'llnot

beencryptingeverythinginlife,onlyincaseofnecessity,thustherewillneverbethe

criticalmassofaciphertextoutthereeventoconsideranattemptofcrackingthecode.

Regardlessofallthemathematicalimpossibilitytodeterminetheusedlogicof

encryptionbythirdpartiesthecodeisstillsimpletousebythosewhoknowthekey.In

thesenseofthecryptographymethod,whilenumbersarebeingusedasvalueshiddenin

theglyphstoaccessinformationinthematrix,youcansaythatahieroglyphisworth

morethanathousandnumbers.

Beforegoingforthehighestlevelcodeforyourpersonaluseyoushouldbegin

practicingwiththesimplerversions,whichcanalsobeusefulinsomeoccasions.You

shouldalwayskeepinmindtheBasicPrinciplesofHandwritingEncryption(describedin

thechapter6).Withoutpayingattentiontothebasicprincipleswholeyourworkmayturn

outuseless-thekeystoyourcodemustremainsecret.

Oneremarkaboutwhateverencryptionmethod,notonlythemethoddescribedin

thisbook:Ifthere'sarealneedtocrackacodeofacommonpersontheninmanycasesa

simple,verifiedbyhistoricaccountsmethod--fingersunderthechair--willproduceall

thenecessarykeys.Thus,don'toverworkwiththis,havesomecommonsenseand

consideryourrealisticneeds,notanutopianscenarioofaliensattackingandnecessityto

haveanunbreakablecodeagainstanadvancedcivilisation,tosavemankind.
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25 Workonthebook.

Thebookwasfirstwrittenin2013andpublishedforfreeonline,apromotional

version.Thesignificanceoftheencryptionmethodbecameobviousalmostinstantlyas

justinfewmonthsthemethodtookmostofthefirstpageongooglesearchonkeywords

"handwritingcryptography",alsoinpicturesearch.Agoodbeginning,butIhadnotimeto

workontheextendedversionofthebooktilltwoandhalfyearslater.

Theeditingofthebookin2016wasdoneonthetabletwhichIsucceededtobuy,

butnotbeforeIsucceededtobuyalsoabackuptablet,becauseonehadcrashedjusta

weekafterpurchaseandwasinguaranteereparationfortwomonths.Thesecondtablet

alsocrashedamonthafterpurchaseandwasinguaranteefixingforamonth.ThusI

didn'tevenbegineditingthebookbeforeIhadtestedandsetupthetablets,waitingto

findanyissuesagain.

Themainediting/updatingofthebookwasdoneinaquietandrelaxedambience,

butthatwasonlyatemporaryjoy,inaplaceofafriendwhichwasvacantforamonth.In

finalizingthebooktheoldlifestyleofalmostconstantmovement,whichtooktimeaway

fromworkingonthebook,wastherealityIhadtoaccept.

Mylifecanbeconcludedwiththesayingthattheworldismyhome.Thereareso

manyplacesIcallhomethatnowIalreadyfeelathomealmostanywhereIgo.Ihave

livedforalongerperiodoftime(forhalfayearandmuchmore)inovertencountries.

Youdon'tneedmuchmoneyforsuchajourney,therearemanypeoplewhocanconfirm

thatwiththeirlivesandthere'snothingspecialinitthesedays.Itcanbespecialonlyfor

thosewholivethatlifeandenjoyeveryminuteofthelifeontheroad.

Here'samapofmytravelsuntiltheyear2012,generaloverviewwithsomeplaces

whereI'vebeen(ifmarkedallitwouldbe3timesmorelocations)..
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InRussia,EuropeandCanadathereshouldbeonthemapnotthedotsbutzig-zag

andcriss-crosslines.IhavetraveledbyhitchhikinginEuropeandRussiamanytimes.

CanadaonlyoncefromVancouvertoMontreal,infour/fivedays--didn'tpayattentionto

thetimesoit'shardtorecallexactly.ThelongesthitchhikingtriphasbeenfromWestern

EuropetoFarEast,tillVladivostok,Russia.Ittookthreeweeksonewayandovertwo

weeksback,occasionallyoncargotrains.Thetripshavebeensofastbecauseregardless

stayinginsomespotsforalongtimewaitingtogeton,Ioftengotontruckswithtwo

drivers,sosometimesIgotseveraldaysofalmostnon-stopride.

IhadalsoplannedtotravelthroughwholetheAfricabutatthelastmomentmy

commonsensegotholdofme--Idon'twanttobecomeafreefoodpackagefromEuropeto

wildanimalsofAfricawithmypoormeanstotravel.ToAustraliaandNew ZealandI

simplycouldn'taffordtobuyaticket.JapanandalsoTahitiweremuchcheapertogetto,

buyingaticketwellinadvance.Australiaisstillinmyplans,andAfricatoo,andseveral

otherareasinworld,inAsiaandMiddleEastperhaps.Butnotnow,onedaywhenI'llhave

themeanstobuyproperequipmentforsuchajourney,andsecurethemeansforafast

returnjustincase.

SomepeoplehavesaidtomethatIshouldwriteabookaboutmytravels.Idon't

feeluniqueaboutit--Ihavemetpeoplewhosetravelsarewaymorecrazythanmine.Let

them writetheirstories.Isticktomycryptographymethods--thisisnodoubtaunique

thing,completelyoriginalandsofarwithnocompetition.

ThephotoaboveistakeninMontrealin2009.Idon'ttakemuchphotosofmyself,

thustherearen'tmanytochoosefrom.Therearequiteafewselectedphotosoftheplaces

whereI'vebeen,uponmyblog..youthextension.wordpress.com--itshouldremainactive

inanycircumstancesbecauseit'sfree(infinanciallytoughtimesIhadtoabandonsomeof

mypaidwebsitesanddomainswhichreferredtothesites),andperhapssomenewphotos

willshowupthereaswelloneday,whenrelevanttocontext.

DuringmytravelsIworkedondevelopingtheencryptionmethodquiteoften,

especiallywhentherewasnothingelsebettertodo.Iprefertospendmylifeasfullyas

possible--learning,training,developing--thuswhileoutinthewildanddailymeditation

donethenitwasn'tanoptionformejusttositarounddoingnothing.Itwouldhavebeen

equaltowastinglife.ThenIworkedonsomethinguseful,whichmayhelpmylifeissome
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ways,andcryptographywasoneoftheseusefulthings.

Imustadmitthatmyfriendshaven'tbeenverysupportivewithmeaboutworking

onthebook,thosewhoknewit.Eventhoughthebookisatechnicalpieceandonaunique

subject,myfriendsstillthoughtit'sawasteoftimeandwereverymuchinsistingonit,up

tosomeofthemhavingargumentswithmequiteangrilyproposingthatIshouldbetterfix

mylife--findajobandsettledown.So,aftermeetingsuch'resistance'severaltimes,at

somepointIsimplystoppedtalkingabouttheideaofworkingonthebook,whichbythis

timewasdoneingeneralbutnotuptotheleveltoapproachpublishersinmyopinion.

OnlyoccasionallyImentionedthatit'sstillinmymindandneedstobedone.Insteadof

writingIwasrunningaroundtryingtofindajob,whichintotalmakesperhapsovera

yearofwastedtime..couldhavewrittencoupleofbooksinthistime,butwhoknewin

advance.Somesmalljobshelpedtopaymyphonebillsandsomeotherurgentthings.

BelowisaphotoofmyworkplaceinNorway,inafriend'sgarage,awayfrombig

cities.Ienjoyedtheplace,andtherethebookoncryptographywasfirstwritten.Ittook

onlyfewweekstowritethebookwhenfinallyIgottheopportunityinthesummerof2013.

Iwassittingintheofficeinacarrepaircompanywritingthebooknon-stop,livingon

coffee,sandwichesandoccasionallycookedhotfood..

IhadtoconcentrateonthisworkentirelyanditwasdoneinnotimewhenIknew

Ihavethechancetoworkonitwithnopressure.Everywriterhashis/herpersonallikes

inwritingabook.FormeIneedtotaketheworkupanddoitonce,notleavingsomeparts

forlatertimeinlife,whoknowswhen,whilefindinganothermomentoffreetime.I

finishedthebookinfewweeksin2013andafterafastgrammarcheckintheendIcalled

itaday.

ButevenduringthattimeIhadsomeissues.Here'sanexcerptfrommypostona

blog..

Saturday,September21,2013

/.../sorryfornotposting/.../documentariesrecently..i'm workingon mybookon

handwritingcryptographyandmostlyoffline.eachtimeigoonlineimustcleanupthe
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computersiused-believeitornotmycomputersareheavilyunderattack..currently

someoneistryingtoinserttrojansand,surprise-surprise,bygoogleapplications--firstgot

attackedheavilywhileusinggooglechrome,removedit,todaygotthesametrojansthrough

googleearthevenwithoutusingit..goingtogetridofittoo.i'lltakesometimeofffrom

posting/.../

Iwouldn'thavetakenuptheworkifIdidn'thaveseveralcomputersandtabletsin

mydispositionatthistime.Ikeptwritingwithoutgoingonlinewiththemaindevicemore

thanneededforuploadingmyworkforbackup,andeventhenIpreferredtofirsttransfer

thefileswiththeUSBkeytoanotherdevice.Notbeingparanoid..Isimplydon'tliketodo

thesamecreativeworktwice,thustheprecautionswerejustified.

Thenthebookwasunchangedforovertwoyears,butIdidcreatesomeencoding

examplesin2015whichIdecidedtoincludeinthebookinlatertimes,soIwaswaitingfor

theopportunitytocome.Iaskedseveralfriendsforthepossibilitytolockmyselfupina

quietplace,avillaoragarage,toworkonthebook,butnobodybelievedit'sagoodidea,

thatalmostnobodyreadsbooksthesedaysandI'llbewastingmytimetryingtofinda

publisher.ButIdecidedthatIwillimprovetheoriginalbookearlierorlater,andinthe

endIfoundafriendwhoprovidedmewithaplacetostayforamonthin2016,wherethis

bookwastakingitscurrentshape.Althoughitwasn'tadealwithanyonejusttositand

write..Ididdosomesmalljobsasanexchangeforhavingaplacetoworkonmyown

thing.

WhileI'vebeenmostofthelast20yearstraveling,ineverynew placewhereI

decidedtostayforawhileIhadtofindatemporaryjob,wherepossiblegettingthe

paperworkdoneforalegalstay.AndIhadtofindaplacetolivewithalltheheadache

comingwithit.Duringmyfirstyearsinexileitwasn'tthathardtofindajob,onlyneeded

tolearntospeakthelocallanguageabit,andthenitwaseasy..butashavingnolegalstay

thesewerealltemporaryandlittlepaidjobs.Manyyearslater,whenhavinglegalizedmy

stayalmosteverywhereIwent,nomatterhowwellandhowmanylanguagesIspokeby

thistime,tofindajobwasoftenalmostimpossible.Theworldhadchangedandnotfor

thebetter..fortheworkingclassImean.

InthebeginningIevenmanagedtokindofsettledown,torentaplace,designmy

ownhomebuyingallthethingsacozyhomeneeds..butafterseveralplaceschanged,

givingalmosteverythingawayorleavingbehind,takingwithmejustonebackpackwith

necessarythings,Istoppedsettingupmyhomesevenwhenstayingforalongtimein

someplaces.Icouldn'taffordtowastemoneyonanythingmorethanminimallyneededas

IwasneversureIcouldcallanothernewplaceahomethenextday.

OftenIbeganinanewplacelivingintent,orsimplyinsleepingbagonthestreet,

andthatlifestyleoftentooklotsofextratimetofindplacestotakeshowerandwash

clothes,tofindfoodwhilenomoneyinpocket,tofindfrom donationsclothesandshoes

whentheywerewearingoff,totravelbetweenplacesofcampingandplacestoeatdaily

etc.--writingabookwasn'tanoptionintheseconditionsbecauseeventhebatteryof

cellphonehadtobechargedinarandomplace,nottotalkaboutworkinglonghoursona

computerortablet,whichIdidsucceedtobuywiththemoneyfromoccasionaljobsafter

somedevicesbrokedownorgotstolen.TheironyisherethatwheninrecenttimesI

workedsometimeswithacontractandrentedanapartmentIhadlessfreemoney

availableforelectronicsthanwhenIlivedinatentandonlyhadoccasionaljobsfrom

timetotime--thepayofworkershadbecomesosmallcomparedtoexpenses.
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TherehavebeenmanyelectronicdevicesIlostinmylifetodestruction,hacking

andstealing,wellovertenofthem inthelast15years,sincetimewhenIbecamemore

activeinpoliticsthanIwasbefore.Iwasactivelyspreadingtruthfulinformationabout

howtheworldreallyworks.Ididlotsofresearchoncurrentworldaffairsasitwasmore

importantthanwritingabook.IntimeswhenIlivedinahouseandhadaconnectionto

internetIwassharingalternativedocumentariesinmanyways--onmywebsites,blogs,

bye-mails,onDVD-s,sharedflierswithmywebsiteaddressinpublicplacestospreadthe

informationunavailableoncorporatemedia,andsoon.Ihavededicatedtoitalotoftime,

especiallysince2003.Alot.AndIdon'tregretit.Sonosurpriseseveralmyblogsgot

blocked,documentaryfilmsandpoliticalvideosoftenremovedandrelatedaccountson

socialsitesdeleted--that'sthesocalledfreedomofinformationinour'democratic'world..

uptohackingofmycomputersandworse.

IntimeswhenIfoundsomewhatstablejobandrentedanapartment,infew

occasionsInoticedthattheplacesweresearchedwithoutmypresence.OnedaywhenI

wassupposedtobeatameetingbutdecidedtostayhome,onemanenteredmy

apartmentwithhisownkey.Iheardsomeoneenteringandconfrontedhim atthedoor..

hemumbledsomethingthathehadlivedintheplacebeforeandforgotsomething.Ilet

himgonottobeginafullinvestigationasIhadenoughissuestodealwith--Isimplyhad

notimeforitaseconomicalsurvivalwaspriorityandfindingoutwhospiedonme

wouldn'tchangeinmylifeanything.Iwasdoingnothingillegal,Ihadnothingtohideand

itwasactuallythemwhowastedtheirtimeonme.Sincethenallthesecretsearcheshad

stoppedinthatplace,orbeenmademorecarefully,whoknows.Well,Ialsoinstalledan

alarm withdetectorofmovement,somaybethathelped.Someyearslater,inanother

country,inoneplacewhichIrentedonthelastfloor,theceilingwasdrilledthroughlike

inaspymovie.CominghomeIfoundsomesmallwhitepiecesonthefloorwhichweren't

therebeforegoingout.Itriedtofigureoutwhathappenedandlaiddown,andthenI

noticedaholeintheceiling.Funnyasitwas,Imadearemarkaboutitononeofmysocial

accounts,andIgotleftaloneagain.

Atsomepointinmylifethethingshadbegandevelopingsoweird,astonoticing

peoplefollowingonthestreet,inseveralcountries,whichbymyworkexperiencein

securityandpersonalprotectionwasn'ttoodifficulttounderstand.WithspecificactionsI

madethesepeopletoloseanopeninterestinme,butIdidhavetokeepmycastingagent

informed,incasesomethingbadhadhappenedtome.Attimeswehadadealthatifno

newsfrommeduringthreedaysthencontactsinthenewsmediawillbeinformed.AndI

talkedwiththepoliceaswell,whoclaimedtheycandonothinguntilsomethingdoes

happen.InonecountryIwasevenarrestedonfakemedicalcharges,asbeingdangerous

topublic(acontagiousdiseasetheyclaimed),andkeptin ahospitalunderheavy

medication.IgotsuspiciousandrefusedtotakemedicationuntilIcouldseetheresultsof

thetests.AndthenIgotmiraculouslycuredwithoutanyfurthermedicationregardless

thatIwastoldI'vegotonlyabouttwoyearstoliveifIstoppedtakingthemedication.By

theway,thesideeffectsofthemedicationcouldhavebeengettingpermanentlyblindand

deaf,forexchangeofstayingalive,andthatwasonereasonIstoppedthetreatment

preferringrathertodiethantolivethatway.Iexplainedtothetreatingdoctormy

preferencetodieverycalmlyandconfidently,whichprobablypromptedleavingmealone.

InyetanothercountryIwassurroundedbyanti-terroristunitwithmachinegunssimply

foranattempttotakeoutmyownmoney(salaryofmylastwork)frommybankaccount.

Thelistcangoon,butthat'sthematerialforanotherbook,soIdon'tmentionparticular
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countriesandplaceshere.AllthathappenedbeforeIbeganwritingthebookonthe

cryptographymethodandbarelyanyoneknewIhaddevelopedsuchwriting.Itwasstill

justoneofmyhobbies,tillIdecidedit'sthetimetoputitalldownonpaperandtoshare

withothers.

Lastfew yearsmylifehasbeenmorerelaxed,apartoftheeconomicallytough

timeswithnojoborsomeoccasionaljobswithaverylittlepay.Butitstillhappensthat

somethingsremindmeabouttheallseeingeye,or'bigbrother'watching.OnceIhad

somemonthlyavailableinternationalcallingtimeleftonmycellphone,whichwouldhave

expiredinfewdaysbytheconditionsofthecontract.Icouldhavecalledforanhourto

almostanycountryinworld,soIdecidedtocallmyfriendswhom Ihaven'ttalkedfora

while,tofindouthow'sthelifegoing.WhenIhadcalledperhapsto10-15friendsin

differentcountriesIgotanincomingcallwhichlookedlikeCanadianorUSnumber.The

manaskedwhatishappening,andonmyquestionwhomIwastalkingtogottheresponse

thathe'sfrom Interpolandneedstoknowwhyam Icallingtosomanycountries.Again,

funnyasitwas,IsaidthatIgotmanyfriends,onwhichhewarnedmetowatchoutand

hangedup.AsIlaterjokedonasocialsite,atleastIhavethenumbernowtocallwhenmy

cellphonewillbelostorgetsstolen.

Ihavegonethroughseveralrefugeecampsindifferentpartsoftheworld,living

unstablelifereadytobearrestedanddeportedatanytime.Andithadhappenedmany

times.Sincehavingbeenimprisonedinseveralcountriesastheresultofmypoliticallife,

formanyweeksandmonthsattime,itwasanotherreasonwhyIwasn'ttakingupthetask

towriteabooklittlebylittle--IwasneversureIcouldfinishthebookbeforeyetanother

issue,whichwouldhaverestrictedmyworkforalongtime.So,writingabookina

compressedmanner,inashortandcalm periodinastableplace,wastheonlyreliable

optionforme,togetthejobdone.

Here'swhereIdidbigpartofupdatingandeditingofthebook,inFrance,while

thefriendwhopermittedmetostaytherewasawayoverseas..

Maybeanirrelevantinformation,buttothoseofyouwholiketolearnhowabook

iswritten,thesepicturesmaygiveabettersenseofit.AsapoormaneverIalsoworkedon

thebookinplaceswhereIhadtogotogetsomefreefoodprovidedbysocialservicesorby

volunteersofdifferentorganizations.WhenIhadathoughtthatneededtobewrittenI
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didn'twastemytimetillIgotbacktomytemporaryhome.Oftentheseplaceswerevery

noisy,butIgotaroundtheproblem byputtingonearphoneswithsomemusiconthe

loudestpossiblelevelandswitchedmymindofftheouterworld,workingonthebook.

Here'syetanotherplace,atanotherfriendinFrance,whereIlivedseveraltimes

formanymonths,andalsodidsomeeditingofthebook.Althoughthatfrienddidn'twant

metostaytherejustwritingthebook.Iwasdoingsomeofmyofficialpaperworkand

thusIusedthetimeofwaitingresponsesforresearchandwriting..

Mystyleofwritingabookistohaveatotalfreedom.NotthatIneedtoworkonit

12-15hoursaday,whichIdidforthegenerallayoutofthebookinthebeginning,butI

needtohavethefreedomtojumpontowritingatanypointintimewhenanideaneedsto

bewrittendown,notwaitingforithalfadaytillthepossibilityarrivesatlast.Becauseina

busylifebythattimewhenIcangettowritingagainsomeofthethoughtsmayhavebeen

lostandit'sawasteoftimetotrytofigureoutwhatexactlyIwasthinkingbackthenwhile

thenewthoughtsneedtobewrittendownintheshortmomentsavailable.

SamewithmyfirstbookwhichIwrotealmost20yearsagoforstudentsinmy

schoolofmartialarts.BackthenIhadafamily,twosmallchildren,aprivateschoolof

martialarts,severalbusinesses,andwasalsoinalmostconstantmove.Imanagedtotake

meoffallthedailyhasslefortwoweeksleavingotherpeopleinchargeofurgentthingsin

businessandadvancedstudentsinchargeoftraining,lockedmeupintheofficeand

concentratedonwritingthebookonphilosophyofthinking.Ipublishedthebookonmy

ownexpensejustafewmonthslater,afteraquickeditinginabout10days.Myfirstbook

wasn'twritteninEnglishbytheway,IcouldbarelyunderstandfewwordsinEnglishback

then.Itwasakindofmanualforstudentsofmartialarts,nottorepeatthephilosophyto

everynew student--itwaseasiertogivethebookfirstandthentoexplainfurtherif

somethingwasunclear.ThebookwastranslatedthesameyearbysomeoneIhiredforit,

butIneverhadthechancetoapproachpublishersforthetranslatedEnglishversion--my

politicalproblemshadjustbegangettingseriousandIendedupinexilewhereIamtothis

day.TheEnglishversionofmybookonphilosophyofthinkinghasbeenfreetodownload

onmydifferentwebsitesforovertenyears.

Duringeditingandupdatingofthisbook,onmycryptographymethod,twoand
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halfyearslaterafterthefirstversionwascompletedin2013,Iwasworkingperhapsonly

4-5hoursadayandfewdaysaweek,foronemonth,butIhadthefreedomtodoitatany

momentwhenathoughtwasreadytobeexpressed.IthappenedsometimesthatItookout

mytabletinthemiddleofabusystreetandmadenotesforincludinglaterinthebook.In

themomentswhereIhadsomemeetingsandcouldn'tkeepwritingIstillhadthefreedom

tomakenotesatanytime,whileduringmostworkswhichIhadinmylifeitwouldn'tbe

possible..maybeonce/twice,butnotmanytimesagainandagain.

BeforefindingtherightplaceandtimeIcouldn'tjustsitaroundwritingabook

whilehavingnostableorsufficientincome,butIusedthattimetodevelopmymethodsof

cryptography.Ialsohadfunwithan'artwork'--thehieroglyphswrittenonthephotos

takenbyHubbletelescopedownloadedfrompublicandfreetousesources.The'artwork'

(chapter27)isfromtheyear2011,whenIwaslivinginarefugeecamp.Itwasdoneonan

oldlaptopgiventomeasagiftintimeswhenIwaslockedupinahospitalasasupposedly

contagiouspersonanddangerforthesociety.AftergettingfreefromhospitalIspentsome

timeinthecamprecoveringfrom allthemedication.Workingoncryptographyand'art'

wasawaytoforgettheconditionIwaslivingin.

Whentheupdatedbookwasreadyforpublishinginaboutamonth'stime,in2016,

Ibeganhavingideashowtomakethethingevenbetter.Oneday,anotherday,andIcame

torealizationthatthiswasnottheendyet--thereweremanywaystoimprovethebook.

Theimportantthingwasthatthebookwasgoodenoughtoapproachpublishers,soif

facedwithdifficultiesincontinuingtowriteIcouldhavestoppedatitwhathadalready

beendone.InanycaseIhadtowriteonmyblog..

2016-06-21,publishingmustwait.

itseemsthati’vegottoodeeplyintothewritingmood.fewdaysagothoughtthatthebook

oncryptographyisreadybutsincethenibeganwritingseveralmorenewchapters.some

new chaptersshould havebeen included alreadyin thelayoutofthebook before

editing/updatingbutsomehowdidn'tcrossmymind.moreworktodotogetthethingcloser

toaperfecthandbookonthecryptographymethod.i’llkeepworkingonthebookwhileon

theroadasimustmoveon..whetherilikeitornot..pressuresoflife.onechapterinthe

bookalsotellsabouthowandinwhichcircumstancesthebookwaswritten..youmustwait

tillitgetsfinalizedandpublished,thenyougetthepictureofmycrazylifeinsomesense.

That’showsomeoftheworkwasdone,intheconditionsofalmosttotalfreedom..
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Insteadofabulkylaptopiswitchedtotabletswhichlastedonbatteryformany

hoursandIalsosucceededtobuyanexpensivelargebatterytorechargethetabletsonthe

go.Icouldleavethebatterytochargeinsomeplaceforadaywhenneeded.External

bluetoothkeyboardandbluetoothmousewerealsoexpensivebutabsolutelynecessaryto

workonthebook.

Thusthebookthatyou'rereadingnowisnottheresultofjustafewmonthsof

work,butabouthalfayearworthofimprovingitlittlebylittle,whenevertimeforit.And

ofcoursetheresultofover30yearsoffunindevelopingtheencryptionmethod.

Afterwritingtheinitialversionofthebookin2013I'vebeenalsopromoting

lectures/seminarsonthetopic.Unfortunately,asIlivedinthecountrieswherepeople

considerlecturesinEnglishnotasprominentasintheirownlanguage,Ididn'thavemuch

success.Maybealsothetopicistoodifficultforalargerinterestinpublic,especiallynotin

themainlanguageofcommunication.Mostimportantly,myfinancialmeanstopromote

thelectures/classes/seminarswerealmostinexistent--Icreatedfliers,printedandcopied

them wheneversomelittlemoneyavailablefrom occasionalone-twodayjobs,rarely

longer,andsharedthemonthestreet.SometimesIgotapossibilitytoprint/copyforfree

andIusedeveryopportunity.Ialsotriedtofindfreelocalonlineservicesforsuch

information,whichwouldbepopularenough.Onsomepopularonlinesitesforprivate

buy/sell/teachandsuchadvertisementsmyadswerenotallowedtobepublishedandthe

moneyIpaid wasreturned.Theexcusewasas"notcompatiblewith community

standards"orsomethinglikethat.Alsomytablet'svirusprotectionandanti-spyapps

beganwarningmewhenIinstalledtheappsforthosepopularonlinesites.ThusIstopped

attemptingtopromotemycryptographyonthesesites.

HerearesomeadvertisementswhichIdidwhilehavingtemporarylongerstops

betweentheperiodsofalmostconstanttraveling..

InSwitzerland,2014..

Bytheway,inBern,Switzerland,IwenttoeveryprivatelanguageschoolIcould
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find--overtenofthem--andproposedtoincludemyclassesofhandwritingcryptography

intheirlistsofclasses.Noneofthem wasinterested,eveniftheylookedcuriousinthe

beginning.Ihavenoideawhypeoplearescaredofcryptography..that'smyimpression..

peoplearescared..curious,butafraidtogetinvolvedinanyways.

That'sentirelyanothertopic,howpeopleareenslavedintheirminds,relatedto

thepoliticsandfear-mongering.Sureyoualreadygotanideaaboutmypositionfrommy

politicalactivism,buthere'ssomethingIwishtoshare:Ihavecometoconclusionthat

generally(notindividually)peopledeservethelifetheyget.Submissiontoauthorityasa

nationoralargegroupofpeopleisn'taonetimedecision,butthepersonalitytraitsand

actions(ornon-actions)ofthemasawhole,inmajority,thustheydeservetheresults.

Here'ssomeofmystreetpromotioninItaly,2015..

TheseabovearephotosofthepostcardswhichIpainted,topromotethemethod.

Afterfewmonthsof'selling'Igavethem allawayforfreebecausetherewasnopointto

carryaroundpacksofthemwhilethe'business'wasn'tpickingup.It'sdifficulttocallitan

artbutIhadtodosomething.AtleastItried.Peoplewerecuriousbutveryseldom

someonewaswillingtogivemoneyforapostcardwherenothingcouldbeunderstood

whatiswrittenonthem.Inthebackofthecardstherewaswrittentheaddressofmy

websitewhichclarifiedalottothosewillingtoseekfurtherinformation.Bynowtheweb

domainIusedisdiscontinued(atthetimeofeditingthebook)buthopefullyIwillsoon

earnenoughandregainownershipofthedomainname.ThenI'llbeabletobetter

promotethecryptographymethodandthebook.
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26 Futureofthemethod.

Themethodofhandwritingallowstoseparateitintodifferentareasofapplication,

alsoforadifferentpurposethanencryptingdata.Anditalsoallowstomakeuseofthe

cryptographicpartofthemethodwithoutusinghieroglyphs.

26.1 Writingwithoutencryption.

Whenthere’senoughinterestindifferentpartsoftheworldthenhopefullyone

daytherewillbegroupsofpeoplewhowillbeabletomakeanothergooduseofthe

methodofwriting.Itdoesn'thavetobecryptographicbutquitetheopposite–creationof

awritingsystemforrepresentinganylanguagewiththesamesymbols,foreasylearning

tospeakanychosenlanguage.

Nolanguageexistswhichiscapableofrepresentingallthesoundsfrom allthe

existing languageswithoutsignificantmodificationsand additionsto the existing

charactersin any chosen alphabet.Asthiswriting method (with glyphs)allows

representationofsymbolsinmillionsofwaysI’m quiteconfidentitwillbecapableto

tackleanyphoneticchallengewithanease,simplyneedstobeworkedoutbylinguists.

Therearenotsomanywaystoproduceasound,thusbycreatingtherulesof

representationofsoundswithinasinglecomplexsymbol(glyph)itispossibletohave

coveredallsoundswithouttheneedtousemanylettersincombination.Iimaginetheset

ofafewhundredsymbolswillcoverallspokenlanguagesandmaybeevenlesssymbolsis

neededifusedtogetherwithattachedcharactersforsoundmodification.

26.2 Encodingwithouthieroglyphs.

Theencryptionmethodcanbeusedwithoutthehieroglyphs,inanartforexample

--asIhavementionedalreadyinthesection'artmethod'(chapter7.3c)messagescanbe

hiddeninlines,curves,dotsofapicturethathasnoresemblancetohieroglyphicscriptat

all,notlikeinmy'artwork'inthisbook(chapter27).Theprinciplesofencryptioncanwell

beusedinsteganographicwayinmanyfieldsoflife,encodingmessagesinsightof

everyonewhileonlythosewhoknowthekeycangetthemessage.NotsurethatImyself

betakingthesestepsinaseriousmanner,justhavingsomefun,butthesearetheoptions

togofurthertoanyonewhowouldwantto--todevelopspecifictechniquesforencrypting

messageshiddeninplainsight,whileotherscannotseetherenothingelsebutjusta

paintingordrawing,orjustaregulartextmessagewhiletheencryptedmessageishidden

incrypticsymbolsaddedtothetext.Onthepagestoprint/copy(chapter28)Igivean

exampleofwritingcrypticmessageshiddeninaregulartext.

Ididtrytofindinterestedpeopleinthatfield.In2015inItalyItalkedtomany

galleryownersinanattempttogetintouchwithpainterswhowouldliketocollaborate

withmeoninsertingcryptographicmessagesintoart.Ifailedtofindinterestinit.Myself
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I'm notapainter,veryfarfrom it,thusIknowmylimitationsandwon'tbetakingthis

fieldupwithoutaprofessionalassistance.Oneday,aftersomespecifictrainingImaytake

upartworkinasophisticatedlevelaswell,whoknows.Sofarsomeoneelsecouldtry,test

andwriteabookaboutit,withexamplesofcodecreation,differentpossibilitiesofhidden

messagesinpaintings,withbasicprincipleseveryoneshouldfollowandsoon.Thenitwill

beeasiertoputthemethodintopractice.

Forexampleinfrontofasafecanbeapicturewithencryptedcodetoopenthe

safe.Ifthatencryptionarthastobedevelopedfrom scratch,usingonlytheprinciples

giveninthisbook,itwillbepossiblebutperhapstootimeconsumingforapracticaluse.

Whentherewillbeamanualtofollow,similartothehieroglyphicwriting,thenitwillbe

worthconsiderationbymany.

I'm farfrom thinkingthatIhavealreadythoughtofandwrittenaboutallofthe

possiblewaysofusingthewritingmethodandtheencryptionmethod.I'llbegladtolearn

fromothersthenewwaysofusingthetechniquesofwriting/encryption,sowheneverfree

timeIcantakeupanewjourneyindevelopingthemethodsfurther.Themorechallenging

thetaskwillbethebetterforkeepingbrainactiveandingoodhealth.

26.3 Aboutthenextchallenge.

Perhapsthereisn'tmuchtoimproveintheadvancedhandwritingcryptography

methodassuch,becauseintheendeveryonemustcomeupwiththedetailsonhis/her/its

own,tomakethepersonalcodeunique.Thechallengethusisinmakingthemethodmore

convenient,tobeabletowriteasfastasregularunencryptedhandwriting,butnot

compromisingthesecurityofthecode.TheremaybesometricksthatIhaven'tcomeupto

asofyet,whichImaydiscoveroneday.Sofarthemethodrequiresquiteabitofmental

work,butIseeitnotasafault--it'sratheranadditionalbenefit.Thechallengestillisout

thereandI'mgivingtoitsomethoughtfromtimetotime.
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27 Artwork.
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Thehieroglyphicartonthephotosoftheuniversehasnoencryptedmessagesin

them,northerandom samplesoftheglyphsintheendofmanychaptersofthebook,

whicharethereaswelljustforadesign,kindofartfordecoration.
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28 Toprint/copy.
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Onprevious2pages:R-matrixandC-list;below:exampleofencryption..

Drawingexerciseofscriptparts(refertochapter8)--inlinedrawing:

Drawingexercises(alsothescriptabovecanbeusedfordrawingoverit):

Onthenext2pages:exercisesinbiggerscale,with/withouttheassistinglines..
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Samplesofalphabets/hieroglyphs/shorthand.(NB!Ihavenoideawhat'swrittenin

thescripts--Ihaveonlyselectedsamplesofwritingstyles,forvisualhelpincreationof

yourcode).Part1,versionsofhorizontalwriting..
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Samplesofalphabets/hieroglyphs/shorthand.(NB!Ihavenoideawhat'swrittenin

thescripts--Ihaveonlyselectedsamplesofwritingstyles,forvisualhelpincreationof

yourcode).Part2,versionsofverticalwriting..
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Encryptionsymbols-exampleofdifferentparts(explainedinchapter8)..
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29 Getintouch.

Anyonewillingtolearnmoreabouttheadvancedhandwritingcryptographycan

getintouchwithmetofindoutaboutupcomingseminarsandlectures,andofcourse

aboutnewpublicationsonthesubjectaswell.

AsItravelalotchangingmyphonecontacts,andasitwillbephysicallyimpossible

torespondeverysinglemail,itwillbemoreconvenientforeveryonetolearnnewsabout

thecryptographymethodsonmyblog..

youthextension.wordpress.com

Iwillposttherenewsaboutupcomingevents,underthesection'ENCRYPTED',and

wheresuitablealsoinsomeothersectionsatthesametime,forreference.Alltheupto

datecontactinformationwillbethereavailable,whennecessary.
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30 LegalNotice.

Theauthorofthisbookhaveusedhisbesteffortsinpreparingthisbook.The

authormakesnorepresentationorwarrantieswithrespecttotheaccuracy,applicability,

fitness,orcompletenessofthecontentsofthisbook.Theinformationcontainedinthis

bookisstrictlyforeducationalpurposes.Therefore,ifyouwishtoapplyideascontained

inthisbook,youaretakingfullresponsibilityforyouractions.

Theauthordisclaimsanywarranties(expressorimplied),merchantability,or

fitnessforanyparticularpurpose.Theauthorshallinnoeventbeheldliabletoanyparty

foranydirect,indirect,punitive,special,incidentalorotherconsequentialdamages

arisingdirectlyorindirectlyfromanyuseofthismaterial,whichisprovided“asis”,and

withoutwarranties.



AdvancedHandwritingCryptography

-132-

31 Content.

page..

1 Introduction. 3

2 Abitofhistory. 5

3 Whyhandwriting? 8

4 Relevance. 9

5 Themethod. 10

5.1 Gettinganidea. 11

5.2 Seekingtheinformation. 11

5.3 Learningallthedetails. 12

5.4 Workingonyourown. 13

6 Basicprinciplesofhandwritingencryption. 15

7 Techniquesofencryption. 19

7.1 Confusion/substitution. 19

7.1a Informationcarriers. 21

7.1b Noiseanddistractionelements. 25

7.2 Diffusion/transposition. 26

7.3 Othertechniques. 28

7.3a Datapoints’method. 28

7.3b Mathematicalmethod. 28

7.3c Artmethod. 28

7.3d Hidingmethod. 29

7.4 Writingstyles. 29

7.5 Usingswitches. 30

8 Encryptionsymbols. 32

8.1 Basehieroglyphs. 32

8.2 Characters. 33

8.3 Additionalsigns. 34

9 Listsofsymbols. 37

9.1 Classictextsymbols(TS). 37

9.1a Alphabets. 37

9.1b Numerals. 37

9.1c Mathematicalsymbols. 38

9.1d Othersymbols. 38

9.1e Highlightingandmore. 39

9.2 Crypticsymbols(CS). 39

9.2a Diffusionsymbols. 40

9.2b Correctionsymbols. 40



AdvancedHandwritingCryptography

-133-

9.2c Assistingsymbols. 40

9.2d Modifiers. 41

9.2e Switches. 41

9.2f Othertools. 42

10 Howcomplexcodeisgoodenough? 45

11 Systematizationandmemorizing. 46

12 Sharingandpersonalization. 49

12.1 Sharingwithoneperson. 50

12.2 Sharingwithseveralpeople. 51

12.3 Temporarysharing. 51

12.4 Urgentsharing. 52

12.5 Keydelivery. 52

13 Securingthemethodforrecovery. 54

13.1 Recoveryofencryptionmethod. 54

13.2 Recoveryofencrypteddata. 55

14 Fordevelopers. 56

15 Application. 57

16 Exampleofglyphparts. 59

17 Examplesofcodecreation. 61

17.1 Basiccode. 61

17.2 Mediumlevelcode. 64

17.2a Matrixofsymbols. 64

17.2b Encryptionsymbols. 66

17.2c Thecreationprocess. 67

17.2d Descriptionofrules. 74

17.2d-01 Basicrulesofthecode. 75

17.2d-02 Basecrypticsymbols(BCS). 77

17.2d-03 Attachedcrypticsymbols(ACS). 78

17.2d-04 Separatecrypticsymbols(SCS). 79

17.2d-05 Creatingadditionalrules. 81

17.2e Writingsample. 82

18 Exercises. 85

18.1 Attentionexercises. 85

18.2 Drawingexercises. 86

19 Commercialusesofthecryptographymethod. 88

19.1 Crypticmessagesproject. 88

19.1a Guessingofmessages. 89

19.1b Creatingalottery. 90

19.1c Promotionalads. 90

19.2 Crypticsignatures. 91



AdvancedHandwritingCryptography

-134-

19.3 Crypticorders. 91

19.4 Othercommercialuses. 92

20 Writingmusic. 93

21 Advancedgamesfortraining. 94

22 Cryptographyinsociallife. 96

23 Cryptographyingambling. 97

24 Thehighestlevelmethod. 98

25 Workonthebook. 101

26 Futureofthemethod. 111

26.1 Writingwithoutencryption. 111

26.2 Encodingwithouthieroglyphs. 111

26.3 Aboutthenextchallenge. 112

27 Artwork. 113

28 Toprint/copy. 115

R-matrix 115

C-list 116

Drawingexercises 117

Samplesofworldwritings,horizontal 120

Samplesofworldwritings,vertical 126

Encryptionsymbols,exampleofdifferentparts 128

Exampleofsteganographicencryption 129

29 Getintouch. 130

30 Legalnotice. 131

31 Content. 132

Youcanalsokeepaneyeonmyweblog:

youthextension.wordpress.com

..whentimeforitthentherecanalsoshowupsomeencryptedmessageswithvaluable

informationrelatedtothetopic.



AdvancedHandwritingCryptography

-135-

Forseveralmillennia,almostsincethebirthofwriting,it’sbeenthedream of

rulersandwarlordstoexchangeletterswithoutworriesthatsomeonecouldreadtheir

exchangeswhenintercepted.Intheageofinternetwhenalmostanyonehavingproper

hackingtoolscanreadyourmessages,thisdream ofancientpowerfulhasfounditsway

intothemindsandheartsofcommonpeople.Andnow thedream hascometrue-the

writingsystemwhichanyonecanlearnandcustomizethewaythatnounwantedparties

canread,hasbeencreated.Theneweraofwritinghasbegun.It’stheerawhenpeoplecan

writewithnoworriesaboutdisclosureoftheirprivatemessages.
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